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1 Executive Summary

Small businesses are not simply scaled-down versions of big business. Compared
with larger organisations, small businesses operate in adistinct and highly resource
constrained operating and technical environment. They are time-poor, have minimal
bargaining power, and limited or inconsistent financial, technical, legal and personnel
resources. Above all, small businesses are typically focused on one thing: survival. It
is therefore unsurprising that cloud computing—and its promise of smoothing cash
flows and dramatically reducing I T overhead—is attractive to small business.

Cloud computing shifts the delivery and maintenance of software, databases and
storage to the internet, transforming them into Pay-As-Y ou-Go (PAY G) services
accessed through a small business user’s web-browser. Cloud computing often comes
with zero upfront costs, and scales (up and down) with the demands of the small
business. Cloud computing services demand minimal technical skills: they are easy to
setup and require little if any maintenance. Accessed via a secure login, for the small
business, cloud computing typically represents increased standards of security.

However, along with the benefits, cloud computing also embodies many risks for
small business, including potential computer security, criminal, regulatory and civil
liability issues. Cloud computing—Ilike other new information technologies—
challenges the application and understanding of many pre-existing areas of law.

Key Criminal, Regulatory & Legal Threats for Small Business

Examples of key criminal, regulatory and legal threats for small business adopting
cloud computing include:

» Cloud Providers are the Target, But Small Businessisthe Victim— While
cloud service providers themselves hold much greater appeal to
cybercriminals, it is the cloud service provider’ s small business tenants—
experiencing disrupted services and hence disruption to their already fragile
revenues—that are thereal victims. Lacking policies, procedures and training
relating to cyber and network security, small businesses are particularly
vulnerable to having account details stolen, and their cloud services hijacked.

» Ever Changing Sea of International, National & Local Regulation —Where
personal information—including financial and credit details—is stored in the
cloud, aroutine international commercial transaction may require a small
business to comply with a myriad of ever changing international, national and
state-level regulations and industry-specific standards.

» Practical Benefits of Cloud Computing Potentially Non-Compliant — Even
some simple, practical benefits of using the cloud—such as storing MY OB
files on a cloud storage service (such as DropBox)—may render the small
business non-compliant.

* Inequality of Bargaining Power: “ Take It or Leave It” Service Agreements —
With ailmost no bargaining power and faced with industry-wide boilerplate
terms and conditions, small business has little choice but to accept one-sided
cloud agreements on a “take it or leave it” basis, leaving vendors absolved of
substantially all liability.
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» Service Credits Inconsistent with Potential Damage to Small Business —
Despite the potentially devastating impact of even relatively short service
outages, small business istypically left with “service credits’ (based on a
proportion of monthly subscription fees) astheir “sole and exclusive remedy.”

* OverseasLegal Jurisdiction & Choice-of-Law — With cloud service
agreements frequently setting the legal jurisdiction and choice-of-law to the
vendor’ s overseas headquarters, even the most simple legal action immediately
becomes prohibitively expensive for al but the most successful small business.

* Unilateral Termination of Accounts & Data Loss — Cloud service providers,
particularly inrelation to free accounts, often reserve the right to unilaterally
terminate accounts with or without notice, potentially devastating the small
business. Absolved of substantially all liability, the cloud service provider
leaves the aggrieved small business with no cause of action and no right to
recover.

Findings — Responding to the Criminal, Regulatory & Legal Threats

Technical & Commercial Practicesto Reduce Risks — The research has found that
there are technical and commercial practices that can be implemented today by small
businesses to reduce at least some of the security and commercial risks:

» Policies & Training — Small businesses can provide computer security training
to personnel, and institute smple policies setting out (for example) how
computer resources should be used, how often passwords should be changed,
access rights for staff, and how and when employees may bring in and use
their own devices.

* Industry Education — Industry bodies can provide education and training to
small businesses about appropriate practices and regulatory requirements.

* Cyber & Cloud Insurance — Existing cyber liability insurance holds out some
limited hope of compensating for losses as aresult of cybercrime. However,
the best hope for broader coverage rests with contingent business interruption
insurance adapted to the unique circumstances of cloud computing (*cloud
insurance’) being developed by new entrepreneurial ventures such as
CloudInsure.

Opportunitiesfor Legidative Intervention — The research also identified the likely
need for legislative intervention. The near-term future of cloud computing shows
signs of bifurcation into budget solutions (much like existing offerings) and premium
services with increased security and regulatory compliance, and greater acceptance of
liability. But without a change in relative bargaining power between the cloud service
provider and small business, it is unclear if competitive forces alone will be sufficient
to bring about quality premium services at a price affordable to cost-conscious small
business.

To encourage cloud service providers to deliver more attractive, secure and cost
effective solutions, inequality of bargaining power between cloud service providers
and small business clients will need to be addressed. In thisrespect, thereis
significant opportunity for judiciously applied legislative intervention. Opportunities
for such carefully considered intervention include: arefined doctrine of
unconscionability; possible introduction of legal principles broadly akin to “contracts
of adhesion” in the United States; and new regulatory powers—possibly adapted from
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the Communications Alliance (formerly the Austraian Communications Industry
Forum, Industry Code for Consumer Contracts, ACIF C620:2005)—to police the
cloud computing industry.

Acting in concert, a combination of technical and commercial solutions—including
improved cybersecurity practices, industry education programs, and new species of
“cloud insurance” —together with legislative programs may serve to place small
business on substantially the same footing as larger businesses, enabling them to fully
capture the true benefits of cloud computing while enduring a more equitable share of
the risks.
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2 Introduction

The Department of Broadband, Communication and the Digital Economy (DBCDE)
contracted the ARC Centre of Excellence in Policing and Security (CEPS) to conduct
acloud computing threat assessment for small business, a proposal jointly developed
between CEPS and the Australian Institute of Criminology (AIC).

Based on desk-based research, this report aims to enumerate and clarify the current
understanding of the potential criminal, regulatory and legal threats of small business
seeking to adopt and benefit from cloud computing.

The report that follows discusses and expands on the threats of cloud computing to
small business and outlines a way forward for small businesses to reduce those risks.
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3 Research Aims
The aims of this research paper areto:

» identify the sources of potential benefits and risks to small business (compared
with larger organisations) of cloud computing;

* identify criminal, regulatory and legal risks for small business,

» quantify the effect of cloud computing on computer and data security for small
businesses;

» examine the potential for small businesses to rely on existing business
insurance to compensate for cloud-related losses; and

* toidentify whether it is necessary or appropriate to consider a new regulatory
response for cloud computing providers and small businesses, or whether the
existing regulations are appropriate.

The overall objective of thisreport isto: contribute to a more commercially secure
business environment; identify and create awareness about the security, regulatory
and legal considerations in relation to the uptake of cloud computing; and enhance
small business's confidence in using cloud computing specifically, and the digital
economy more generally.

Page 9 of 81



4 Methodology

This report presents the findings of a desk-based assessment of English-language,
public source literature available over the internet and through subscription-based
services to identify current and emerging cloud computing risks and incidents,
particularly in relation to small businesses of fewer than twenty employees.

The current report is a joint research project between CEPS and the AlIC, with the
following responsibilities:

Small business and criminological threats — The AlIC was tasked with
detailing the criminological threats to small business users of cloud

computing, including areview of computer security and criminological risks
associated with cloud computing, computing security and criminological
issues likely to arise over the next two years, and how cloud computing threats
are being addressed by small business and cloud providers (see section 4).

Small business and regulatory & legal threats — CEPS had responsibility for
examining issues around small business and cloud computing in the context of
regulatory compliance and civil legal matters, including areview of cloud
service provider agreements, the potential of insurance to cover cloud-related
loss, the use of third party IT consultants, and the future of cloud offerings for
small businesses (see sections 5-9).
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5 Small Business & Cloud Computing in Context

5.1 Small Business in Australia — A distinctive, limited
commercial and technical operating environment

The Australian Bureau of Statistics (ABS) defines a small business as “a business
employing less than 20 people” and includes sole proprietorships and partnerships
without employees.* Asat June 2011, small businesses represented 96 percent of
businesses in Australia® But simply having fewer people does not mean small
business is merely “little big business.”*

5.1.1 Limited Operating Resources

Small business experiences its own distinct operating environment. In particular,
small business suffers from “resource poverty” compared with larger organisations.”
In terms of cloud computing, this small business resource poverty includes:

» limited in-house expertise — limited in-house specialist technical and/or legal
knowledge necessary to evaluate and capture the benefits of new operational
services and technologies. 1n 2011, aimost 90% of Australia’ s two million
small businesses employed less than five people with two-thirds being non-
employing entities, eg. sole proprietorships.” The corollary is small business
reliance on external social and/or professional networks and consultants to
bring in the required skill sets.

* limited personnel time — ahighly time constrained working environment,
frequently with personnel working overtime to simply “get the job done”
accompanied by occasional, brief periods of downtime to recover.®

» limited accessto finance & inconsistent cash flows — limited access to
financial resources to finance new projects, and inconsistent, often lumpy cash
flows. Small business experiences much higher revenue and profitability
volatility. And, with little access to debt or equity financing, small businessis
often forced to draw on the owner’s assets for financing.”

* limited bargaining power — limited bargaining or purchasing power due to the
small-scale nature of their business, often exacerbated by a highly fragmented
and competitive industry structure.

e greater risk tolerance — a greater tolerance to risk as a necessary by-product of
their commercial and operational environment. Australian small business
experience low survival rates—in any one year, more than 15% of all small
businesses can be expected to fail; twice the rate of medium- and large-scale
businesses.® Traditionally, small business has had limited opportunities to
conduct small-scale testing of new commercial options, compelling it to place
“bigger bets’ from time-to-time to remain competitive or grow the business.’

* short-term management horizon — short-term management perspective,
frequently the by-product of a highly volatile and competitive market.
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51.2 An Unsophisticated Technical Environment

The technology landscape in smaller organisations and the resources
available to tackle Internet malware (malicious software) are likely to be
radically different from larger enterprises. However, a security breach is
far more likely to have a devastating effect on the revenues or even the
survival of a start-up or small business.'°

Operating resource limitations, particularly limited in-house technical skills, reflects a
distinct technical operating environment for small businesses compared with larger
businesses, such as:

* Bring-Your-Own-Device (BYOD) —in an attempt to save costs while also
seeking to boost employee satisfaction, small businessesis likely to have a
greater proportion of “Bring-Y our-Own-Devices’—permitting personnel to
use their own, personal devices on the company network—in the workplace.

» mixed business & personal use — aby-product of an increased prevalence of
BYOD isagreater tendency amongst small business personnel to use their
computing devices—Iaptop computers, tablet devices, mobile phones—for
both business and personal use.

» greater device sharing — for the cash-strapped small businessesit is also likely
that device sharing will be more frequent than in larger, more resource-rich
companies.

» poor software security setup — lacking in-house technical expertise, small
business are more likely to have poorly setup and poorly maintained firewall,
virus protection, and other security software.

* irregular software & security updates — larger businesses tend to have
sophisticated enterprise-wide software systems for the coordinated, regular
update and maintenance of software. For the small business—lacking
personnel time and/or technical resources—software updates and patchesto
fix software and security bugs are likely to be more irregular.

» poor wireless network security — small businesses are avid users of wireless
technologies,™ attracted to its simplicity and flexibility. But a paucity of in-
house technical expertise may result in poor wireless network security,
rendering the small business vulnerable to network exploitation.

» lessdtrict security systems, procedures and policies — large corporations
typically have restrictive systems and procedures, controlling who can put
what software on which devices. Small business does not have the time,
human resources, nor technical capabilities for such operating overhead.

* latest web browser — many larger corporations—with strict software and I'T
security systems and procedures—are slow to take-up newer web browsers,
and are left using Internet Explorer. In comparison, small businesses, largely
devoid of such bureaucracy and always on the look-out for new tools, are
willing adopters of such new, “aternative’” browsers, such as Google Chrome
and Firefox.
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5.2 Whatis Cloud Computing?

Cloud computing includes the delivery of computer processing infrastructure
(Infrastructure as a Service, |aaS), operating system platforms (Platform as a Service,
PaaS) and/or software, databases and storage as a service (Software as a Service,
SaaS) on-demand over either a public or private computer network.

However, in practice for small business—and for the purposes of this report—cloud
computing means: renting the use of software, databases and storage (SaaS), and
possibly operating systems (PaaS) over a public network (such as the internet) without
the upfront cost or inconvenience of having to own, install or maintain software and
systems.

5.3 Example Cloud Computing Services for Small Business

The range of cloud computing services available to small businesses is vast and
growing rapidly. Prominent examples include:

Sales force automation services

SalesForce.com

Cloud Service Provider Indicative Pricing
Email hosting Gmail ad supported
Hotmail ad supported
Online data storage DropBox free or up to $10+ per month*?
Box.net free or up to $15+ per month™
SugarSync  free or up to $150 per month**

$10+ per user per month™

sugarCRM  $30 - $100 per user per month™®
free orﬂup to $25 per user per

ZoHo CRM ~ month
Word processing, spreadsheets, Google Apps  $5 - $10 per seat per month*®
and presentation services ZoHo Docs ~ $3 - $5 per user per month*®
Project management Basecamp  $20 - $150 per month®

TeamGantt  $10 - $79 per month®*

Asana  $100 - $800+ per month*

Several of the above cloud service providers, such as Dropbox and Box.net, provide a

“freemium” subscription services. Under afreemium model, the basic serviceis
provided free of charge, with more advanced accounts with additional functionality

attracting subscriptions fees.”
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5.4 Small Business & Cloud Services: an Example Setup

While cloud computing holds great promises for the small business, as illustrated
below, it does not completely absolve the small business of all IT overhead. Small

businesses remained tasked with inter alia:
* asubscription with an Internet Service Provider (I1SP);

» purchase and setup of a modem (ADSL, cable, 3G) to securely connect to the
internet viatheir ISP and, where appropriate, a secure wireless local network);

» purchase and setup of computer(s), printer(s), backup storage, €tc.;

» purchase, setup and maintenance of operating system software, security
software (eg. firewall, anti-virus, etc.) and other software, eg. web browsers.

QOutside the Small Business Premises

Inside the Small Business Premises

Accessing the Cloud: Employees use a
secure login (user name & password) to
connect to cloud-based subscription services
through a browser on their PC or laptop, or

dedicated ‘app’ on their tablet or smartphone. | gxh .
| userh 4

@

| 'User Name: | joe's_small_biz .
& bl | Cloud Service
'f [Password: | wweersss | Providers
T

,’l s vags -" Laptop Device
/$+ Drophox ; Employee’s own device

X / N e : | containing both personal &

|User Name: | joe's_small_biz ' work applications

|
K ;'L Password: | ssessseer |
| K Drophox
B
- " - secure?
Laptop Device
Operating System, applications -
& security software maintained .
by small business Wireless Router ) ] & i
Internet login (via ISP), Internet connection @1 esjorce

via Internet Service
Provider (ISP)

firewall, WiFi & security

maintained by small

% business

Wireless Tablet -
Device Local Server Local Data Backup
. OS, applications & security ~ Small business performs
Device shared amongst f intained b lar back "
co-workers in office with software maintained by own regular backup o
o small business data
numerous worker-specific
applications
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5.5 What are the benefits of cloud computing for small
business?

[ Small-to-Medium sized Enterprises (SVIEs) do not] have the wherewithal
to set up theinitial infrastructure that is necessary to realize the cost
structures of large data centers. The prices and the [ Service Level
Agreements] fromthe leading cloud providers are far better than what
most SMEs can realize with their modest investment levels. Even more
significantly, cloud computing needs no upfront investment, which will
allow cash-strapped SMEs more flexibility with the use of their capital.?

Given the distinct operating constraints of small business—particularly around
financial and personnel constraints compared with larger organisations—cloud
computing holds out the promise of manifold benefits including:

* Financial Benefits — smooth, scalable cash flows:

0 smooth cash flows — cloud computing obviates the expensive, upfront
capital costs of purchasing new computer hardware or software,
distributing operational expenses over time. Cloud services aretypically
paid monthly on a pay-as-you-go (PAY G)/subscription-based basis,
spreading and smoothing cash flows over time.

0 costs scale with the business — the PAY G model scales up (and down)
month-to-month in response to the varying demands of the small business
over time. Because of its highly dynamic and scalable nature, cloud
computing is well suited to small businesses with their variable and often
unpredictable business demand.”

» Personnel Benefits— reduced administrative & personnel overhead:

0 ease of setup — cloud computing dramatically reduces I T personnel
requirements. cloud services are delivered via a web browser; purchasing
and installation involves signing-up to a service through a website,
submitting credit card details, and agreeing to the Terms of Service; and
training and support needs are often minimal. Combined, cloud computing
serves to substantially free-up personnel to do the “real work” for the
business, eg. generating sales, developing new products and services, €tc.

0 automatic & frequent service updates — the small business receives the
latest version of the service each time they login or connect to the service;
small business personnel are freed from having to install the latest updates,
configure the software, transfer data files, etc.

0 location independent service — cloud services provides location flexibility
for the small business and its personnel, and is frequently cited as a
principal reason for adopting cloud services.®® Cloud services are
delivered through a web browser — as long as the user has a reasonable
internet connection, the service is the same whether the user isin San
Francisco, Sydney or Singleton. Cloud computing means business
software, data and communications can be delivered to whoever wants it,
whenever they want it, wherever they want it.?’
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* Operational Benefits — business security and continuity improved:

(0]

improved security — for many small businesses, adopting professional
cloud-based services typically represents a significant increase in the
secure storage of sensitive information.?

Small businesses may store sensitive information in physical records,
rendering them susceptible to misplacement, theft, damage through fire,
etc. For digital records, small businesses are unlikely to be expertsin
computer and network security. They may have poorly setup and/or
maintained firewalls and other security software on individual computers
and/or network devices, wireless network security may have weak or non-
existent security encryption, and local backup storage may not be secured
at all.

In comparison, cloud provider security is developed, monitored and
maintained by computer security experts, information is usually stored
redundantly over multiple physically separate sites, and service delivery
from the cloud vendor to the client’s web browser is typically undertaken
over apassword protected, commercial-grade encrypted internet
connection.

increased business continuity — cloud services replace the need for
frequent software installation and updates, and their accompanying service
downtime. Cloud services—typically promising 99.9%+ up time*—
typically represent a significant increase in service availability and
business continuity for small businesses.

access a global market — many small businesses use cloud services to host
their business website, sometimes using it as their principal store front,
accessing, and promoting their business to, afar larger, potentially global
market place.*
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6 Small Business, Cloud Computing & Cyber Crime

6.1 Computer security risks and criminological issues
identified in connection with cloud computing
internationally

6.1.1 Computer security and the potential for criminal offences
against small business

A number of computer security issues and criminal offences have been identified in
the literature that could affect cloud service providers, cloud computing tenants, and
the transmission of data between providers and tenants. Many of these vulnerabilities
are not unique to cloud computing, but could arise in connection with conventional
use of information and communications technologies by small businesses, and,
indeed, by larger businesses as well. What is different, however, is the nature of the
datathat may be stored by businesses on the cloud, and their attractivenessto
offenders located in disparate countries. Other vulnerabilities are unique to
virtualisation and the multi-tenancy environment of the public cloud.

The impact of computer security incidents arising from cloud computing on small
business may be substantial. This may be because small businesses may be directly
targeted by cloud computing marketing and advertising agencies, thereby increasing
pressure on small businesses to make use of cloud computing services. Also, small
business operators are likely to use the devices that connect to their cloud service
provider for both personal and work-related reasons creating potential security risks
that arise from personal use. Multiple persons may use these devices, thereby
increasing the potential for them to be compromised. Due to resource constraints on
small businesses and lack of computing expertise, there may be a lack of awareness
about computer security risks. Finally, there are no requirements for many small
businesses to comply with the data security obligations as set out under the Privacy
Act 1988. These factors all make the risks for small businesses heightened in the cloud
environment.

Compared with computer security incidents affecting corporate systems generally,
there have been relatively few attacks reported against cloud service providers.
Banham® claims that this is because cloud service providers have stronger security as
they are more concerned about the consequences of reputational damage if data are
breached. According to Pacella,* ‘cloud providers often ask their clients to keep
attacks quiet’. In addition, when not bound by mandatory data breach reporting
requirements, asin Australia, cloud computing customers are likely to want to avoid
the publicity associated with data breaches. This may be particularly relevant when
the cloud service provider claims no responsibility or liability for breaches of data
security or un-availability of datain service-level agreements.® In addition, some
attacks may go undetected, and in other cases when data breaches are made public,
the fact that data were held in the cloud may not be released. It is clear that cloud
service providers and vendors are reluctant to publicise the insecurity of their systems,
and are unwilling to disclose security breaches that occur. Recent survey research has,
however, revealed evidence of concern and actual victimisation in connection with
cloud computing.
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According to an international survey conducted by Trend Micro, an antivirus and
computer security vendor, 43 percent of organisations that reported using cloud
computing had experienced a “security lapse or issue” in the previous 12 months,
although the nature of the incident was not disclosed.* Trend Micro surveyed 1,200
companies with over 500 employees in the United States (US), Canada, the United
Kingdom, Germany, Japan and | ndia.*

Another survey of 103 US and 24 European cloud service providers by the Ponemon
Institute revealed that 62 percent were not confident that “the cloud applications and
resources they supply are secure.”*” Sixty-five percent of respondents were public
cloud providers, while private and hybrid cloud providers each made up 18 percent of
the sample. Of the public cloud providers, only 29 percent were confident or very
confid%gt that the cloud applications and resources supplied by their organisation were
secure.

A survey conducted by a computer security vendor at DefCon, a hacker conference
held in Las Vegas, in 2010, found that 96 percent of respondents believed that the
“cloud would open up more hacking opportunities for them”, and 45 percent had
“already tried to exploit vulnerabilities in the cloud.”* The 100 survey respondents
were described as ‘I T professionals.’ *°

6.1.2 Attacks targeting cloud service providers

Insufficient or faulty authentication checks

Unauthorised access to cloud computing systems may occur when a username and
password combination has been obtained without authorisation. This can occur using
avariety of technical and non-technical methods. Social engineering may be targeted
towards the cloud service provider by, for example, claiming that urgent accessis
required but that the password is not working and needs to be reset. Passwords may
also be guessed, be left lying around in offices, obtained using keylogging malware,
cracked using brute force, or overcome when there are weak password recovery
mechanisms,** such as answering ‘secret’ questions where the answers are publicly
available. An example of a social engineering attack is provided in Box 1. Social
engineering refers to using techniques of influence, deception and persuasion to trick
people into disclosing information.

BOX 1

zzzreyes writes "'l got an email from my cloud server to reset the admin password, first dismissed
it as phishing, but afew emailslater | found one from an admin telling me that they had given a
person full access to my server and revoked it, but not before 2 domains were moved from my
account. | logged into my account to review the activity and found the form the perpetrator had
submitted for appointment of new primary contact and it infuriated me, given the grave
omissions. | wrote a letter to the company hoping for them to rectify the harm and they offered
me half month of hosting, in a sign of good faith. For weeks I've been struggling with thisand
figurethat the best thing to do isto ask my community for advice and help, so my dear
dashdotters please share with meif you have any experience with this or know of anyone that
has gone through this. What can | do?"

Source: http://it.dashdot.org/story/12/04/04/1738220/ ask-d ashdot-my-host-gave-a-stranger-
access-to-my-cloud-server-what-can-i-do2utm_source=rssl.0moreanon& utm_medium=feed

The following incident allegedly involved weak password security, although the
specific vulnerability was not disclosed:
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In a recent high-profile security breach, a hacker took advantage of the
weak password security of a cloud service provider to hijack a Twitter
employee' s email account, giving him access to personal and corporate
documents at Twitter.*?

However, insufficient or faulty authentication checks may not necessarily be
attributed to malicious activity, although it may result in data being accessed for
nefarious purposes. For example, the following incidents allowing others to access
data stored on the cloud were described as being ‘inadvertent’ or a‘mistake’:

In June 2011, Dropbox, a popular cloud storage site where approximately
25 million people store their videos, photos, documents, and other files,
inadvertently |eft the site open for four hours on Father’s Day. The glitch
let anyone log in to customers accounts with any password.*®

In March, Google itself made a mistake in Docs' sharing feature that
enabled users who were collaborating on one document to access
others.**

The Microsoft Business Productivity Online Suite, aimed at commercial
enterprises, reportedly was hit with a data breach in 2010, and customers
of the BPOS cloud services apparently could download information on
other customers of the suite, albeit inadvertently.*

Insufficient or faulty authentication checks may also provide opportunities for
Uniform Resource Locator (URL) guessing attacks, whereby possible page links are
entered to access pages directly, bypassing authentication checks.*®

Data breaches, however they are accomplished, may have significant impacts not only
on the cloud service provider’s tenant whose data have been accessed, but also on
customers who may have trusted that organisation with their personal information:

In early April, Epsilon announced that its database had been breached by
an unknown third party, allowing unauthorised access to the email
addresses of its clients’ customers.*’

In other instances, it may be the cloud service providers' recordsthat are
compromised:

Other commercial [cloud service providers] have suffered breaches, such
as GoGrid, which reported last March that an unauthorized third party
possibly had viewed its customers account information, including
payment card data.*®

In November 2007, Salesforce.com, a web-based [ customer relationship
management] service provider, warned its customers that they might be
the targets of some phishing scams after one if its employees was tricked
into divulging a corporate password. With the obtained password, the
perpetrators were able to access names, e-mail addresses, and telephone
numbers of Salesforce’ s customers, and they sent out fake invoices.*

Denial of service attacks

Denial of service (DoS) attacks against cloud service providers may leave their
customers without access to their accounts.™ This can occur by sending a flood of
traffic to overwhelm websitesto make them inaccessible to legitimate users. When a
DoS attack is conducted using a botnet, a network of compromised machines, thisis
referred to as a distributed denial of service attack, or DDoS.
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DoS attacks aimed at individual accounts, rather than to all cloud tenants, may also be
accomplished by changing the tenant’s password or maliciously continuing to enter
the incorrect password so that the account becomes locked.

Use of cloud computing for criminal activity

Cloud computing accounts can be created or existing accounts compromised for
criminal purposes. New cloud computing accounts may be created with stolen
credentials and credit card details, thereby reducing the cost to the offender(s), as well
as anonymising the offender and creating further difficulties in tracing down the
source of the attack, particularly when jurisdictions are crossed. Accounts created or
compromised in such away can be controlled as part of a botnet.> In the following
example, an existing cloud computing account was compromised and used to run a
botnet command and control server:

ComputerWorldUK reported in December 2009 that a website hosted on
Amazon EC2 had been hacked to run the Zeus botnet’ s command-and-
control infrastructure.>

Botnet command and control servers can be used to launch denial of service attacks,
conduct scams such as click fraud, and distribute spam.> The processing power of
botnets may also be used to conduct brute force attacks to overcome password
restrictions. This is potentially what happened in the following case:

There have also been reports that hackers were suspected to have made
use of the cloud computing server of [atechnology corporation] to launch
attacks on the payment platformsfor online games and entertainment
services of a well-known Japanese technology corporation and its
subsidiariesin April thisyear, causing leakage of the personal data
(including name, date of birth and email address) of nearly a hundred
million users across the globe, and it was believed that the data of over 11
million credit cards had probably been |eaked.™.

Cloud computing services may be used for the storage, distribution and mining of
criminal data such as stolen personal information or child exploitation material.*®
Accounting systems run in the cloud may be attractive for money laundering and
terrorism financing activities.

The use of cloud computing to conduct illegal activities has had further negative
consequences in relation to data access for the other, legitimate, users of the cloud
service provider when servers have been seized by alaw enforcement agency.>” Not
only may access be disrupted, but the law enforcement agency, international or
domestic, may have access to that datain a multi-tenanted environment.*®

lllegal activity conducted by cloud service providers

Loss of access to data has also occurred when the cloud service providers themselves
are allegedly engaged in other illegal behaviours. In the following example the cloud
service provider’s services were stopped due to police action:

January’s big local technology story was the police raid of Kim Dotcom's
Coatesville mansion. Dotcom and his colleagues were arrested because of
allegations the Megaupload cloud storage service he ran was a piracy
operation. There is no doubt some people used the service to swap movies
and music files. Yet Megaupload was also a low-cost way of |egitimately
sharing files and a cheap place for making online backups. It was a basic
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cloud storage facility. Megaupload' s legitimate business didn’t stop the
US authorities shutting the service without warning. Sudden closure | eft
businesses unable to access their documents.

Attacks on physical security

The cloud service provider’s data centre may be physically attacked, resulting in
hardware theft, unauthorised access to servers or loss of access to data®® Data centres
such as those used by cloud service providers have reportedly had their physical
security breached:

In a style reminiscent of the ‘wild west’” days of the nineteenth-century
United Sates, two masked men allegedly pistol-whipped a lone I T staff
worker during a graveyard shift, held the worker hostage for 2 h while
confiscating equipment in a Chicago data centre. The burglars reportedly
entered the facility through a fire escape and passed an unoccupied
security guard post. The thieves waited in hiding for the I T staffer to leave
the data centre and then ambushed and subdued the victim. The thieves
swiped the staffer’ s access card through a reader and forced himto
performa finger print scan before stealing computer storage equipment.®*

Insider abuse of access

Cloud service provider insiders, such as employees, contractors or third party
suppliers, may misuse their privileges and disrupt access or obtain unauthorised
access to stored data.®? Insiders may obtain employment at atargeted cloud service
provider, be targeted by organised crime syndicates, abuse their access as the result of
becoming discontent in their employment, or become tempted by presented
opportunities and the potential perceived gains.

Compounding this issue is that data may not be deleted adequately by the cloud
service provider, particularly when data has been replicated over several locations to
maintain availability or services have concluded.®® This creates further opportunities
for these datato be later accessed or misused.

Malware

The cloud service providers servers may be vulnerable to malware infection,
including virtual machine based rootkits.** These risks apply in non-cloud
environments as well. Malware infection end may result in account names and
passwords being compromised, files being accessed and copied, corruption of files or
being added to a botnet, a network of compromised machines. There is also the
possibility that malware compromising one tenant’ s virtual machines could then
spread to the virtual machines of other tenants.

Side channel attacks or cross-guest virtual machine breaches

“Side channel attacks’, or “cross-guest virtual machine breaches’ may result in
tenants crossing the shared virtual machine boundaries and accessing the data of other
tenants using shared physical resources.®

Side channel attacks require the attacker’ s virtual machine and victim’ s virtual
machine to be located on the same physical machine; therefore these attacks may be
random, and not targeted towards a specific tenant. However, targeted attacks may
still be possible. It has been demonstrated with one cloud computing service provider
that co-tenancy could be successfully achieved 40 percent of the time by setting up
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new accounts while simultaneously manipulating the resource needs of the targeted
victim's virtual machines.®

Vulnerabilities in software applications

Security holes and vulnerabilities may exist in software applications run in the cloud,
such as backdoors that bypass normal authentication protocols.®” New vulnerabilities
for operating systems, internet browsers and business applications are regularly being
identified. Security patches fix vulnerabilities in computer programs that may be used
to gain unauthorised access. However, delays in installing patches may lead to
increasnggl exploitation attempts as the vulnerabilities they are fixing are then made
known.

Similarly, insecure application programming interfaces, which allow software
applications to interoperate with each other by passing login information between
them, may provide another atack vector.® Application programming interfaces may
be used, for example, to share data across different applications, which requires the
transmission of authentication tokens from one application to the other.

Web browsers, used to access the internet and cloud service providers, are atype of
software application. Browser vulnerabilities have reportedly been exploited to gain
access to data stored in the cloud:

Google on Tuesday said that in mid-December it faced “ a highly
sophisticated and targeted attack on our corporate infrastructure
originating from China that resulted in the theft of intellectual property
from Google” . Attackers were apparently attempting to access the Gmail
accounts of Chinese human rights activists, and also launched attacks
against more than 30 other companies. Later in the week, it was reported
that a flaw in Internet Explorer had been exploited to hack into Google' s
corporate networks, and Microsoft said it was working on a patch.”

Browser vulnerabilities include cross site scripting, whereby code is injected into
websites and executed by the browser.” Cross site scripting can be used to hijack
sessions by obtaining cookies (refer to attacks targeting the transmission of data
below) or obtain authentication credentials by redirecting usersto a site impersonating
the cloud service provider.

Cryptanalysis

Data stored in the cloud may be encrypted to prevent it from being read if accessed
without authorisation. However, encryption can potentially be weakened or broken if
insecure or obsolete.”? Partial information can also be obtained from encrypted data
by monitoring clients query access patterns and analysing accessed positions.”

SQL injection

Structured Query Language (SQL) is a programming language used for database
management systems. SQL injection attacks targeting web entry forms involve
inputting SQL code that is erroneously executed in the database back end.” SQL
injection attacks can result in data being accessed and modified without authorisation.
Another injection attack is OS injection’ or command injection,”® whereby the input
contains commands that are erroneously executed by the operating system.
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6.1.3 Attacks targeting cloud computing tenants
Phishing

Although, in the context of cloud computing, phishing misrepresents the provider, the
attack is directed towards those who may hold an account with that organisation, with
the aim of obtaining passwords and other identifying information to obtain
unauthorised access to data held in the cloud.”” Phishing is one example of social
engineering, in which an email appearing to be from a legitimate organisation is sent
directing recipients to a bogus (spoofed) website to enter their login credentials or
other personal information. Salesforce was reportedly misrepresented in a phishing
attack in 2007"® and Google's Gmail in 2009.”

Although phishing often involves random attacks, whereby emails are sent out to en
mass, individuals within organisations may be directly targeted, known as spear
phishing. In spear phishing, the attack istailored to enhance its perceived legitimacy,
such as appearing to come from a service provider that the business deals with.*°

Domain name system attacks

Cloud computing users may be subject to domain name system (DNS) attacks.®* The
principal use of domain names is to convert an internet protocol resource, a string of
numbers, into areadily identifiable and memorable address, such as those used in
email addresses and URLs. The following types of DNS attacks are aimed at
obtaining authentication credentials from internet users, including cloud service
tenants:

* pharming and DNS-poisoning (diverting visitors to spoofed websites by
‘poisoning’ the DNS server or the DNS cache on the user’s computer);

» domain hijacking (stealing a cloud service provider’s domain name) or domain
sniping (registering an elapsed domain name);

* registering adomain name that appears to be similar to a cloud service
provider (cybersquatting) in order to conduct phishing scams, or to obtain
login details by typesquatting, which relies on a user entering the wrong URL
and subsequently providing their authentication credentials to a spoofed
website.

Compromising the device accessing the cloud

Access to abusiness's cloud computing account may be achieved if the device that is
accessing the cloud services is compromised, for example, by a keylogger that records
keystrokes, including usernames and passwords.®? Again, malware infections such as
this may be random, or individuals within an organisation may be directly targeted
with a Trojan, malware designed to look like a legitimate file.

Access management

Businesses that fail to regtrict their employees’ access to cloud computing services
after they leave their employment would be vulnerable to having their data accessed,
altered, copied, or deleted.®* Former employees may seek revenge against their
employer, or steal information for resale or to use in setting up a competing business.
Such risks, of course, aso exists in the non-cloud computing environment.
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6.1.4 Attacks targeting the transmission of data

Session hijacking and session riding

Session hijacking involves the attacker exploiting active computer sessions by
obtaining the cookies that are used to authenticate users.®* As discussed in relation to
browser vulnerabilities, one way that this can be achieved is cross site scripting,
which involves malicious code being injected into the website, which is subsequently
executed by the browser.®

A similar attack is called session riding, in which websites are exploited using cross
site request forgery to transmit unauthorised commands.®® An attacker ‘rides’ an
active computer session by tricking a user, for example, by sending a link, to visit a
manipulated webpage while they are logged into the targeted site. The webpage
contains arequest which is executed by the website as the user is also sending their
authentication credentials. Commands may be used to, for example, manipulate or
delete %?ta, reset passwords, add new users or delete existing users, or forward
emails.

Man-in-the-middle attacks

In a man-in-the-middle attack the attacker intercepts traffic between awebsite and a
browser.®8 This occurs when the browser believes that the attacker is the legitimate
website, and the website authenticates the attacker as the browser. The attacker can
then read and alter the data being transmitted, including account passwords that may
be used to login to cloud services.

Network/packet sniffing

Network or packet sniffing involves the interception and monitoring of network
traffic.®® Datathat are being transmitted across a network, such as passwords, can
therefore be captured, and read if not adequately encrypted. In the cloud environment,
thisis particularly important as passwords play a critical role in establishing access to
the provider’s services.

6.2 Potential for small business to commit offences

6.2.1 Using the cloud to commit offences

As indicated above, the cloud may be used to commit offences such as launching
denial of service attacks, conducting scams, distributing spam, conducting brute force
attacks and the storage, distribution and mining of stolen personal information and
child exploitation material. However, there is the potential for businesses to misuse
the cloud in other ways. For example, businesses may find that they have breached
copyright legislation if files are made available on the cloud for distribution to others.
There isalso a potential for businesses to hide records in offshore cloud servicesin an
attempt to avoid privacy or taxation requirements.

6.2.2 Failure to report serious offences

Despite a recommendation by the Australian Law Reform Commission (ALRC) in
2008,% thereis currently no requirement in Australia for businesses to advise
individuals if their personal identifying information has been breached accidently or
as the result of unauthorised access to a computer system. However, section 316(1) of
the New South Wales Crimes Act 1900 may be applicable when a business owner
does not report that data has been compromised to a law enforcement agency:™*
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If a person has committed a serious indictable offence and another person
who knows or believes that the offence has been committed and that he or
she has information which might be of material assistance in securing the
apprehension of the offender or the prosecution or conviction of the
offender for it fails without reasonable excuse to bring that information to
the attention of a member of the Police Force or other appropriate
authority, that other person isliable to imprisonment for 2 years.

A serious indictable offence is defined as an indictable offence that is punishable by
imprisonment for life or for aterm of 5 years or more. Serious computer offencesin
New South Wales include:

» s.308C Unauthorised access, modification or impairment with intent to
commit serious indictable offence;

* s.308D Unauthorised modification of data with intent to cause impairment;
and

» s.308E Unauthorised impairment of electronic communication.

Similar provisions do not exist in other Australian jurisdictions, except where a
benefit is obtained in exchange for not reporting.

There are a number of reasons why businesses may not report computer security
incidents. The AIC’'s ABACUS survey of Australian businesses revealed that in the
2006/07 financial year, 77 per cent of respondents that had experienced a computer
security incident dealt with their most serious incident internally; eight per cent
reported the incident to the police, three per cent reported to a non-police enforcement
or regulatory agency, and 11 per cent reported to another organisation such as Visa or
MasterCard, alawyer or AusCERT.® In 2006 AusCERT’s Australian Computer
Crime and Security Survey found that of the respondent companies that had
experienced any type of electronic attack, 69 per cent chose not to report it to anyone
outside their organisation.®* Reasons for not reporting included, among others:
perceived negative publicity (46 per cent); not being aware of law enforcement
interest (52 per cent); not thinking perpetrators would be caught (57 per cent); and not
thinking law enforcement was capable (55 per cent).*

6.3 Computer security risks and criminological issues likely
to arise over the next two years

The popularity of cloud computing services coincides with other technological
developments and associated threat vectors. Potential security risks relating to cloud
computing that are likely to arise in the near future include security risks relating to
mobile computing, issues relating to employees bringing their own devices to the
workplace, and attacks exploiting new vulnerabilities, including those that have been
designed to improve security.

6.3.1 Mobile and wireless computing

Coinciding with the improved portability of computers, such as laptops, smartphones,
tablets and other devices, is the increased accessibility of the internet through wireless
internet connections. Business owners therefore can connect to the cloud service
provider where Wi-Fi networks are provided, such as airports, cafés, restaurants,
libraries or hotels, or use internet connections that have inadvertently (or maliciously)
been left open. Users of unsecured Wi-Fi connections, or connections that are
protected with weak encryption, are a risk of having their sessions hijacked, leaving
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their accounts accessible to other network users without their knowledge. This occurs
when the cookies, used to authenticate the user, sent by an unencrypted website, are
intercepted and used to impersonate the account holder.® An attacker may also create
aWi-Fi access point that impersonates a nearby business to use in a man-in-the-
middle attack, intercepting the traffic between a website and a browser.®’

6.3.2 Employees bringing their own devices

Corporations are currently struggling with how to manage employees bringing their
own devices (BY OD) to the workplace. These may include smartphones, laptops and
tablet computers, as well as peripherals such as USB flash drives, which can be used
to transmit malware. The benefits of BY OD include fewer coststo the businessin
providing computers, as well as reportedly improved employee satisfaction. However,
there are also concerns about the security, particularly when employee-owned devices
are not managed by the business and therefore may not be appropriately patched or
have anti-virus installed.®® Also, devices that are used for personal computing may be
susceptible to malware such as trojans disguised as games and there are an increasing
number of reports of malicious applications designed to collect sensitive data from
smartphones.”® The use of compromised BY OD devices to access cloud services may
create more avenues for unauthorised access.

6.3.3 Manipulation of costs

Due to the cost model of cloud computing, with users typically paying for the amount
of resources they consume, there exists an opportunity for business competitors to
increase the cogts for atargeted business by increasing their data demands. Such
attacks would be similar to the reports of denial of service attacks conducted in order
to diminish competitors market presence,'® however this attack would be aimed at
increasing a business’s expenditure rather reducing its revenue.

6.3.4 Attacks exploiting new vulnerabilities

The market for newly discovered computer security vulnerabilities, known as zero-
day exploits, is reportedly lucrative,™* and technologies developed to deflect
offenders may actually be of practical use to facilitate criminal behaviour. As aresult,
there continues to be atechnological battle at play between offenders and those that
are concerned with securing systems and information. For example, RSA announced
in 2011 that it had been targeted in an attack that included obtaining information
relating to RSA’s Secur| D two-factor identification products.’® The Securl D tokens
display an authentication code which provides access to a computer system when used
with a password or personal identification number. RSA later replaced RSA tokens
after Lockheed Martin, one of their clients, reported that they had been targeted in an
attack.’® Asways to verify one's identity become more sophisticated, the implications
for compromises increase. For example, compromised biometric data, such as
fingerprints or voiceprints, are not as easy to replace as a password or identity
token. %

6.4 Computer security and criminological issues particularly
affecting small business

Although most of the risks identified above apply to all business sizes, others have
specific concerns for small business. The Australian Bureau of Statistics’ definition of
small business was adopted for this research, which is a business with fewer than 20
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employees.’® Small businesses therefore may not have in-house information
technology expertise and hence see cloud computing is an attractive alternative.

6.4.1 Marketing towards small business

Cloud service providers may specifically market small businesses, touting the
economies of scale and other potential benefits as to why they should take up
software-as-a-service or platform-as-a-service.'® As 96 percent of businesses in
Australia are small businesses, "’ cloud service providers are likely to market their
products directly to this demographic. However, marketing and advertising may be
deceptive or not disclose the full extent of crime risks and liability issues.
Furthermore, the benefits touted to small businesses may not necessarily be evaluated
or realised by all.

6.4.2 Combined personal and business computer use

When business computers are also used for personal purposes there are additional
challenges in relation to opportunities for the device to be compromised. When a
small business is operating from a home office there may also be a higher chance that
multiple people would use the one computer. This issue isrelated to employees
bringing their own devices into the workplace as discussed in the previous section.

6.4.3 Lack of awareness about security risks

Computer security may not be a high priority for small business owners. This may be
because they are not necessarily aware of the security risks involved in cloud
computing, how they may relate to them, and the possible outcomes of a computer
security incident, such as loss of access to data and reputational damage. As 64
percent of small businesses are sole operators,'® they may lack specific expertise in
information technology, specifically computer security. Businesses may not
understand what they are responsible for under a cloud service provider’s service
level agreement (SLA). Also, while cloud service providers may market their products
as being more secure, businesses may not be aware of the greater avenues for attack
afforded by having their data stored in the cloud. This may be particularly relevant for
attacks targeting the cloud computing tenant, such as compromising their computer
with malware or phishing attacks.

6.4.4 No obligations under the Privacy Act 1988

The Privacy Act 1988 (Cth) (the Privacy Act) setsout ten National Privacy Principles
(NPPs), relating to personal information. The NPPs relate to data collection, use and
disclosure, data quality, data security, openness, access and collection, identifiers,
anonymity, transborder data flows and sensitive information. However, small
businesses are currently not required to comply with the NPPs as set out under the
Privacy Act unlessthey:

* have an annual turnover of more than $3 million;

» arehealth service providers,

» contract to Australian Government agencies;

» arelegally related to an organisation covered by the Act;

» disclose personal information for a benefit, service or advantage; or
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» provide someone else with a benefit, service or advantage to collect personal
information.*®

The lack of obligations under the Privacy Act could lead to inappropriate handling of
personal information. The ALRC recommended in 2008 that the small business
exemption be removed.*'® However, the Privacy Amendment (Enhancing Privacy
Protection) Bill 2012 currently before parliament does not remove the small business
exemption.

6.4.5 Severity of impact on small business

Small businesses may also not have the means to recover financially from disruptions
caused by loss of access to data. Small businesses may be particularly vulnerable to
changes in income and expenditure. For example, of businesses registered in 2007/09,
only 43 percent of businesses conducted by sole operators were gill operating in
2011, compared with 60 percent of employing businesses.'*

6.5 How threats are being addressed by small businesses
and cloud computing providers

Many of the prevention measures that can be adopted by small businesses that are
outlined below to prevent computer security incidents are general in nature, rather
than unigue to cloud computing environments. However, some of the prevention
measures that may be implemented by cloud service providers, such as physical
security of data warehouses, take the onus away from the small business. Therefore, it
would be expected that the physical security of cloud service providers would be
greater than what could be afforded by the small business owner who might otherwise
be running a server from an unsecured location that can be accessed by others. This
section also discusses the possibility of crime displacement asthe result of prevention
measures.

6.5.1 Technical prevention measures

Technical prevention measures can be adopted by both the small business and the
cloud service provider. Technical prevention methods include:

* patching operating systems, internet browsers and other software applications
to protect against new vulnerabilities and malware;**2

« installing anti-virus and malware tools;

« installing firewalls to protect against unauthorised access;***

115

» using multifactor authentication to strengthen authentication checks; ™ and

» encrypting datatravelling between the cloud and the browser, as well as
encrypting data stored in the cloud™® to protect against attacks targeting the
transmission of data, as well as limiting the effects of unauthorised access.

Cloud service providers may also use intrusion detection and prevention systems and
network monitoring.**’
6.5.2 Physical security

Cloud service providers should be providing a safe and secure data warehouse that
can only be accessed by authorised personnel in order to prevent attacks against
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physical infrastructure as well as insider abuse of access. Physical security measures
include:

 perimeter security, such as bunkers, gates and fences;*'

» shielded server rooms and cages that prevent eavesdropping, external scanning
and interference via electromagnetic radiation;**

« surveillance, such as CCTV and security guards;?°

» access control, such as swipe cards, turnstiles, biometric authentication and
identity cards;*** and

« maintaining facility access logs.*?

Cloud service providers should also have effective fire management practices in place
and backup power systemsto prevent dataloss through natural disaster or malicious
attacks.'?®

While security audits should assess whether appropriate physical security measures
arein place, as discussed in the following section, audit rights may be beyond the
scope of small businesses.

6.5.3 Organisational policies, awareness and training

Small businesses may implement a number of organisational policies to protect
against computer security threats that relate to cloud computing, as well as computer
security more generally, including:

* |T-acceptable use policies that set out how a business's computer resources
should be used, including expectations in relation to personal use, the handling
of sensitive information, the installation of applications and the forwarding of
emails, which may contain malware;'?*

e password policiesthat set out how often passwords SI;‘SSUId be changed and

their complexity to strengthen authentication checks,

e user access management policiesthat set out the access rights for staff,
including that access should also be discontinued when a staff member leaves
an organisation;*?®

» policiesrelating to employees using their own devices into the workplace,
which may be vulnerable to compromise and create more avenues for
unauithorised access to cloud services.?’

Small businesses may also provide training to staff and create awareness about
computer security issues.*?® Ensuring staff are well informed may assist in preventing
social engineering attacks such as phishing that are not necessarily protected against
by technical measures.

Because of the sensitive nature of data stored by cloud service providers, they should
also conduct background checks when employing staff as a preventative measure
against insider abuse of access.**

The AIC’s ABACUS survey of Australian businesses revealed that small business
respondents were less likely than medium and large businesses to have staff policies
or training in place. Only seven percent had | T-acceptable use policies, 19 percent had
account/password management policies, 12 percent had user access management
policies, and 15 percent provided employee education and awareness programs.**
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6.5.4 Service level agreements

Small businesses should be aware of the implications of their cloud service provider’s
SLA, which will address the issues of security, privacy and data control.*** SLAs may
also set out requirements for third party audits of cloud service providers.**

6.5.5 Crime displacement risks

Crime displacement occurs when crime moves to other locations, times, targets,
methods, perpetrators, or types of offence, often as the result of crime prevention
initiatives.***Displacement concerns that relate to cloud computing may include:™**

» displacement to cloud service providers that do not have strong security
measures,

» displacement to cloud service providers operating from jurisdictions that do
not have applicable criminal provisions, have low criminal penalties, or do not
have extradition tregties;

» displacement to different methods, for example, if atarget is adequately
protected against electronic attacks, an offender may coerce an employee
through bribery or extortion; and

» displacement to perpetrators who are more highly skilled and perhaps more
adept at hiding their offending activities.

Effective crime prevention requires an appreciation of these risks and the use of
measures designed to address them.
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7 Small Business, Cloud Computing & Regulatory
Compliance — The potential for small business to
commit offences

7.1 Regulatory Compliance — The obligation of small
business

If you are in business and fail to meet government regulationsit will be
you and not your cloud storage provider who will face fines and/or
imprisonment.**®

With limited personnel, small business has the onerous challenge of keeping up to
date with an ever changing sea of regulations and their practical implications. The
introduction of cloud services compounds the problem further.

Regulatory compliance remains the responsibility and obligation of the user of the
cloud services—ie. the small business—not its cloud service provider.**

Assuming small business is aware of and understands the relevant regulations, the
small business—with its inherent operating constraints, including financial, personnel,
technical and legal—must now also undertake ongoing evaluation of their own cloud
service providers' offerings vis-a-vis those regulations.

Furthermore, ever cost-conscious small businesses are more likely to favour lower-
end, budget cloud solutions that are unlikely to be tailored to meet regulatory
requirements from time-to-time. Accordingly, small business “will likely also need to
develop areasonable plan for migrating off the cloud computing platform if necessary
to comply with changes in laws that are not addressed by the provider’s offering.” *’

7.2 Audit Rights — A potential big problem with no solution
for small business

Audit rights are fundamental to ensuring regulatory compliance. But for cloud service
providers, audits represent potentially significant disruption. For example, basic
security audits involve at aminimum physical inspection of facilities and access
procedures.*® Accordingly, only the largest organisations are likely to receive
adequate audit rights, largely leaving small business out in the cold.**

To minimize disruption and placate concerns, some cloud service providers have
secured specific audit approval (eg. SAS70 Type I1). But such service provider-
contracted audits are typically only available to clients under a non-disclosure
agreement,** unlikely to be accessible to small businesses. More fundamentally,
being service provider-contracted audits and not independent, they may be insufficient
for regulators.***

Irrespective of who undertakes the audit, there remains uncertainty—even amongst
larger organisations—as to what a sufficient audit looks like:

... Wwhile most user companies recognise the value of being able to audit
cloud computing; they, too, have little understanding of what should be
audited.***

If what should be audited is potentially beyond the scope of large-scale enterprises,
how can small businesses be expected to cope?
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7.3 Privacy & Data Security — Regulatory molasses for small
business

Security and privacy are typically among the principal concerns for all potential cloud
computing users.*** Dataintegrity, privacy and security issues may be enforced via
regulatory or contractual obligations.'* The exact nature of the regulatory obligations
may vary by industry, geography and the practices of the business.

For small businesses with limited personnel time, wading through the multiple layers
of international, national and (potentially) state-level regulations and/or standards
goes beyond comprehension to the point where most smply give up, prepared to play
agame of commercial Russian roulette.

Overarching Regulations

Irrespective of the industry, a business using cloud services will often be subject to
multiple, overlapping and overarching regulations. Thisis particularly the case
regarding the management and protection of personally identifiable information. For
example, an Australian-domiciled small business selling goods and/or services into
(for example) Boston, Massachusetts in the United States may be subject to
regulations at the Australian state and/or national level, and also at the United States
state and/or national level.

» Ausdtralian Regulation —the collection, use and disclosure, security, accuracy,
storage, and overseas transmission of “personal information,” including
information stored in the cloud, is regulated by the Privacy Act 1988 (Cth) and
its ten National Privacy Principles.** Under the Act, “personal information” is
broadly defined as:

... information or an opinion (including information or an opinion
forming part of a database), whether true or not, and whether
recorded in a material form or not, about an individual whose identity
isapparent, or can reasonably be ascertained, from the information or
opinion.**

I mportantly, “small business’—defined as a business with turnover of $3
million or less in the previous financial year**’—is substantially freed of the
Act’sregulations.**® For many small businesses, therefore, this aspect of the
Privacy Act is of little concern.

Health, Genetic & Other ‘ Sensitive’ Information — However, all businesses
irrespective of turnover are regulated by the additional protections afforded to
“sensitive information” which includes information about racial or ethnic
origin, political opinions, sexual preferences, and health and genetic
information.

Security — Under Principle 4.1, National Privacy Principles, Privacy Act
IMpOoses requirements:

... an organisation must take reasonable steps to protect the personal
information it holds from misuse and loss and from unauthorised
access, modification or disclosure.**

The Guidelinesto the National Privacy Principles provides “tips for
compliance” including a*“risk assessment — identifying the security risksto
personal information held by the organisation and the consequences of a
breach of security.”*>! Can a small business, with widely varying technical
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skills and limited personnel time, adequately undertake such arisk
assessment? The answer is: rarely, if ever.

As highlighted in the Truman Hoyle White Paper: “ Cloud service providers
can assist customers to perform the appropriate risk assessments by being open
about the security regimes they have in place ... and by contractually
committing to specified levels of security.”**? Unfortunately, cloud service
providers typically fail to be open and/or provide minimal (if any) such
contractual commitments.**®

In practical terms for small business, cloud service providers are often “in a
position to offer very sophisticated approaches to security beyond the
capability of many individual businesses.”*** Unfortunately, their ability to
increase security in practical terms is rarely matched by a capacity to
demonstrate increased regulatory compliance.

* United States Federal Regulation — If asmall business delivers goods or
services into the United States (for example), it must comply with the US
Federal Trade Commission Act (FTC Act) prohibiting unfair and deceptive
acts or practices.™ For businesses storing information in the cloud, this
prohibition is likely to extend to the accuracy of a business' privacy policies
for collecting, storing and using private information in the cloud, and whether
the business—via its cloud service provider—has implemented “reasonable”
and “appropriate’ controls to secure sensitive personal information.*®

The Fair and Accurate Credit Transaction Act (FACTA)™’ aso appliesto any
firm that provides products and services and a bill for payment in the United
States. ™ FACTA requires such businesses in possession of consumer
information must properly dispose of the information. Under FACTA, the
Red Flags Rule requires businesses to develop and implement an identity theft
prevention program.***

» State Regulation — In addition to national-level regulation, businesses may
also be regulated by individual state laws and regulations. For example, the
state of Massachusetts has its own regulations safeguarding Massachusetts
residents personal information.*®® Nevada has similar regulatory
requirements.’®*

For alarger organisation with sufficient resources, identifying, monitoring and
maintaining such compliance may be achievable. But given the potential burden on
the organisation, for the cash-strapped, time-poor small business opportunistically
looking for every sale possible, achieving compliance as illustrated above would seem
wholly unrealistic.

7.4 Document Retention & Maintaining Records

A wide range of Australian state and federal laws require businesses maintain various
financial, employee and other business-related records. Small businesses—seeking to
save costs wherever possible—may rely almost exclusively on the cloud to store such
records. Inthe event of a service outage, small businesses therefore run the risk of
non-compliance.

Legidation Requiring Business Maintain Records — The Corporations Act 2001
(Cth) requires financial records be kept for seven years.*®? Similarly, the Fair Work
Act 2009 (Cth) requires businesses to maintain records of employee information (such
as time and wages) for seven years. Under the Income Tax Assessment Act 1936

Page 33 of 81



(Cth), businesses must keep records of income tax, Goods and Services Tax,
payments to employees and other business payments for five years.*®® The Anti-
Money Laundering and Counter-Terrorism Financing Act 2006 (Cth) requires
“reporting entities’—primarily the financial and gambling sector (including internet
and electronic gaming service providers)—must maintain records of “information
relating to the provision of a designated service” (such as electronic funds transfers)
for seven years.*®

Similar laws exist at the state-level. The Work Health and Safety Act 2011 (NSW)
requires businesses maintain records of all serious workplace health and safety issues
for at least five years. The Industrial Relations Act 1991 (NSW) requires employees
timesheets be maintained for at least six years. Some industry-specific codes of
practice are mandatory. For example, under the Motor Dealers Act 1974 (NSW),
motor dealers are required to maintain aregister of all motor vehicles that they have
acquired and/or disposed of.

Despite being a complex soup of overlapping requirements, these are all standard
regulatory requirements for businesses; nothing unusual. But combine them with
cloud-based storage—which stores records electronically and (potentially)
internationally—and things start to get complicated (and challenging) for small
businesses.

Storing Records Electronically — To comply with Australian tax laws, businesses that
keep records electronically must be able to show that the computer system is safe and
accurate, including having:'®°

» control over access to the computer, for example, through the use of
passwords,

» control over incoming and outgoing information;
» control over processing of information; and

* back-up copies of computer files and programs and the ability to recover
records if the computer system fails.

The person maintaining the system “ should have an understanding of [the] computer
system,” and “[s] ystem documents should be retained to explain the basic aspects of
the system.” 1%

In addition, records should be kept including “a chronological record and explanation
of all changes and upgrades to the software and hardware employed in the system.” %’
Does this extend to upgrades to the software and hardware of cloud service providers?
If s0, thisisamost certainly beyond the scope of substantially all cloud customers,

but particularly small businesses struggling simply to survive.

Storing Financial Records Overseas— If abusiness intends to store financial records
overseas, it must inform the Australian Securities and Investment Commission

(ASIC) “in the prescribed form” of where the information is to be kept.*® But exactly
where data is stored in the cloud varies from over time — particularly among the
lower-end, “freemium” cloud offerings popular among small businesses. And while
larger organisations with stronger bargaining power may be able to demand their data
be stored in a particular fixed geography, small businesses cannot. Often the small
business may be wholly unaware its files are being stored overseas (eg. using

Dropbox to store abusiness MY OB accounting files™), and therefore unaware of the
need for prescribed notice. How then can a small business—attracted to the cogt,
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administrative and other benefits of the cloud—hope to comply with the regulatory
requirements of the Corporations Act?

7.5 Industry-Specific Regulations

Depending on the nature of the business, in addition to overarching regulations, the
business may also be subject to industry-specific regulations and/or industry standards
requirements. For example:

Financial Services— Financial institutions in Australia are regulated by the Australian
Prudential Regulation Authority (APRA). A regulated entity must consult APRA
prior to entering an offshore agreement involving a material business activity*® which
may irlgllude email, calendar and CRM solutions (eg. Salesforce) hosted in the

cloud.

Similarly, businesses looking to deliver financial products and/or services into the
United States must comply with the Gramm:-Leach-Bliley Act'’? (GLB Act) and
related legislation.'”® GLB Act compliance is mandatory, and requires businesses to
make certain disclosures in an initial and subsequent annual privacy statement to
customers. The collection, disclosure and protection of customer information must

also comply with the GLB Act’s three principal provisions:*”

* Financial Privacy Rule —financial institutions must give customers privacy
notices explaining the firms information collection and sharing practices, and
provides the customer with the right to limit information sharing;

» Safety Rule—all financial institutions design, implement and maintain
safeguards to protect the confidentiality and privacy of personal consumer
information; and

» Pretexting Protection — provisions ensuring the protection of consumers from
individuals and companies that obtain their personal information under false
pretenses.}’

Online Payment Compliance & the Payment Card Industry Data Security Standard
(PCI DSS) — A small business will commonly use their websites not only to generate
leads, but to act as a sorefront, enabling customers to purchase goods and services
through its website using (for example) credit cards.'”® I the small business manages
card payments itself (ie. collecting card name and number details), the small business
will typically have a contractua relationship with each of the various card payments
companies (eg. Visa, MasterCard). The contract will require that the small business
is, and will remain, compliant with the Payment Card Industry Data Security Standard
(PCI DSS). PCI DSS compliance includes requirements for “security management,
policies, procedures, network architecture, software design and other critical
protective measures.” "’

If the small business is storing payment details in the cloud, to remain PCI DSS
compliant, the small business must ensure that the cloud service provider is aso PCI
DSS compliant.}”® But again, in the absence of express statements from cloud service
providers, an individual small business is unlikely to be able to adequately assess their
cloud service providers for compliance.

Small businesses can partially avoid PCI DSS compliance issues by using services
where the payments process and payments details are managed by the payments
company (eg. PayPal), not the small business. In this case, small business has a
different and less onerous contractual relationship with the payments company.
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Health Services — Medical records are considered particularly sensitive. All health
service providers must comply with the federal Privacy Act irrespective of business
size. States and territories have similar record retention and security requirements for
both the public and private sectors.*

Similarly, for businesses delivering health-related products and/or services into the
United States, Health Insurance Portability and Accountability Act'® (HIPAA)
provisions dictate how health information must be stored to ensure the security and
privacy of personal health information.*®*

7.6 Transborder Data Transmission

Information stored in the cloud may be stored anywhere across the globe, often
redundantly across multiple locations.*®® If data are transferred across international
borders, one or more international cross-border data transmission regulations may be
activalggd with each country employing its own set of data protection and privacy
laws.

In Australia, the Privacy Act 1988 (Cth), National Privacy Principles, Principle 9
“outlines how organisations should protect personal information that they transfer
outside Australia”*® It restricts the transmission of personal information to aforeign
country to circumstances inter alia where (for example):*%

(a) therecipient is bound by contract or regulations with restrictions “substantially
similar to the National Privacy Principles’; or

(b) the individual consentsto their information being sent.

Similarly, the EU Data Protection Directive regulates the transfer of EU citizens
personal data beyond the European Union.*®® Under the Directive, implemented in
each member state , companies are prohibited from transferring personal information
to countries that do not have an equivalent level of regulatory protection.

7.7 Digital Forensics & e-Discovery

The whole issue of e-Discovery compliance could be problematic for small business,
particularly those located in foreign jurisdictions.

Businesses must comply with legal discovery obligations—even if using cloud
services to sore their data—and put in place “a reasonable process for datato be
retained, preserved, protected and disclosed.”*®” Failure to do so may result in courts
imposing strict penalties.'®® 1#°

Many cloud service agreements stipulate the “choice-of-law” to be where the cloud
service provider’s headquarters islocated. Inthe case of Google, Amazon, Dropbox,
37signals, and many other cloud service providers that means the United States.
Under the United States Federal Rules of Civil Procedure (FRCP), in order to “avoid
unfavourable rulings’ companies must:*®

* know not only what datathey are storing but also where it is stored;
» design, implement and adhere to policies to manage electronic data; and
» beable to prove compliance with such policies.

For small business the cost of even domestic legal proceedings is substantially beyond
reach. Inthe event of even more cost-prohibitive overseas legal proceedings, together
with such complex and burdensome FRCP compliance requirements, even the
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relatively simple, preliminary e-discovery processis likely to be financially crippling
for any small business.

7.8 Conclusion

The vast mgjority of small businesses are struggling simply to make next month’s
payroll. They turn to cloud computing to smooth cash flows and minimize personnel
distractions, enabling them to dedicate more time and resources to the sharp-end, ie.
developing new products and services, marketing and above all making sales.

But acomplex, ever changing environment of interrelated and overlapping state- and
national-level domestic and international regulations—often designed with a pre-
cloud erain mind—threaten to undermine the appeal of cloud computing services for
all but the biggest corporations.

Small business simply does not have the resources or skills to identify and understand
the implications of the myriad regulations, and even less capability to measure cloud
service provider compliance. The net result is blind ignorance, and frequent and
unwitting non-compliance, eg. using Dropbox to store a business' financial records.

Even if small businesses were made aware of the facts, given their unique
circumstances—their limited bargaining power and frequently tenuous financial
position—they have little choice but to continue on and run the risk of being
penalized for non-compliance.
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8 Small Business & Cloud service providers —
Contractual terms & conditions

8.1 Boilerplate Agreements — The only real option for small
business

Cloud customers with so much at stake ought to possess sufficient
bargaining power to have limitation on liability clauses removed from
their contracts. Yet small start-up businesses with significant quantities of
valuable information do not have this luxury and are often left with a
boilerplate clickwrap agreement.***

For larger business or government customers, limited liability and other clauses may
be open to negotiation and customization, and (if ultimately necessary) be challenged
in court. Small business—unlike larger organisations—will have wildly varying
technical and legal resourcesto consider, and particularly limited bargaining power to
negotiate (and almost no resources to challenge), such terms.*** Small business must
therefore typically accept boilerplate “click-wrap” agreements***—where the
customer is held to have accepted the terms of the agreement by clicking “1 Agree” on
aweb page—on a“take it or leave it basis’ with no opportunity to negotiate terms.***

Faced with a standard form contract presented on a take it or leave it

basis, the [small business] haslittle real choice but to acquiesce. To walk

away is often a futile gesture as the [ small business|, on seeking to deal

with another corporation, isin all likelihood going to be faced with a

similarly drafted standard form contracted presented on a take it or leave

it basis."*®
Nevertheless, even for big business, “customers of a cloud computing offering can
expect less flexibility around [contractual terms and conditions] and operational
matters.” 196, 197

8.2 Choice-of-Law — Usually the cloud service provider's HQ

Small business is not only unfavourably positioned relative to big business, but also
vis-aVvis the consumer. Compared with the consumer, depending on the relevant legal
jurisdiction, small business also has limited access to consumer protection laws.
Accordingly—assuming clear and otherwise enforceable terms and conditions—the
choice of law and applicable legal jurisdiction can have a significant impact on a
small business and its capacity to render a contract enforceable.*®

Cloud service providers are frequently large, multinational organisations (eg. Google,
Amazon). The choice of legal jurisdiction may be (and often is) set to the cloud
service provider's headquarters (eg. California or Washington).*® Rarely it may be
the jurisdiction of the customer, or something entirely different again.?®® For
example:

If you are domiciled in: ... a Country in Asia or the Pacific Region, other
than Japan ... you are contracting with: ... Salesforce.com, Sngapore Pte
Ltd, a Sngapore private limited company. The governing lawis: ...
Singapore. The courts having exclusive jurisdiction are: ... Sngapore.”

Litigation places a significant burden on any organisation, and is often beyond the
reach of resource constrained small businesses. As geographic distances and
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differences in legal jurisdiction increase, litigation costs quickly become prohibitively
expensive.?® Setting the legal forum to another country—as is commonly the case
with cloud computing contracts—renders even the most basic form of legal
proceedings essentially outside the financial and resource capacity of all but the most
prosperous small businesses.

Enforceability of Choice-of-Law Clauses Unsettled — In terms of enforceability of
the clause per se, that remains an open issue for Australian courts. 1nthe United
States, there is some evidence that in broadly similar agreements:

courts have been unwilling to enforce onerous arbitration and choice of
forum clauses against consumers, even when the consumer agreed to the
standard form imposing such requirements.?*®

Typically such clauses have been struck down in the United States on the basis of
either procedural or substantive unconscionability.?>* However, there are also many
counter examples, such as Feldman v Google®® and In re RealNetworks, Inc. Privacy
Litigation®® respectively enforcing forum-selection and arbitration clauses. 1n 2002,
in reviewing nine United States click-wrap and “browse-wrap” cases addressing the
enforceability of forum-selection clauses, Kaustuv Das found seven enforced the
clauses.®®” In Australia however the issue remains open and unresolved.

Summary — In the absence of cloud service provider agreements with “local” (ie.
Australian) jurisdiction—rendering enforcement issues moot—for small business,
such judicial uncertainty represents the potential for prohibitive legal expense and
therefore commercial uncertainty. It, along with limitations of liability clauses (see
below), threaten to transform cloud computing into a form of commercial Russian
roulette. Were knowledge of such terms and their potential practical commercial
implications to become more widespread amongst the small business community, they
would serve only to render cloud computing significantly less attractive.

8.3 Liability & Limitations of Liability — Service providers
seek to absolve themselves of substantially all liability

[A cloud service provider] could purposefully delete its customers data
or shut down its ... websites, leaving the aggrieved customers with no
cause of action and no right to recover.?®

Businesses of all kinds should look closely at any terms in cloud service provider
agreements purporting to limit or exclude liability. But rarely are the terms of a cloud
agreement closely scrutinized. 1n 2010, as April Fool’s Day joke, the British online
gaming store GameStation inserted the following clause into its online agreement:

By placing an order via this Web site ... you agreeto grant
[ GameStation] a non transferable option to claim, for now and for ever
more, your immortal soul.?®°

GameStation also provided a separate button enabling astute readersto “click hereto
nullify your soul transfer” and be rewarded with a £5 coupon. Only 12% of
subscribers on April Fool’ s Day nullified their “soul transfer” to receive the
coupon!?1°

Terms and conditions of cloud computing click-wrap agreements resemble traditional
“shrink-wrap” software agreements, significantly limiting service provider liability,?**
but with the added risk associated with the high value and volume of business-critical
data stored in the cloud.? But for small business—without the ability to negotiate

Page 39 of 81



such clauses—what do these boilerplate clauses really mean? Do they genuinely
substantially exclude service provider liability?

Cloud Service Providers Substantially Exclude Liability — Commonly, cloud service
providers seek to absolve themselves of all, or substantially all, direct,”® indirect,

consequential or economic liability beyond monthly subscription fees.
For example, from Google Apps, Terms of Service:

Google ... shall not beliable to you for any direct, indirect, incidental,
special consequential or exemplary damages which may be incurred by
you, however caused and under any theory of liability.?**

Similarly, Amazon Web Services, Customer Agreement:

[ Amazon Web Services] will have no liability to you for any unauthorized
access or use, corruption, deletion, destruction or loss of Your Content.

Click-wrap Limitations of Liability Likely Enforceable — In the United States, until
ProCD v Zeidenberg™® (1996) in the pre-Internet era, courts rendered similar shrink-
wrap agreements unenforceable,?*® often as an unconscionable “contract of
adhesion.”?*" ?!® Clearly there are distinctions that can be made between shrink-wrap
and click-wrap agreements, eg. access to terms prior to acceptance can be quite
different. However, if more recent decisions in the United States are any indication,
click-wrap agreements—and their limitations of liability clauses—are primafacie
enforceable, independent of whether or not the customer has read the terms.?°

[ Courts in the United Sates] have unanimously found clicking isa valid
way to manifest assent since the first clickwrap agreement was litigated in
1998. ... [A]bsent fraud or deception, the user’sfailureto read, carefully
consider, or otherwise recognize the binding effect of clicking ‘| Agree’
will not preclude the court from finding assent to the terms.”

8.4 Consumer Protection Laws & Potential Legislative
Solutions — Consumer protection laws to the rescue for
small business? Potentially.

Despite cloud service providers attempts to avoid substantially all liability,
depending on the relevant governing law of the cloud contract (see below, Governing
Law & Legal Jurisdiction), various species of common law and state or national
legislation may imply new terms, weaken or even strike down existing termsin the
contract.

Consumer Protection Laws — Jurisdictionally-specific consumer protection
legislation and/or common law may serve to protect small business operators seeking
to benefit from the cloud:

* InAustralia—If the agreement is governed by Australian law (see Choice-of-
Law below)—under the proviso that (a) the services do not exceed $40,000 or
(b) are “of akind ordinarily acquired for personal, domestic or household use
or consumption” ?**—Schedule 2, Competition and Consumer Act 2010 (Cth)
(the CCA) will imply various guarantees.

For example: The CCA guarantees that the service will be “rendered with due
care and skill.” % Further, if the consumer makes a particular purpose known
to the vendor, the CCA guarantees that the service “will be reasonably fit for
that purpose.”??® I, however, the proviso does not apply, cloud service
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providers may limit their liability to resupplying, or paying the costs of
resupplying, the service?®* — consistent with the Service Level Agreements and

limited liability clauses of many cloud service provider agreements.

Fortunately, for small businesses, most cloud services will in practice come
under the A$40,000 proviso. Dropbox’s cloud storage service has a 100GB
“Pro Account” for US$9.99 per month.?*® 37signals’ most expensive
Basecamp project management service (managing unlimited projects) is
US$150 per month.”® Salesforce’s “Unlimited” account sells for US$250 per
month.?%’

« InEngland — Kingsway Hall Hotel v Red Sky IT (Hous ow)*® may provide
early indication that small (and medium) sized businesses are not without
consumer-like protection. Seeking to rely on its standard limited liability
terms, Red Sky | T—a specialist non-cloud, software provider—was held to
have provided software the “was not of satisfactory quality or fit for its

purpose’?? to Kingsway Hall Hotel—a non-specialist business customer.

Further, GB Gas Holdings v Accenture® may provide a basis (in England at
least) for dismissing or at least curtailing service provider attempts to insulate
themselves from “losses consequential on service failure.” %"

Possible Legal Doctrines — Several important legal doctrines—if adapted to the
unique circumstances of cloud computing—may also serve to aid potentially
dissatisfied small businesses using cloud services:

«  Unconscionability”®* — Some argue for a “rejuvenation of the doctrine of
unconscionability” to come to the aid of cloud computing customers;®*

Just as courts [in the United States] used unconscionability to
strike down onerous clauses during the early days of the Internet,
the same should be done during the infancy of cloud computing.
In rejuvenating this doctrine, the courts might prevent harmto
the cloud computing market while providing adequate
safeguards to its customers.?*

However, such a perspective relies heavily on judicial activism in cases of
substantive (rather than procedural) unconscionability.?*®

Australian courts have recognised the existence of both procedural
unconscionability (unconscionable conduct leading up to the formation of the
contract) and substantive unconscionability (unfairness of contractual terms
and/or their enforcement).?*® But, unlike their American counterparts®® it is
unclear whether Australian courts are willing to intervene in circumstances of
substantive unconscionability.?*® While s.22, Australian Consumer Law sets
out guidelines for assessing unconscionability, including both procedural and
substantive matters, it is remains unclear asto courts interpretation.

Irrespective of which, it isunclear whether statutory reinforcement of
unconscionability is an adequate solution. As Frank Zumbo®® putsit:

Satutory prohibitions against unconscionable conduct are of
little use, as they are difficult to enforce and deal only with
individual examples of offending conduct. Sgnificantly, a
finding of unconscionable conduct in one relationship may not
necessarily promote better conduct in another relationship.?*
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» Exclusion Clauses — Such limitations of liability clauses may be open to attack
as exclusionary clauses. If thisisthe case, it may be difficult to identify the
service providers as providing adequate notice for the purposes of an exclusion
clause,*' perhaps requiring something comparable to Lord Denning’s “red
hand test.”?*? But again, the issue remains one of bargaining power.
Awareness of aterm and its potential consequences is tantamount to useless
without the bargaining power to negotiate/renegotiate terms; a power small
business simply does not have.?*®

A New Legidative Approach — Others advocate awholly new legislative approach to
electronic contracts.** Clapperton and Corones cite the Australian Communications
Industry Forum Industry Code for Consumer Contracts (ACIF C620:2005) (ACIF
Code)®* as precedent.?*

The ACIF Code in turn draws upon Part 2B, Fair Trading Act 1999 (Vic) which seeks
to squarely address unfair terms in consumer contracts.?*’ The objectives of the ACIF
Code are;

(@ toidentify and prohibit the use of unfair termsin Contracts;

(c) to state the minimum requirements for the format and structure of
Contracts and to encourage the use of plain language.

For the purposes of a small business, under the ACIF Code, “atermin a Contract
must not be unfair”** if the small business:**°

() acquired telecommunications products and services from a supplier;

(b) has not had a*“genuine and reasonable opportunity to negotiate the terms of
the Contract” with the supplier; and

(c) has or will have “an annual spend with the Supplier ... no greater than
$20,000.”

When assessing whether aterm in unfair, it is “relevant to consider whether the term
has the object or effect of: (a) excluding or limiting liability of the Supplier ...”%*

Although non-binding per se, the ACIF Code is not without teeth. It isregistered
under s.117, Telecommunications Act 1997 (Cth), permitting the Australian
Communications and Media Authority to compel compliance in the first instance or
ultimately issue a pecuniary penalty.?>?

In the End, Uncertainty Reigns— What is clear from the above, is that there exists
significant uncertainty about the potential enforceability of cloud service provider
contracts and limitation of liability clauses. Contractual uncertainty requires advice
and interpretation, ie. lawyers. Lawyers are expensive—particularly in relation to
such an untested area of the law—and beyond the means of all but the most
financially well endowed small businesses. The net result is likely to be that small
businesses will:

(i) accept the boilerplate agreement ‘asis hoping that nothing untoward happens,
and seek out solutions to bandaid over perceived risks (eg. maintaining their
own local data backups or relying on the possibility of business interruption
insurance); or

(i) avoid the cloud altogether—and all of its significant potential operational and
commercial benefits.
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Summary:

» If the governing law is Australian and if cloud services do not exceed
A$40,000, small businesses may receive some protection under the Australian
Consumer Law embodied in Schedule 2, Competition and Consumer Act by
implying certain guarantees into the service agreement.

* English common law may provide some indication as to the limited
enforceability of cloud service provider limitations of liability.

» Equitable principles, such as unconscionability, could possibly be
applicable—particularly in relation to atechnically unsophisticated small
business—but are likely to require an expansion of judicial activism into the
field of substantive (and not just procedural) unconscionability.

» Further, legal enforcement on the basis of unconscionability and exclusionary
clauses operates on a case-by-case basis. It may therefore be insufficient to
compel cloud service providers with superior bargaining power to improve
conduct across al relationships.

* A sui generis approach may be more optimal — perhaps combined with
restructuring around legislatively enforced unconscionability.

» The ACIF Code may provide a basis for legislative intervention.

» At present uncertainty dominates the enforceability of exclusion clauses, with
the likely net effect of applying a brake to the adoption of cloud computing
services by small business.

8.5 Cloud Service Provider Representations — Cannot be
misleading or deceptive

Many unsophisticated and time-poor small business owners looking for a quick, cost
effective solution may be encouraged by representations of security, data recovery
and other services made on cloud service provider websites or through subsequent
discussions. However, cloud service providers will often seek to exclude such
representations from the terms of the contract,”® for example:

No advice or information, whether written or oral, obtained by you from
ZoHo, its employees or representatives shall create any warranty not
expressly stated in the [ Terms of Service Agreement] >

Accordingly, cloud service providers seek to declare such “advice or information” as
“mere representations,” and not legally binding. Under Australian law, however, such
public or private representations cannot be excluded from the terms of the agreement
if they constitute misleading or deceptive conduct.”>® Nevertheless, the potential of
such advice or information to constitute “mere representations’ simply servesto add
to the legal uncertainty pertaining to cloud agreements.

8.6 Service Level Agreements & Service Credits — A “sole &
exclusive remedy,” and a big issue for small business
If business-critical applications and data are accessed and stored via

cloud services, the failure of the service, even for relatively modest
amounts of time, can have significant impact.?®
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Small Service Failures can have a Big |mpact — The potential impact of the failure
of cloud services is particularly relevant for small business operators with their
inconsistent, often unpredictable cash flows. Larger organisations have more
significant and homogenous cash flows and can typically ride-out atemporary service
failure. For asmall business however, the failure of services at the wrong time in
their cash flows can have a devastating impact, with the ultimate potential to render
the small business insolvent.

Being without access to key business data for a day or two — or even a few
hours — could be devastating to small business.?®’

Accordingly, Service Level Agreements (SLAS) should be of particular importance to
small business operators.

SLAsa“Sole & Exclusive Remedy” for Service Failure — While most cloud service
providers seek to absolve themselves of substantially all direct and indirect liability,
some cloud service providers provide limited prescribed compensation—typically as
the “sole and exclusive remedy”—through SLAS for service failures.

SLAs can take many forms, but invariably do not incorporate any compensation for
lost revenues, etc. incurred by the small business. Typically, the small business’'s
recourse is “solely and exclusively” limited to being assigned “service credits.” >
The quantum of assigned service credits is a function of the nature and extent of
service downtime. For example:

[ Google Apps] will be operational and available to Customer at least
99.9% of the time in any calendar month (the “ Google Apps SLA”). If
Google does not meet the Google Apps SLA ... Customer will be eligible
to receive Service Credits ... This Google Apps S_A states Customer’s
sole and exclusive remedy for any failure by Google to meet the Google
Apps SLAZ®

Onuson Small Businessto Monitor & Apply for Service Credits— Most SLAS
exclude planned downtime (eg. to undertake scheduled maintenance, etc.), internet
failure, or where the downtime is less than a minimum period (eg. 10 minutes).?®® But
often the onus rests with the customer—the already time- and resource-starved small
business—to monitor cloud services for any downtime and apply for service credits
within a specified period:

In order to receive any of the Service Credits described above, Customer
must notify Google within thirty days from the time Customer becomes
eligible to receive a Service Credit. Failure to comply with this

requirement will forfeit Customer's right to receive a Service Credit.”®*
Rarely, the cloud service provider themselves may monitor and apply credits:

[provider] will monitor the availability of each Virtual Private Data
Centre, and will automatically issue any credit that isdue. In addition,
you may report any instance of unavailability.?*?

Summary:

* cloud service downtime can have a potentially devastating impact on a small
business,

» Service Level Agreements (SLAS) that regulate the cloud service providers
liability for service downtime:
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(i) provide no real compensation—Ilimiting liability to additional days of
service—and

(ii) often place the onus on aready time-starved small business to monitor the
service and apply for what little compensation is available.

8.7 Variation of Terms — ‘In cloud service provider we trust’;
small businesses need to choose a cloud service
provider with a reputation to protect

Part of the attraction of cloud services istheir ability to be continuously updated and
improved, responding to changes in technology and/or the regulatory environment.
To effect these changes, cloud service provider agreements often grant the cloud
service provider the discretion to unilaterally vary terms of the agreement from time-
to-time obviating the need for ongoing agreements of amendment.?®®

As highlighted by Vincent, Hart & Morton, thisimplies an element of trust in the
cloud service provider by the client, and “underlines the importance of selecting a
vendor with an established reputation which it is unlikely to put at risk by a capricious
use of the discretion.”?** This should be particularly relevant for small businesses
considering cloud offerings and forced to accept boilerplate agreements.

8.8 Data: Location, Disclosure & Transfer — Location and
(hence) jurisdiction is important for small business

As a customer, you don’t know where the resources are, and for the most
part, you don'’t care.®®

This may be the view of cloud service providers, but for their customers—particularly
small business concerned about any additional expenses arising from additional
compliance requirements, etc.—"“where the resources are” can be abig issue. Exactly
which courts and/or law enforcement agencies have jurisdiction to require data
disclosures?®® may be subject to the physical location of client data stored in the cloud.
For aresource-constrained small business, just as choice-of-law is important, so too
may data location be equally important. Asthe Electronic Frontiers Foundation put it
highlighting the cost implications of geographically-remote legal action:

A small San Francisco ISP served with [a warrant served under the
PATRIOT Act issued by a New York court] is unlikely to have the
resources to appear before the New York court that issued [the
warrant] .2’

Data L ocation — Despite the importance of data location, few cloud service providers
make mention of it*®® — possibly because (i) they themselves may not know, and/or
(i) it varies from time-to-time.

Amazon’'s S3 (Simple Storage Service) is arare exception, enabling subscribers
during the sign-up phase to nominate one of four regions to store their data and/or
applications:

You may specify the AWS regions in which Your Content will be stored ...
We will not move Your Content from your selected AWS regions without
notifying you, unless required to comply with the law or requests of
governmental entities.?®

Page 45 of 81



But even Amazon does not expressly define or incorporate its“AWS regions’ in its
terms and conditions. And while many United States-based cloud service providers
will often assert compliance with US-EU Safe Harbor Privacy Principles—indicating
adherence with the more rigorous European Union standards of privacy protection,
etc.—the majority of cloud service provider agreements are silent on the issue of data
location and data transfer.

Data Disclosure — In common with other organisations, small business may also be
concerned with the circumstances in which a cloud service provider may disclose
their datato third parties:

Court Ordered Disclosures & Law Enforcement Agencies — Substantially all
cloud service providers include clauses stating that they will disclose customer
data collected and stored on their system to third parties in response to a court
order. Where legally permitted,?”® some cloud service providers (eg.
Salesforce) will provide prior notice of the court order to the relevant customer
and may provide “reasonable assistance” to contest the disclosure order.?”*
Others have a slightly lower threshold, permitting disclosures upon good faith
requests by law enforcement agencies.

Lower Thresholds of Disclosure — Other cloud service providers may permit
the disclosure of customer information under a broader set of circumstances,
including protecting the interests of the cloud service provider:

[ Dropbox] may disclose ... files stored in your Dropbox and
information about you that we collect when we have a good faith
belief that disclosure isnecessary to ... (d) to protect Dropbox' s
property rights.?"?

Data Transfer — Issues may arise surrounding which jurisdictions data may be
transferred to/from, and the security of data in transit:

Limitations of Data Transfer — Commercial and private data may be stored in
one or more locations, and may vary over time. Cloud customers may have
very little control over exactly where their datais stored and/or transferred to.

... As part of providing the Services Google may transfer store
and process Customer Data in the United Sates or any other
country in which Google or its agents maintain facilities. By
using the Services Customer consents to this transfer, processing
and storage of Customer Data.?”

Depending on the nature of the data transferred, what the target jurisdiction is
and the nature of the privacy and other regulationsin the target jurisdiction,
the cloud customer may have manifold regulatory compliance issues. For
small business, this could mean potentially prohibitive personnel timein
administrative and regulatory reporting.

Data Transfer Security — In the absence of a private, secure network, any data
transfers will occur over the publicly accessible internet. But what isthe
security of the datain transit? Bradshaw et al quote 37signals’ Terms &
Conditions which openly state that:*"

You understand that the technical processing and transmission of
the Service, including your Content, may be transferred
unencrypted and involve (a) transmission over various networks;
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and (b) changes to conform and adapt to technical requirements
of connecting networks or devices.

In comparison, Bradshaw et al also quote Dropbox’s website (not its Terms &
Conditions):?"

Dropbox takes the security of your data very serioudly.
Everything you store on Dropbox is encrypted both in
transmission and storage. Nobody can access your files unless
you choose to share them yourself.

For the I P-oriented small business struggling for survival, the potential
risk of losing business-critical information in transit may be too great.

8.9 Data: Data Integrity, Privacy & Security — Typically the
burden of the client, undermining a key benefit of cloud
computing for small business

A flaw in the Google Docs application, now fixed, had the effect that some
users inadvertently shared some of their documents.?”®

Cloud computing relies on sharing consolidated, centralised resources of hardware
and/or software servicesto awide range of client users. Therefore, thereisarisk,
either viamalicious intent or system error, that other (potentially competing)
organisations may gain accessto client data.

Small businesses are particularly attracted to highly cost effective and scalable cloud-
based services like SalesForce.com.?”” But as individual cloud-based services grow in
scale and popularity,?”® they become an increasingly attractive target for
cybercriminals seeking to steal highly valuable client and customer information. It is
little wonder that security remains the pre-eminent concern for all cloud users.

In early 2010, Microsoft undertook a survey to assess business leaders
attitudes to cloud computing. ... more than 90 per cent [ of respondents]
were concerned about security ... and/or of privacy in the cloud.?”

Data integrity, privacy and security issues may be enforced via regulatory or
contractual requirements. Among other things, it has been suggested that the privacy
clause of the contract between the cloud service provider and the client should
stipulate:**

» service provider mechanisms for safeguarding client data; and
» proceduresfor aerting the client in the event of a privacy breach.

Most Cloud Service Providers are Vague on Security — Some cloud service providers
will openly declare that they use data encryption, but not necessarily incorporate such
representations as terms in the cloud service provider agreement. For example,
Dropbox states in its “Security Overview” that:

[ Dropbox] encrypt[s] thefiles that you store on Dropbox using the AES
256 standard, which is the same encryption standard used by banks to
secure customer data.”®*

But it fails to reference or otherwise incorporate such representations into its Terms of
Service?® or Privacy Policy.?®®

Similarly, in its“Security Statement,” Salesforce declares:
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When you access [ Salesforce.com’'s] site using industry standard Secure
Socket Layer (S3.) technology, your information is protected using both
server authentication and data encryption, ensuring that your data is safe,
secure, and available only to registered Usersin your organization. Your
data will be completely inaccessible to your competitors.”®

It too fails to include any such clause in its Master Subscription Agreement.?®®

Nevertheless, as discussed in the regulatory aspects of data security, many cloud
service providers fail to provide openness or sufficient detail in their contractual
obligations. Many cloud service provider agreements appear deliberately vague about
the topic of data security:

[ Google] adhere] 5] to reasonable security standards no less protective
than the security standards at facilities where Google stores and
processes its own information of a similar type. Google has implemented
at least industry standard systems and procedures to ensure the security
and confidentiality of Customer Data ...2%°

In 2009, the Electronic Privacy Information Centre (EPIC) filed a complaint with the
US Federal Trade Commission (FTC) alleging Google did not adequately safeguard
the confidential information of its users.”®” Together with Google' s data security
clause, it provides little comfort for current or potential customers.

Most Service Providers Shift the Security Burden onto Clients— The bulk of cloud
service providers go further, actualy disclaiming liability for data integrity and
confidentiality.?®® Worse still, some cloud service providers may seek to shift the
ultimate burden of security on to the customer, the small business:

[the customer is] solely responsible for procedures and controls
regarding encryption and backup of all content and for the
implementation of these procedures and controls. ... they [ the customer]
bear sole responsibility for adequate security, protection and backup of
[ customer data and applications].?%°

It is only prudent that a small business maintains some level of independent data
redundancy in the event of a security breach or failure of service. However, to burden
the small business with “sole responsibility for ... encryption and backup” would
seem not only excessive but to substantially defeat a key, promoted benefit of cloud
computing.?® And, if more widely known, such terms and conditions would serve to
substantially undermine cloud service adoption.

8.10 Data: Multiple Party Delivery of Services — Cloud service
providers are likely to share client data to third-parties

Data from cloud computing customers may flow beyond the principal contracting
cloud service provider on to other third parties. For example - advertising supported
cloud computing services operate by permitting the cloud service provider to direct
targeted advertising to its customers. By necessity, it means forwarding at least some
customer datato third partiesto deliver the targeted advertising.

Several issues may also arise with the use of cloud subcontractors. For example:
Dropbox—operating a “freemium” business model—provides users with encrypted,
cloud-based file storage and synchronization solution, but actually uses Amazon's
Simple Storage Solution (S3) to store user data.®*
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More generally, exactly which cloud subcontractors are used in what jurisdictions
may vary from time-to-time depending on availability and price. And, inthe event
the cloud service provider goes bankrupt, it is unclear what rights subcontractors have
in respect of the small business’ data.?*?

While small businesses should endeavour to check what data are provided to third
parties under what circumstances,?*® getting a satisfactory answer—in terms of
compliance obligations, etc.—may be particularly difficult.

8.11 Data: Intellectual Property — Service providers rarely
claim any title in client content

The importance of intellectual property (IP) varies tremendously from business-to-
business. For alarge pharmaceutical company, |P and its protection is core to the
business. For a simple import/export business, it is not.

Small business runs the gamut of products and services: from the provision of
physical services (eg. plumbers, personal trainers), import and distribution businesses,
and physical shop fronts; through to the delivery of more intangible services, such as
consulting services (eg. providing business, technical, medical or legal advice),
graphic and industrial design services, and software development.

For those operating more intangible business services—particularly small businesses
involved in the design of new products and/or services (typically for other, larger
organisations)—yprotecting one’' s IP is key.

Fortunately, it is extremely rare —verging on non-existent—for a cloud service
provider to assert any IP rights over client data. Dropbox’s Terms of Service provides
an example:

... you provide us with information, files, and folders that you submit to
Dropbox (together, “ your stuff”). You retain full ownership to your stuff.
We don'’t claim any ownership to any of it.*

In an ongoing matter before the Criminal Court of New Y ork City, Twitter has gone
so far asto issue a motion to the Court arguing that its Terms of Service “make
absolutely clear that its users own their content” and that the “Terms of service
expressly state: ‘Y ou retain your rightsto any content you submit, post or display on
or through the service'.”*

What is more common, however, is the cloud service provider’s reservation of the
right to republish or distribute customer datato third parties for the purposes of
providing the service (see above, Multiple Party Delivery of Services).”®

8.12 Data: Data Portability, Service Provider Lock-In &
Termination — Yet another big issue for small business

A survey of cloud computing customers by RightScale found their main
concern was the possibility of being locked in to a cloud computing
provider.?*’

Larger organisations are more likely to have the technically skilled personnel capable
of managing the transition of organisational data (and that of its customers) from one
cloud service provider to another. For small businesses however—with few
personnel, extreme time constraints, and often limited technical skills—switching
cloud service providersis a potential nightmare, representing a significant barrier to
cloud computing adoption.
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Access to Data — Prima facie, there is no general legal requirement for cloud service
providers to provide data export facilities before or after termination; it all depends on
the nature of the agreement.”® Contractual terms and conditions vary significantly
regarding a cloud service provider’ s obligations upon termination. Some provide
access to client data for a specified or “reasonable period” of time, others do not.
Some entitle the cloud service provider to delete client data, while others leave open
the issue of dataretrieval — leaving the client to extract their data prior to
termination.”®*

[Upon termination] ... (ii) Google will provide Customer access to, and
the ability to export, the Customer Data for a commercially reasonable
period of time at Googl€e' s then-current rates for the applicable Services,
(i11) after a commercially reasonable period of time, Google will delete
Customer Data ... 3%

It isimperative that small business owners understand what will happen to their data
stored in the cloud prior to terminating the agreement. For example, some agreements
permit the cloud service provider to delete all customer data immediately upon
termination:

All of your Content will be immediately deleted from the [ Basecamp
Service] upon cancellation. Thisinformation can not be recovered once
your account is cancelled.**

Data Portability — For asmall business, it is particularly important that the transition
from one system or cloud service provider to another is as smooth and as simple as
possible. Data portability is central to this. It is therefore important that an open or
vendor-neutral dataformat is stipulated in the service agreement. Salesforce.com’s
Master Subscription Agreement provides an example:

Upon request by You made within 30 days after the effective date of
termination ... We will make available to You for download a file of Your
Data in comma separated value (.csv) format along with attachmentsin
their native format. After such 30-day period, We shall ... unlesslegally
prohibited, delete all of Your Data in Our systems ... 3%

Y et such a vendor-neutral or open-standards approach is rarely expressed amongst
cloud service provider agreements. Even more rarely will service providers provide
any form of technical assistance with transitioning out; technical assistance that small
business so often desperately lacks.

Termination & Termination for Cause — Cloud service providers may reserve the
right to unilateral termination.®®* Commonly client access to data s eliminated if
termination is “for cause” or subscription fees are not up-to-date.** For small
business, this could essentially constitute holding the small business to ransom.

Vendor Bankruptcy — Very few cloud service provider agreements make mention of
client rights (particularly in relation to third parties) in the event of service provider
bankruptcy. Legally, very few cloud service providers claim proprietary rights in
client generated data (see above, Data: Intellectual Property). But in practical terms,
just what this means for small businesses—without resources to chase liquidators,
third parties, etc.—is unclear.

Third Party Technical Consultants — Another more costly alternative for small
business’ lacking more technically skilled personnel, isto import the skills,
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contracting third party IT consultants to undertake the evaluation and/or management
of the transition from one cloud service provider to another.

Minimizing the Need to Switch — Better, more attractive services are acommon
motivation for switching cloud service providers. If, however, cloud services are
continually improved and priced to be competitive, such motivations may become less
of anissue. Accordingly, small businesses in particular should look to clausesto
ensure they receive the latest functional updates.®®

Summary:

» Service provider lock-in isabig issue for all organisations, but particularly for
small business,

* Unlesstermination is “for cause” or subscription fees are not up-to-date,
clients are typically able to extract their datafrom the service provider for a
“reasonable period” after termination;

» [tisimportant that the extracted datais in an open- or vendor-neutral standard
to smooth the transition from one cloud service provider to another;

* The need to switch may be reduced if the cloud service provider is obligated to
deliver competitive service updates.

8.13 Data: Data Deletion Post-Termination — No standard
approach by cloud service providers

... customers will be concerned as to whether data they entrust to the
Cloud service provider will ever be deleted comprehensively from the
Cloud. ... Were this perception to become widespread, it could become a
significant barrier to the large-scale take-up of [cloud services] .3

The flip-side of termination is the issue of data deletion: Does the cloud service
provider provide an assurance that—upon termination or a specified period
thereafter—the small business’ data will, in fact, be irrecoverably deleted from the
cloud?

Some cloud service provider agreements leave the issue open, simply stipulating (for
example) that: “during the 30 days following termination: (i) we will not erase any of
Y our Content as a result of the termination ...”**” The clause states what the cloud
service provider will not do; it does not apply any positive obligation on the cloud
service provider to delete customer data

Conversely, the Google Apps for Business (Online) Agreement or the Salesforce
Master Agreement (described above) obligate the service provider to delete all
customer data after a specified period of time.>®

But specific assurances that data will be deleted irrecoverably are rare. Simon
Bradshaw et al*® quote 3Tera as an example:

All customer data remaining after the cancellation date will be destroyed
for security and privacy reasons.®

Summary — Despite being a potentially important issue for small businesses

(particularly those more | P-oriented organisations), data deletion is currently
managed in a highly inconsistent but generally poor manner by cloud service
provider agreements.
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Unlike many other terms, providing a cloud service provider obligation ensuring
data deletion would not appear to be overly burdensome upon the service
provider yet deliver significant client satisfaction, eliminating a*“significant
barrier to large-scale take-up of [cloud services].”3"*

8.14 Data: Data Recovery & Business Continuity

Many small businesses lack the resources and/or I T expertise to regularly
back up their day-to-day business data off-site. Yet when disaster strikes,
... millions of the country’ s small businesses are the most vulnerable to
data loss and corresponding |oss of revenue.®?

Large organisations have resources to maximise business continuity through
redundancy — they often have multiple offices and typically maintain backups of
critical dataand IT infrastructure. Small business rarely has this luxury. But cloud
computing holds out the promise “to rapidly recover from any outage and to greatly
reduce the down-time.”3*3

Therefore, datarecovery and business continuity aspects of cloud service agreements
of particular interest to small businesses. But as technology journalist, Robert (Bob)
X. Cringley, warns novice cloud computing users:

It might surprise many users [of cloud services] to know there are firms
that sell cloud storage and do not back it up. ... If something happens to
[the cloud service provider’s| data center, they could probably not
recover your data. ... you had better make sure your service provider
won't let you down.®**

|deally the service provider agreement would provide assurances that adequate testing
is done on aregular basis and define the extent to which the client can participate
and/or monitor such testing.*> However, it seems highly unlikely that alarge-scale
cloud service provider would be willing to permit thousands, possibly tens-of-
thousands, of clients to receive such rights.

Service provider agreementstend to be largely devoid of any express terms relating to
regular and adequate testing.*'® Salesforce and Google Apps (standard and premier
services) provide possible exceptions:

[ Salesforce] shall maintain appropriate administrative, physical, and
technical safeguards for protection of the security, confidentiality and
integrity of Your Data.>!’

and:

Google has implemented at least industry standard ... proceduresto ...
protect against anticipated threats or hazards to the security or integrity
of Customer Data. 38

Despite being an important benefit of cloud computing—particularly to small
business—the lack of clear, express terms providing assurances regarding data
recovery and business continuity serves again only to undermine a key attraction of
cloud computing for small business.
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8.15 Data: Data Loss — What happens if the cloud service
provider can’t recover your data?

Regrettably, based on [ Microsoft’ §| latest recovery assessment of their
systems, we must now inform you that personal information stored [in our
cloud] almost certainly has been lost as a result of a server failure at

[ Microsoft] .3

The Microsoft example is (unfortunately) not wholly unusual.**® And while cloud
service providers often have detailed data recovery and business continuity plans,
things still go wrong. A December 2011 survey of 300 companies across the United
States conducted by Computer Associates found that:

100% of organizations surveyed have experienced application and data
loss over the last year. The most common cause of data lossis I T systems
failure, eg. hardware or network failure (78%).%%*

But rather than being seen as decreasing data security, cloud computing is often
viewed as a means of increasing it, especially amongst those less technically
sophisticated small businesses.**

Unfortunately, it israre to find terms and conditions in relation to cloud service
provider dataloss. Instead, given the expansive language of limited liability clauses,
cloud service providers purport to be substantially devoid of any legal obligation
regarding loss of a customer’sown data. As Timothy Calloway put it:

[A cloud service provider] could purposefully delete its customers data
... leaving the aggrieved customers with no cause of action and no right to

recover .3

8.16 Free Accounts —You get what you pay for

Many cloud service providers employ a*“freemium” business model to attract entry-
level customers, where the basic service is provided free of charge with additional
functionality attracting subscriptions fees.** Looking for every opportunity to
survive, cash-strapped small businesses (unlike larger organisations) are likely to be
particularly attracted to “free.” But nothing is ever genuinely free.

Termination without Notice — Many cloud service providers provide quite different
terms and conditions for “free” versus “for-fee” /premium accounts.** For example:
Some cloud service providers retain the right to “terminate Free Accounts at any time,
with or without notice.” %%

Automatic Termination of Inactive (Free) Accounts— A small business may only
use a service intermittently. Some cloud service providers—such as Dropbox which
provides 2GB online data storage free—reserve the right to automatically terminate
service if an account has remained inactive for a specified period of time.®*’

Practical Implications— Such terms and conditions are common amongst free cloud
service offerings. But even clear, advanced knowledge of such clauses may do little
to aid the small business: they have limited vendor options, and almost non-existent
negotiating power to amend term(s). Similarly, providing “reasonable warning” of
termination (in the absence of direct assistance and/or open standards) may do little
better: small businesses rarely have access to the necessary technical skillsto
transition out of a particular cloud service provider’s service.
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Accordingly, without careful consideration prior to entry, small businesses run the
very real risk of having their businesses and their livelihoods devastated by the service
provider’s power to unilaterally terminate the client’s account.
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9 Small Business, Their Customers & Business
Insurance — The potential for insurance to cover
civil liabilities
It's becoming clear that [IT professionals] are really looking for [two]
distinct things when they evaluate cloud technology. Thefirst isthe
solution itself ... The second is something like an insurance policy to

protect them if anything goes wrong ... what you might call “ Cloud
Insurance.” %

Existing Recourse is | nadequate — As businesses increasingly turn to the cloud,
business will increasingly be subject to interruptions “in the cloud.”

As cloud service provider agreements stand, in the event of service interruption or
failure and/or data loss, the small business has (in theory) two lines of recourse, both
highly unsatisfactory: (i) Service Level Agreements with deficient service credits (see
above, Service Level Agreements & Service Credits), and (ii) prohibitively expensive
legal action.

The question therefore is. Can businesses rely on existing insurance policies to cover
such outages or must they seek out new forms of insurance?*?

Existing Business I nsurance Unlikely to be Sufficient — Australian small businesses
typically purchase standard-form “office pack” or “business pack” insurance policies,
frequently including business interruption (BI) insurance. Bl insurance is generally
limited to physical damage to the insured’ s own facilities on premises,** substantially
excluding the applicability of Bl insurance to cloud-based interruptions. Furthermore,
insurance policies often expressly exclude internet-related compensation:

We [ the insurance company] do not cover losses caused by or resulting
fromthe partial or total failure, malfunction or loss of use of any
electronic equipment, computer system ... or other similar device due to:
... (c) the inability to receive, transmit or use data; or (d) the impact of ...
the functioning or malfunctioning of the internet ... or of any internet
address, website or similar facility ...3*"

Therefore, small business is unlikely to obtain any satisfaction from existing standard-
form office or business pack insurance policies.*

Existing Cyber Liability Insurance Unlikely to be Applicable — Australian insurance
companies are now also offering “cyber liability policies” to compensate in the event
of (for example) “e-Theft Loss’ or “e-Communication Loss’ or even “e-Business
Interruption.” However, such policies are again restricted to losses derived from the
insured’s own facilities, not third-party suppliers, eg. cloud service providers. The
policies pay-out in the event of (eg) business interruption caused by the insured’'s
website going down where the website is run on the insured’ s own, on-premises
servers.

Accordingly, they appear to provide compensation in the event that avirus, possibly
DDoS, or other similar cyber crime occurs on the insured’s own in-house equipment.
It isunlikely that such cyber liability insurance would cover similar attacks where the
small business' s website is hosted externally.

Page 55 of 81



Therefore, again, in the context of compensating for losses caused by failuresin the
cloud, existing cyber liability insurance is unlikely to meet the cloud-related needs of
small business.

ISR & CBI Insurance — Another species of insurance (primarily available to larger
organisations) is Industrial Special Risks (I1SR) insurance. ISR insurance comes in
many flavours, including contingent business interruption (CBI), the result of damage
to suppliers’ property.®* For example:

Loss resulting from interruption of or interference with [the insured’'s
business] in consequence of Damage to property at the specified premises
anywhere in the world of any producer [ie. any supplier of goods or
services used by theinsured] ... identified in the Schedule ... shall be
deemed to be loss resulting from Damage to property used by the

Insured. . 3% 3%

Such *“damage to the specified premises anywhere in the world” could include server
farms and other infrastructure.*® However, such insurance is prima facie limited to
physical damage to suppliers’ infrastructure®*" It therefore provides cover in the
event of (eg) alightning strike rendering a cloud service provider’s server farm
temporarily inoperable.®® But it would not cover damage resulting from, for
example, a software bug®*® or computer virus.

What is* physical loss or damage” ? — What constitutes “direct physical loss’ under
business interruption insurance continues to be debated.**® CBI insurance appears to
rely on physical loss or physical damage. Traditionally, insurance companies and
courts have been reluctant to equate software failures and data loss with physical loss,
generally concluding that “damage to software or data[alone] does not constitute
‘direct physical loss” for insurance purposes.*** Discussions with insurance brokers
would tend to indicate that this is strongly the case in Australia.

However, in the United States at least, there appears to be growing judicial support for
amore expansive view that software failures and data loss can equate to physical loss
for the purposes of an insurance policy. For example, American Guarantee &
Liability Ins. Co. v Ingram Micro, Inc.3* held that:

The Court finds that “ physical damage” is not restricted to the physical
destruction or harm of computer circuitry but includes loss of access, loss
of use, and loss of functionality.>*

Similarly, in Southeast Mental Health Center, Inc. v Pacific Ins. Co Ltd., the court
held that “corruption of the [insured’s| computer constitutes ‘direct physical loss of or
damage to property’ under the business interruption policy.”*** Importantly,
Wakefern Food Corporation v Liberty Mutual Fire Ins. Co.3* held that “from the

per spective of the millions of customers ... the system certainly suffered physical
damage ..."** (emphasis added)

The principal concept from these decisions is that whether there was physical damage
should be assessed in terms of whether there was functional impairment from the
perspective of the insured.®"’

“Cloud Insurance’ isa Viable Alternative — Depending on the actual or implied
terms of the cloud service provider agreement, insurance may be a highly attractive
addition.®*® So-called “cyber liability insurance”** or “cloud insurance,” with the
potential to provide a more satisfactory third alternative, is becoming increasingly
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inevitable,>°

customized/tailored insurance solutions®

atracting entrepreneurial ventures—such as US-based Cloudl nsure with

*L__to fill the commercial void.

From the CloudI nsure website:

Until now, [ companies have] mitigated the financial risk of data loss or
security intrusion within the Cloud environment ... through the reliance
on S A’'s (Service Level Agreement) credits or a contractual indemnity
obligation with their Provider. Thefirst method isineffective and the
second typically requires a trip to the courthouse. Now there is another
risk mitigation tool available — one that aligns with the most common
mode of economic risk mitigation: Cloud Insurance.®*?

“Cloud Insurance” for Australian Businesses? — Several Australian insurance
companies provide cyber liability insurance (discussed above). However, a present,
there exists no comparable cloud insurance for Australian domiciled businesses
compensating for lost revenues.

The primary impediments to the development of a domestic cloud insurance are a
function of the challenges of developing local risk assessment techniques, the size of
the local market, and the entrepreneurial temperament of local insurance providers.

Cloudlnsure employs a proprietary risk assessment technique based principally on the
cloud service provider employed by, and the data risk profile of, the insured.** It is
unclear if the current local demand for cloud insurance is sufficient to attract the
development of home-grown or transplanted and adapted cloud risk assessment
techniques. However, as awareness of cloud-related risks increases, so too will the
size of the local market for cloud insurance, increasing the commercial attractiveness
of developing an Australian species of cloud insurance.

Summary:

* InAudtrdia, it isunlikely that existing cyber liability or business interruption
insurance policies will aid any dissatisfied small business users of cloud
computing services,

» If the United Statesis ajudicial indicator, there is some sign that business
interruption insurance policies relating to suppliers may extend to functional
impairment to suppliers’ services;

* While existing insurance policies appear deficient and judicial uncertainty
prevails, entrepreneurial groups—such as Silicon Valley-based Cloudlnsure—
are moving in to fill the commercial void with customized insurance policies
specifically tailored to address the needs of cloud computing customers. Itis
unclear if current market conditions are sufficient to foster the development of
an Australian species of cloud insurance.
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10 Small Business & Third Party Technical Consulting
Services

In 2003, more than 50% of Australian “small businesses’ were non-employing
businesses (eg. sole proprietorships) and almost 90% had less than five employees.®*
With so few personnel, small businesses often lack the technical expertise to
understand and evaluate relevant cloud computing offerings, and turn to third-party
consultants for advice. But what if the consultant’s recommendation is poor or
inappropriate? What recourse doesthe small business have?

The prospect of civil proceedings is an anathemato most small businesses. However,
consultants employed by small businesses are often small (or relatively small)
businesses themselves. Therefore, immediately there is significantly greater equality
of bargaining power, opening up greater opportunities for a negotiated outcome —
without the need and, more importantly, the associated expense of court proceedings.
But on what basis? In short, a small business has potentially three principal causes of
action that can form the basis for a negotiated outcome: negligence, breach of
contract, and misrepresentation:

() Negligence — The consultant has a duty of care to exercise their professional
skills to areasonable standard based on all the facts available to them. While
it is generally acceptable for consultants to make some kind of error, if they
provide advice that is simply wrong (based on the facts) and they should have
reasonably known the advice was wrong, and the advice costs the business,
then the small business has a case for professional negligence.® However,
there are always complications; (for example) whether the client’s
expectations changed after the system was established.>*®

(i) Breach of Contract — Unlike accountants or lawyersthat usually have
fiduciary relationships with clients, technical consultants also typically have a
contractua relationship.®*’ Therefore, a small business may be able to bring
an action in both negligence and breach of contract. Consulting contracts may
however incorporate limitation of liability clauses serving to protect the
consultant against adverse findings — to the extent permitted by State and/or
Federal laws.*®

(i) Misrepresentation — Thereis also the possibility of misrepresentation either at
law or in legislation. The small business may have an action if the consultant
knowingly or recklessly makes a false or misleading representation to the

small business, and the small business relies on the representation causing
| OSS.359' 360

Summary — While small business eschews legal proceedings wherever possible, inthe
context of technical consultants—often themselves small businesses—with greater
equality of bargaining power, small business has greater prospects for effecting
satisfactory outcomes.
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11 Future of Small Business & Cloud service provider
Contracts — Still no light at the end of the tunnel
for small business

It islikely that in the future, cloud computing will [bifurcate]. There will
be one market in which services are cheap or free and advertising-
supported, and in which the customer takes nearly all therisk. Thisisthe
typical model for cloud computing at the moment. But there will also be a
market for cloud computing in which the service provider takes more of
therisk, in return for more payment.*®*

Asthe cloud computing market matures, it is likely that the cloud service provider
offerings will diverge into budget versus premium products. Cloud computing is
already seeing early evidence of this bifurcation in market offerings, with service
providers providing low-cost solutions (ie. the status quo) while others provide more
premium services, assuming greater compliance risk and potential liability. %

But for small business, there is the very real risk of getting stuck at the wrong end of
the deal. In noting the potential bifurcation of cloud offerings, Timothy Callaway
alludes to the potential problem:

... one set of cloud providers could continue to include limitation on
liability clauses and cater to customers who do not store valuable data in
the cloud, while the other set could remove the clauses and sell servicesto
those who entrust cloud providers with valuable data.**

Almost invariably, small businesses operatein a highly financially constrained
environment — aprincipal attraction of the cloud for them is cost reduction. Y et they
also need to be able to store critical business data in the cloud.

Despite increasing variability in cloud offerings, absent judicial or regulatory
intervention, small businessis at risk of maintaining the status quo, being wedged
unfavourably between consumers—with their consumer protection laws, etc.—and
larger organisations—with their much larger technical, legal and financial resources.
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12 Conclusion

... 1t islikely that a combination of technical solutions, business practices,
and standard contracts between [ cloud service providers] and customers
will be able to resolve most if not all [ cloud computing concerns] .3

Compared with larger organisations, small business operates in a distinctive, highly
resource constrained operating environment, rendering the promise of cloud
computing to smooth cash flows and reduce I T overhead highly attractive.

However, asthis report has illustrated, in adopting cloud computing, it is this distinct
operating environment that also renders small businesses distinctly vulnerable to
criminal, regulatory and legal threats. For example:

* Cybercrime —While cloud service providers themselves hold much greater
appeal to cybercriminals, it isthe cloud service provider’s small business
tenants—experiencing disrupted services and hence disruption to their already
fragile revenues—that are the rea victims. Lacking policies, procedures and
training relating to cyber and network security, small businesses are
particularly vulnerable to having account details stolen, and their cloud
services hijacked.

* Regulation — A routine international e-commerce transaction may require a
small business to comply with myriad state- and federal-level domestic and
international regulations and industry-specific standards. Even storing the
business’'s MY OB files on a cloud storage service (such as Dropbox) may
render the small business non-compliant.

» Legal — Desperateto cut cods, but largely devoid of bargaining power, small
businesses are compelled to acquiesce to cloud service agreements often with
achoice-of-law in aforeign jurisdiction and limitations of liability so broad as
to absolve the cloud service provider of substantially all liability.

For the small business, the promise of cloud computing is great. Conversely,
compared with larger corporations, the manifold criminal, regulatory and legal threats
can be equally (if not more) devastating. The net result for small businessisto
transform cloud computing into aform of commercial Russian roulette with its all-or-
nothing consequences.

Technical & Commercial Practicesto Reduce Risks — There are however technical
and commercial practices that can be implemented today by small businesses to
reduce at least some of the security and commercial risks:

» Policies & Training — Small businesses can provide computer security training
to personnel, and institute smple policies setting out (for example) how
computer resources should be used, how often passwords should be changed,
access rights for staff, and how and when employees may bring in and use
their own devices.

* Industry Education — Industry bodies can provide education and training to
small businesses of appropriate practices and regulatory requirements.

* Cyber & Cloud Insurance — Existing cyber liability insurance holds out some,
limited hope of compensating for losses as a result of cybercrime. However,
the best hope for broader coverage rests with contingent business interruption
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insurance adapted to the unique circumstances of cloud computing (*cloud
insurance”) being developed by entrepreneurial ventures such as Cloudl nsure.

Opportunities for Legidative I ntervention — The near-term future of cloud computing
shows signs of bifurcation into budget solutions (much like existing offerings) and
premium services with increased security and regulatory compliance, and greater
acceptance of liability. But without a change in relative bargaining power between
the cloud service provider and small business, it is unclear if competitive forces alone
will be sufficient to bring about quality premium services at a price affordable to cost-
conscious small business.

To encourage cloud service providers to deliver more attractive, secure and cost
effective solutions, inequality of bargaining power between cloud service providers
and small business clients will need to be addressed. In thisrespect, thereis
significant opportunity for judiciously applied legislative intervention. Opportunities
for such carefully considered intervention include: arefined doctrine of
unconscionability; possible introduction of legal principles broadly akin to “contracts
of adhesion” in the United States; and new regulatory powers—possibly adapted from
the ACIF Code—to police the cloud computing industry.

I've had too many personal experiences get messed up just because
companies change things on the cloud. ... Features change and get
dropped, things you depend on disappear, etc. And no company will ever
take responsibility. ... Regulation is the only way we'll own a bit of what
we trust to the cloud. ... And it would be better for thisregulation to begin
now, not in 30 years, when it may be too late.>*®

Steve Wozniak, co-founder Apple (August 2012)

Acting in concert, a combination of technical and commercial solutions—including
improved cybersecurity practices, industry education programs, and new species of
“cloud insurance”’—together with legislative programs may serve to place small
business on substantially the same footing as larger businesses, enabling them to fully
capture the true benefits of cloud computing while enduring a more equitable share of
the risks.
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