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Losses from online credit card fraud against small businesses
In 2003 the Australian Institute of Criminology randomly surveyed 1,078 small businesses across
Australia in ﬁve business types (ﬂorists, computer retailers, booksellers, recorded music retailers and
toy and game retailers) to identify the proportion of these businesses trading online, the extent to which
online traders had experienced online credit card fraud in 2001 and 2002, and the losses associated
with such fraud. Overall, 32 per cent of businesses had been the victim of online credit card fraud,
with 51 per cent of traders experiencing more than one incident over the two years. The mean dollar
loss per incident was very high for booksellers and toy and game retailers, and considerably lower
for ﬂorists and recorded music retailers. As the small businesses themselves are generally liable for
these online losses, risk minimisation is essential. Apart from electronic authorisation, traders can
reduce fraud risk by phoning the customer to conﬁrm details, checking the delivery address against
the phone directory or with the ﬁnancial institution, asking for details that only the customer would
know, such as the three-digit number on the back of the credit card, and maintaining a database of
good and bad customers. Improved reporting to police is also important to help identify the extent of
the problem and patterns of fraud. Financial institutions can assist by ensuring that small businesses
are aware of liability issues in online credit card trading, and advising traders as soon as they know
that a fraud has occurred.
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