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Abstract | Identity crime and misuse
cost the Australian economy an
estimated $2.65b in 2015-16 (Jorna &
Smith 2018). Considerable effort has
been devoted to finding secure ways
to verify individuals’ identity and to
secure their personal information.

Biometrics is the fastest developing
technological solution. It makes use of
people’s unique biological
characteristics to identify them when
dealing with government and
business.

Since 2013, the Australian Institute of
Criminology has conducted online
surveys to gain a greater
understanding of identity crime and
misuse in Australia. These surveys
have asked about respondents’
experience of identity crime and also
their willingness to use biometric
technologies to safeguard their
personal information.

This paper presents the results of the
latest survey, conducted in 2017,
which indicated generally high levels
of previous exposure to biometrics
and increasing willingness to use
biometric technologies in the future.
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Introduction

As part of the Australian Government’s National Identity Security
Strategy (AGD 2013), a sample of Australians were surveyed
about their experience of identity crime and misuse and how
they responded to the problem. In addition to finding out how
prevalent misuse of personal information is, the surveys asked
respondents to indicate how willing they were to use various
biometric technologies to protect their personal information
(Emami, Brown & Smith 2016).

This paper presents the findings of the surveys conducted in
2014, 2016 and 2017 that relate specifically to previous use of
biometrics and willingness to use biometrics in the future. It
provides updated information on the findings of the 2014 survey,
which was the first to assess the willingness of Australian victims
of identity crime to use biometrics to enhance the security of
their personal information (Emami, Brown & Smith 2016). The
other more general findings of the identity crime and misuse
surveys have been published elsewhere (Goldsmid, Gannoni

& Smith 2018; Smith, Brown & Harris-Hogan 2015; Smith &
Hutchings 2014; Smith & Jorna 2018).
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The place of biometrics in identity security

Biometric technologies use an individual’s unique physiological or behavioural attributes as a

means of identification. They include fingerprint matching, signature analysis, or recognition of a
person’s retina, iris, face or voice. Facial recognition is now considered to be the dominant biometric
technology globally and the one most likely to increase in use over the next few years. The findings of
the Biometrics Institute’s annual surveys of members since 2010 have shown that facial recognition
has continued to grow in importance. These surveys are conducted annually and are sent by the
Biometrics Institute to its 6,000 individual members and other stakeholders worldwide. In June 2018,
310 individuals responded to the survey, representing suppliers of biometrics (48%), users (38%) and
other interested organisations and industries (14%; Biometrics Institute 2018).

The 2018 survey found that 47 percent of respondents considered facial recognition to be the
biometric technology most likely to be on the increase over the next few years (Biometrics Institute
2018). This was followed by iris recognition (8%), fingerprint recognition (7%) and voice recognition
(6%). A further 19 percent of survey respondents considered that multi-modal approaches that
combine various biometrics would be most likely to increase over the next few years (Biometrics
Institute 2018).

Biometric technologies are currently used by a range of organisations in Australia to verify the
identities of the people with whom they deal. For example, the Department of Home Affairs collects
biometric information including fingerprints and facial images from offshore visa applicants, onshore
protection visa applicants, immigration detainees, and certain categories of airline passengers
(Department of Home Affairs 2018).

Australian airports have facial recognition capabilities, known as SmartGates, that enable travellers
with ePassports from Australia, New Zealand, the United Kingdom, Switzerland, Singapore and the
United States to process themselves rather than undergoing the customs and immigration checks
that are usually conducted by Australian Border Force officers (Department of Home Affairs 2018).
Standards for the interoperability of biometric systems have also been developed to promote the
effective operation of biometric systems between various government agencies (AGD 2012).

In addition, biometrics have been introduced to verify an individual’s identity in a range of other
settings. For example, a number of financial institutions are considering using biometric technologies
such as fingerprint recognition for payment card authentication and for mobile banking services
instead of passwords and PINs (Saarinen 2017). Iris recognition has also been used for cardless ATM
transactions (Kim 2015). In Australia, the National Australia Bank and Microsoft have collaborated to
design a proof of concept ATM using biometrics, cloud and artificial intelligence technologies; this
would enable customers to withdraw cash from ATMs using facial recognition technology and a PIN
(Planet Biometrics 2018).
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Respondents to the Biometrics Institute’s survey in 2018 indicated that the most significant
development in the use of biometrics during the last 12 months related to border control/security,
accounting for 20 percent of responses. This was followed by online identity verification (12%), large-
scale national identity deployments (9%), financial services (8%) and mobile payments/m-commerce,
device access and surveillance (these last three types accounting for 7 percent each). Respondents
also indicated that over the next five years the most important developments would occur in relation
to online identity verification (20%), large-scale national identity deployments (11%) and border
control/security (11%; Biometrics Institute 2018).

Advantages and challenges of biometrics

There are various reasons why biometric solutions to identity crime have developed so strongly in
recent years. For users, card-free biometric systems are easy to use and efficient when engaging with
government and business, particularly when conducting financial transactions online. Conventional
user-authentication systems that rely on knowledge-based identifiers such as passwords and PINs
are impractical when individuals are required to identify themselves for multiple purposes and

on multiple occasions, particularly online. This has led to users adopting workarounds such as
keeping passwords in electronic files, which can easily be compromised. Worse still is the practice
of writing passwords and PINs on paper notes, which not only can be read by others, but can

make one ineligible for compensation if fraud occurs. Devices for entering PINs have created many
opportunities for scanning and skimming—crimes that are difficult and costly to resolve. Having a
biological identifier overcomes these physical and practical limitations.

From an industry and government business perspective, reducing the risk of identity crime leads

to less card and transaction fraud, avoids theft and compromise of PINs, and reduces the costs
associated with dealing with the consequences of fraud and lost or stolen cards for government and
business enterprises. Biometrics also have faster processing times than other technologies and they
can be easily integrated with other authentication processes.

There are, however, a number of challenges associated with using biometrics to identify individuals
(Smith, Mann & Urbas 2018; Smith 2007). Foremost among these are the risks of infringement of
privacy and misuse of biometrics for unauthorised tracking of business transactions and locations of
individuals. There are also concerns that governments may exceed their authority by using biometrics
to identify individuals for data matching, identification and surveillance purposes (United States
Government Accountability Office 2002). These risks also affect conventional user authentication
processes, although the efficiency of biometric technologies makes function creep more problematic
than in the case of conventional authentication systems (Smith, Mann & Urbas 2018; Smith 2006).
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Although biometric identification minimises the risk of most types of identity crime, opportunities
for fraud still exist when individuals first enrol with government organisations and businesses. Once
an individual has registered legitimately using false or fabricated information, it is difficult to detect
the fraud, challenge the enrolment and locate the individual responsible. Biometric systems also
have high implementation costs associated with terminal upgrades and enrolment procedures as
well as high costs of public education prior to roll-out. There are also risks of biometric data being
compromised or stolen and administrative problems associated with reinstating compromised
biometrics (Smith 2006).

Various crime displacement risks have also been identified, including the possibility of individuals
being compelled under threat of violence to present their biometric identifiers at secure buildings
or terminals to allow access, or being kidnapped and forced to withdraw funds from ATMs or banks
(Rowe et al. 2013). Finally, there is the problem of end-user resistance to the use of biometrics

due to health, security or privacy concerns. It is this final challenge that forms the subject of the
present research.

Attitudes towards biometrics

Emami, Brown and Smith (2016) reviewed prior research that investigated people’s willingness to use
biometric technologies to minimise the risks of identity crime and misuse, citing the observation of
the United Kingdom Biometrics Working Group (2001: 7) that ‘user attitude can make or break the
implementation of a biometric system’.

Research on the attitudes of members of the Australian public towards the use of biometric
technologies has found that while many Australians are comfortable with these technologies being
used for security purposes and to verify identity in order to access government services, there is
much greater apprehension around the use of biometrics for marketing purposes, accessing public
transport or enrolling in educational courses (Emami, Brown & Smith 2016). These latter situations
are thought to entail increased risks of theft or fraud that many users are unwilling to take.

More recently, the Biometrics Institute survey for 2018 asked its 310 respondents to identify the top
four factors that restrain the biometrics market. Figure 1 shows the results for all 279 respondents
who answered this question as well as for the 126 suppliers and 103 user respondents to this
question. Privacy/data protection concerns continued to be rated as the greatest market restraint,
with well over half (61%) feeling they restrained the market in 2018 (an increase of 4 percentage
points on 2017). Both suppliers and users selected a similar number of restraints on average and both
viewed privacy/data protection concerns as the main factor restraining the market. Concerns about
data sharing, legislation and public resistance to biometrics also increased between 2017 and 2018,
while opposition from privacy advocates declined in perceived importance by four percentage points.
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Figure 1: Market restraints for biometrics, 2018
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Other research has explored the reasons individual users are willing or unwilling to use biometric
technologies, with the service provider (public or private sector) being one important factor in
establishing trust. For example, Australians are reasonably comfortable with using biometrics for
airport security and passenger processing (Unisys 2014). Border control/security was also the area
identified by respondents to the 2018 Biometrics Institute survey as having the greatest industry
development over the preceding 12 months. This also confirms the finding that facial recognition
(which is almost exclusively the biometric favoured in airports) is the technology that respondents
to the Biometrics Institute’s 2018 survey considered to be most likely to increase in the years
ahead—rated highest by 47 percent of respondents in 2018 and 38 percent in 2017 (Biometrics
Institute 2018).
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Methodology

In July 2017, a questionnaire comprising 37 main questions was administered online to a research
panel of Australians drawn from all states and territories. A sampling frame of more than 300,000
individuals was provided by the market research company i-Link Research Solutions, which also
hosted the online questionnaire and provided raw, de-identified data for the Australian Institute of
Criminology (AIC) to analyse.

Sampling was completed once a quota of 10,000 respondents had been satisfied. No other quotas
were employed as the sample was sufficiently large to ensure good representation from urban and
regional areas across Australia.

Data were weighted by age and gender to represent the spread of the population in Australia.
Australian Bureau of Statistics data from the 2016 Census were used to develop the weighting matrix
for the sample data. The Census data did not provide population data for people who listed their
gender as ‘indeterminate/intersex or unspecified’. Accordingly, responses from 38 respondents who
fell within this group were excluded as weighting could not be undertaken using available data. A
small number of respondents who did not specify their age were also excluded from the analysis
(n=29). This resulted in a useable sample size of 9,947 respondents.

The methodology employed was generally the same as that used in the Identity Crime and Misuse in
Australia surveys conducted by the AIC in 2014 (Smith, Brown & Harris-Hogan 2015) and 2016 (Smith
& Jorna 2018). Differences included an increase in sample size from 5,000 in 2014 to 9,956 in 2016
and 9,947 in 2017, and the fact that the questions on biometrics were asked of all respondents, not
only those who had reported misuse in the previous 12 months, as in the 2014 survey. In both 2016
and 2017, all respondents answered questions about their willingness to use biometrics. Further
information about the sampling and research methodology are contained in the principal report
(Goldsmid, Gannoni & Smith 2018).

Findings

Victimisation

The results of the 2017 survey showed that 13 percent of respondents reported having had their
personal information misused in the preceding 12 months, and 25 percent of respondents reported
misuse of their personal information at some time during their life (Goldsmid, Gannoni & Smith
2018). There were significant increases in those reporting lifetime misuse of personal information,
misuse over the preceding 12 months and out-of-pocket losses between the surveys conducted in
2016 and 2017 (Figure 2).
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Figure 2: Victimisation and out-of-pocket losses from misuse of personal information, 2014-17 (%)
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Note: Statistically significant 3.7 percentage point rise in lifetime victimisation from 2016 to 2017 (N-1 x*(1)=38.06, p<0.001) and a statistically significant
increase from 2016 to 2017 in yearly victimisation (N-1 x*(1)=109.30, p<0.001). 2014 data weighted by location and 2016 and 2017 data weighted by age
and gender

Source: Smith, Brown & Harris-Hogan 2015; Smith & Jorna 2018; Goldsmid, Gannoni & Smith 2018

Previous use of security measures

Respondents were asked whether they had ever used specified security measures in the past—in any
way, not just to prevent misuse of personal information. Consistent with previous surveys, the vast
majority of respondents (93%) reported using at least one of the security technologies identified (see
Table 1).

Passwords (91%) were the most common type of technology respondents had used in the past, as
might be expected given their widespread use. This was followed by signatures (41%) and fingerprint
recognition (35%). The least common type of technology respondents had used in the past was a
computer chip implanted under the skin (3%). The response option ‘computer chip implanted under
the skin’ was introduced in 2017 and so results cannot be compared with those of previous years—
although the finding that three percent of respondents reported having used this in the past is
surprising. This technology does, however, seem to be gaining ground, particularly in Sweden, where
a state-owned railway company, SJ, has used scanned embedded chips to collect train fares from
commuters. Thousands of Swedes have had microchips implanted as an alternative to using cards and
PINs (Ma 2018).

Comparing 2016 and 2017 data, there were considerable increases in the use of fingerprint
recognition (8 percentage points) and voice recognition (6 percentage points), and modest increases
in the use of facial recognition (4 percentage points) and iris recognition (3 percentage points). These
changes may be explained in part by the increasing adoption of biometrics in Apple and Android
smartphones and the expansion of SmartGate facial recognition in airports (DIBP 2017). The 2014
survey found similar levels of prior use among victims of identity misuse, except for voice and iris
recognition, which changed rank order slightly.
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Table 1: Use of security measures in the past (%)

2014 2016 2017

Sample size (n) 5,000? 9,956 9,947

Technology Percentage point change
Passwords 88.3 90.8 90.8 0.0
Signatures® - 41.8 41.4 -0.4
Fingerprint recognition 16.8 26.7 35.0 +8.3%**
Voice recognition 5.6 11.5 17.9 +6.4%**
Facial recognition 6.7 6.6 10.4 +3.8%**
Iris recognition 5.8 1.9 5.2 +3.3%%*
Computer chip implanted under your skin® - - 2.6 -
Any technology? 94.8 92.8 93.3 +0.5
No technology 5.2 7.2 6.7 -0.5

***statistically significant at p<0.001

a: In 2014, only respondents who had experienced misuse of personal information in the preceding 12 months were asked about use of security measures
b: The 2014 survey did not ask about signatures

c: Included in 2017 identity crime survey only

d: Includes passwords, signatures, voice recognition, fingerprint recognition, facial recognition, iris recognition, and computer chip implanted under the skin
(except for 2014, which excluded signatures and chip implants)

Note: Respondents could select multiple responses. 2014 data weighted by location; 2016 and 2017 data weighted by age and gender
Source: ldentity crime surveys 2014, 2016, 2017 [AIC data file]

For the 2017 findings, chi-square tests were undertaken to identify whether previous use of
biometrics was associated with demographic characteristics such as gender, age, Indigenous status,
language spoken at home, income, whether or not they lived in a capital city and the number of
hours spent per week on a computer. It should be noted, however, that all differences between
specific categories were based on an analysis of the adjusted residuals. A chi-square analysis is used
to test whether there is an association or relationship between variables. It examines the probability
of the results occurring by chance. Further statistical tests were undertaken to determine whether
previous use of the four biological biometrics (fingerprint, facial, iris and voice recognition), when
grouped together, differed significantly among different demographic groups (Goldsmid, Gannoni &
Smith 2018).

Where passwords were concerned, only one variable demonstrated a statistically significant
difference. Those earning $180,000 or more were found to be significantly less likely (51%, n=7)

than people with lower incomes to have used passwords in the past (x3(5, n=446)=12.51, p<0.05). It
is unclear why this was the case and future research is needed to examine this further. It is possible
that individuals earning incomes of $180,000 or more rely on personal assistants and others to log on

to networks on their behalf, and be responsible for user authentication in the workplace (Goldsmid,
Gannoni & Smith 2018).
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In the case of fingerprint recognition, 17 percent of respondents had previously used this technology.
Previous use of fingerprint recognition technologies differed significantly by level of computer use
(x%(6, Nn=442)=18.56, p<0.01). Those using a computer for five hours per week or less were more likely
to have used fingerprint recognition (46%, n=12), while those using a computer for 26 to 30 hours per
week were less likely to have used this biometric (10%, n=6). One reason for this may be that those
respondents who indicated that they used a computer for only five hours or less per week may rely
on their smartphones or tablets instead of desktop computers. Given that a number of smartphones
and tablets now use fingerprint recognition to verify identity, it is possible that this may explain why
individuals who reported lower levels of computer use were more likely to have used fingerprint
recognition compared to those who used a computer for between 26 and 30 hours per week
(Goldsmid, Gannoni & Smith 2018).

Facial recognition (10%) and iris recognition (5%) had been used by a small number of respondents.
In the case of facial recognition, this is somewhat surprising, as 14.6m passengers used SmartGates
at Australian international airports in 2016—17 (DIBP 2017). SmartGates use facial recognition
technology in conjunction with data contained in the ePassport chip to verify travellers’ identities
(DIBP 2017). It may be that those using SmartGate terminals did not realise that this was a form of
facial recognition, or perhaps the 2017 survey respondents had not used SmartGates.

Voice recognition had previously been used by just six percent of respondents. Those living in a
capital city were significantly more likely to have used this technology (7%, n=23) than those living
elsewhere (1%, n=2) (x*(1, n=446)=3.83, p<0.05).

Finally, when the results for the four biological biometric technologies (fingerprint, facial, iris

and voice recognition) were combined, it was found that 25 percent (n=111) of respondents had
previously used at least one of these biometrics, but no statistically significant differences were found
between use of any form of biometric and the demographic characteristics examined.

Willingness to use security measures in the future

Respondents were also asked whether they would be willing to use these technologies in the future
to protect personal information—for example, at ATMs, at airports, for computers, and for building
access. Consistent with 2016, almost all respondents (94%) reported a willingness to use at least one
of these technologies to protect personal information in the future (see Table 2; Goldsmid, Gannoni &
Smith 2018).

The security measure respondents were most commonly willing to use in the future was passwords
(79%), followed by fingerprint recognition (64%). The technology respondents were least willing to
use in the future was a computer chip implanted under the skin (9%).

When 2016 and 2017 data were compared, there was a statistically significant 56 percentage point
increase in the willingness to use passwords. There were modest increases in willingness to use voice
recognition (5 percentage points), signatures (3 percentage points), facial recognition (3 percentage
points) and iris recognition (3 percentage points; Goldsmid, Gannoni & Smith 2018).
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Table 2: Willingness to use security measures to protect personal information in the future (%)

Survey year 2014 2016 2017

Sample size (n) 5,000° 9,956 9,947

Technology Percentage point change
Passwords 73.5 22.2 78.6 +56.4%***
Signatures® - 43.6 46.5 +2.9%**
Voice recognition 31.2 33.2 38.4 +5.2%**
Fingerprint recognition 60.5 62.9 63.8 +0.9
Facial recognition 36.8 42.6 45.3 +2.7%%*
Iris recognition 40.8 39.6 42.3 +2.7%%*
Computer chip implanted under your skin® - - 9.4 -
Any technology? 95.7 93.8 94.3 +0.5
No technology 4.3 6.2 5.7 -0.5

***statistically significant at p<0.001

a: In 2014, only respondents who had experienced misuse of personal information in the preceding 12 months were asked about willingness to use security
measures

b: The 2014 survey did not ask about signatures
c: Included in 2017 identity crime survey only

d: Includes passwords, signatures, voice recognition, fingerprint recognition, facial recognition, iris recognition, and computer chip implanted under the skin
(except for 2014, which excluded signatures and chip implants)

Note: Respondents could select multiple responses. 2014 data weighted by location; 2016 and 2017 data weighted by age and gender
Source: Identity crime surveys 2014, 2016 & 2017 [AIC data file]

These results are surprising given that 88 percent of respondents indicated having used passwords
in the past, yet only 74 percent were willing to use them in the future. It could be the case that
respondents misinterpreted this question. Rather than reporting their willingness to use passwords
and acceptance of the privacy and other risks involved, they may have indicated their dissatisfaction
with the convenience and efficiency of using passwords. As a result, although more respondents
reported actually using passwords, a smaller percentage were satisfied with using passwords and
might have preferred another system for user authentication (Goldsmid, Gannoni & Smith 2018).
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Demographics and willingness to use security measures

Further analysis showed there to be no relationship between demographic variables and willingness
to use passwords in the future (Goldsmid, Gannoni & Smith 2018).

In the case of fingerprint recognition technology, 61 percent (n=270) reported being willing to use this
in the future. Statistically significant differences were found between willingness to use fingerprint
recognition and age groups, with older respondents being more willing to use this technology than
younger respondents (x3(6, n=446)=53.08, p<0.001). Indeed, 73 percent (n=64) of 55-64 year olds
and 78 percent (n=58) of those aged 65 years and over were willing to use fingerprint recognition.

In contrast, only 30 percent (n=6) of 18—24 year olds and 34 percent (n=31) of 25—34 year olds were
willing to use fingerprint recognition. These findings could be explained by the greater familiarity
that older people have with fingerprint recognition systems (Biometrics Institute 2015), or it may

be that older Australians are more concerned about computer security than younger users (ACCC
2018). The reduced willingness to use biometrics among younger people may be due to younger
people feeling that fingerprint recognition systems may delay or otherwise impede their use of
smartphones and tablets, or younger users might have a greater level of understanding of the risks of
biometric technologies.

There was also a statistically significant association between willingness to use biometrics and
language spoken at home (x*(1, n=446)=7.47, p<0.01). Those who spoke English at home were more
willing to use fingerprint recognition in future (62%, n=260) than those who spoke another language
at home (34%, n=10).

Four in 10 (41%) respondents were willing to use iris recognition in the future. As with fingerprint
technology, there were statistically significant differences between age groups, with older
respondents being more willing to use this technology than younger respondents (x*(1, n=446)=7.47,
p<0.01). Indeed, 52 percent (n=46) of those aged 55—64 years were willing to use iris recognition, as
were 54 percent (n=40) of those aged 65 years and over. In contrast, only 23 percent (n=21) of those
aged 25-34 years were willing to use iris recognition technology.

Similar age-related differences were found for willingness to use facial recognition technology

(x?(6, n=446)=41.20, p<0.001). Those aged 55-64 years (54%, n=47) and those aged 65 years and
over (52%, n=38) were more likely to be willing to use facial recognition than those aged 18-24
years (14%, n=3), 25—34 years (23%, n=21), or 45-54 years (31%, n=29). Willingness to use facial
recognition also varied by the extent of computer use (x?(6, n=442)=19.00, p<0.01). Those who used
a computer for five hours or less each week were less willing to use facial recognition in future (16%,
n=4) than those who used a computer for 26—30 hours per week (60%, n=35).

Around a third of respondents (31%) were willing to use voice recognition technology in future.

As with fingerprint, iris and facial recognition, willingness to use voice recognition varied with age,
with older respondents being more willing than younger respondents to use this technology (x*(6,
n=446)=20.43, p<0.01). Those aged 55-64 years were more willing to use voice recognition in future
(40%, n=35) than those aged 25—-34 years (21%, n=19). Willingness to use voice recognition also
varied with computer usage (x*(6, n=442)=18.58, p<0.01). Those who used a computer for five hours
or less per week (14%, n=4), or for 11-15 hours per week (18%, n=11) were less willing to use voice
recognition in future than those who used a computer for 26-30 hours per week (46%, n=26).
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Again, when the results of the four biological biometric technologies (fingerprint, facial, iris and
voice recognition) were combined, it was found that 68 percent (n=304) of respondents reported
being willing to use at least one of these technologies in the future. As with prior use, there were
statistically significant differences between age groups, with older respondents being more willing to
use such technologies than younger respondents (x%(6, n=446)=39.31, p<0.001). Those aged 55-64
years (80%, n=70) and 65 years and over (85%, n=63) were more willing to use such technologies,
while those aged 18-24 years (33%, n=7) and 25-34 years (45%, n=41) were less willing.

Finally, the analysis examined whether the willingness to use any of the four biological biometric
technologies was affected by perceptions of whether the risk of personal information being misused
in future would increase or decrease. No statistically significant differences were found, suggesting
that willingness to use any of these four technologies was not influenced by perceptions of risk
(Goldsmid, Gannoni & Smith 2018).

Victimisation and willingness to use security measures

Additional analysis of the 2017 survey findings was conducted to examine whether willingness to
use security measures to protect personal information in the future was influenced by experiences
of personal information misuse in the previous 12 months. Respondents who reported recent
victimisation were significantly more likely than other respondents to report a willingness to use
signatures (59% vs 45%; x*(1, n=9,947)=90.97, p<0.001, V=0.1), voice recognition (52% vs 36%; x*(1,
n=9,947)=119.35, p<0.001, V=0.1) or a computer chip implanted under the skin (15% vs 9%; x*(1,
n=9,947)=46.91, p<0.001, V=0.1; see Figure 3).

Figure 3: Willingness of victims and non-victims of misuse of personal information in the previous

12 months to use security measures to protect personal information, 2017 (%)

100 —
M Victim M Non-victim

64.1 63.7

Passwords Signatures Voice Fingerprint Facial Iris Computer chip
recognition recognition recognition recognition  implanted under
your skin

***statistically significant at p<0.001

Note: Respondents could select multiple responses. Data weighted by age and gender; n=9,947

Source: ldentity crime survey 2017 [AIC data file]
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Willingness to use facial recognition for specific purposes

Further analysis was undertaken of the 2017 survey findings concerning willingness to use facial
recognition technologies in various scenarios. Respondents were asked to respond to 11 facial

recognition technology scenarios, using a five-point Likert scale ranging from extremely unwilling (1)
to extremely willing (5). Figure 4 shows the results grouped into three categories—extremely willing/
willing; neither willing nor unwilling; not willing/extremely unwilling.

Figure 4: Willingness of respondents to use facial recognition technologies for specific purposes, 2017 (%)

For airport security processing

To detect terrorists by government authorities
To detect criminals by the police

To apply for evidence of identity documents
For ATM transactions

To access buildings

To log into government websites

To log into home computer

To log into mobile telephones

To match images on social media ‘ ‘ ‘ ‘ ‘

0 10 20 30 40 50 60 70 80

B Not willing/extremely unwilling B Neither willing nor unwilling B Extremely willing/willing

Note: Percentages may not total 100 due to rounding. Data weighted by age and gender; n=9,947
Source: ldentity crime survey 2017 [AIC data file]

Respondents indicated that they would be most willing (ie willing & extremely willing responses
combined) to use facial recognition technologies for government authorised purposes such as
airport security, detection of terrorists or criminals or when applying for identity credentials. About
half of respondents indicated they would be willing to use facial recognition technologies for ATM
transactions, to obtain access to buildings, or to log on to mobile phones or government websites.
Respondents were least willing to use facial recognition technologies for matching images on social
media or logging onto computers at home. Apart from the use of facial recognition for logging onto
government websites, there was less willingness to use the technology for private sector purposes
than for official government purposes.

Comparing 2016 and 2017 data, there was a statistically significant 23 percentage point increase in
willingness (ie willing & extremely willing responses combined) to use facial recognition for logging
onto computers at home. There were modest increases of between six and two percentage points in
willingness to use facial recognition for all other scenarios—the largest relating to mobile phones.

Figure 5 explores the difference between recent victims of personal information misuse and non-
victims in their willingness to use facial recognition in various scenarios. Respondents who had

been victims in the previous 12 months were significantly more likely than non-victims to report a
willingness to use facial recognition for ATM transactions (68% vs 54%; x*(1, n=9,947)=89.94, p<0.001,
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V=0.1), access to buildings (68% vs 53%; x*(1, n=9,947)=107.24, p<0.001, V=0.1), logging onto
government websites (63% vs 48%; x*(1, n=9,947)=103.84, p<0.001, V=0.1), logging onto the home
computer (65% vs 46%; x*(1, n=9,947)=168.06, p<0.001, V=0.1), logging onto mobile phones (64% vs
44%; x*(1, n=9,947)=185.18, p<0.001, V=0.1), and for matching images on social media (57% vs 32%;
X2(1, n=9,947)=315.61, p<0.001, V=0.2).

Figure 5: Willingness? of victims and non-victims of misuse of personal information in the previous 12

months to use facial recognition technologies for specific purposes, 2017 (%)

For airport security processing

To detect terrorists by government authorities
To detect criminals by the police

To apply for evidence of identity documents
For ATM transactions

To access buildings

To log into government websites

To log into home computer

To log into mobile telephones

To match images on social media

0 10 20 30 40 50 60 70 80

B Non-victim M Victim

***statistically significant at p<0.001, **statistically significant at p<0.01
a: ‘willing” and ‘extremely willing’ responses combined

Note: Data weighted by age and gender; n=9,947

Source: Identity crime survey 2017 [AIC data file]

Conclusions

As the use of digital technologies has become more widespread, and identity crime and misuse have
continued to increase, the computer security industry has sought to improve avenues for the efficient
and secure authentication of users’ identities. Existing systems that rely on username and password
combinations have become problematic as criminals have become more adept at compromising
passwords. The proliferation of username and password combinations has also made it impossible
for users to manage this information without resorting to insecure ways of remembering their
passwords, or having to purchase and use automated password management software (Emami,
Brown & Smith 2016).

Biometric technologies seek to solve this problem by enabling individuals to use their biological
attributes as a means of identifying themselves. This report presents the findings of recent surveys
that sought to quantify the extent to which a sample of Australians have made use of different
biometrics in the past, and how willing they would be to use the selected biometrics in the future to

minimise the risk of criminal misuse of personal information.
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With the rise of international security incidents, a balance must be struck between the need for
personal security and the need for privacy and confidentiality of personal information. Prior research
has found that concerns over privacy, data loss and spoofing (attempting to overcome biometric
recognition systems) are important factors restraining the biometrics market. The present surveys
confirmed that respondents were concerned about the privacy and confidentiality of personal
information when using biometrics, particularly with systems operating outside government control.
Understanding people’s perceptions of risk and their willingness to use technology as a security
solution is of critical importance in devising appropriate policy measures that will be effective on the
one hand, and accepted by the community on the other (Emami, Brown & Smith 2016).

The current survey research showed that a relatively small percentage of respondents had used the
specified biological biometrics in the past, but that use increased significantly between 2016 and
2017. It also showed that almost half (48%) of respondents in 2017 were willing to use one of the
four biological biometrics to protect personal information in the future, and that this was a three
percentage point increase on the same finding in 2016. Between 2016 and 2017 all the biometrics
examined showed a statistically significant increase in user acceptance. In 2017, nine percent of
respondents even reported being willing to use implanted chips to protect their personal information.

It was also found that older respondents were significantly more willing to use any of the four
biological biometrics than younger respondents, perhaps indicating greater concern among older
Australians regarding the security of their personal information, or perhaps their need to guard
their assets and life savings from theft. Alternatively, younger people might be reluctant to use
technologies that appear to be complex and could be seen to impede their immediate access to
information in the online world. Clearly, ongoing monitoring of these attitudes is needed to ensure
that future generations of users are willing to use any biometric systems that are implemented.

Respondents who reported recent victimisation were also significantly more likely than other
respondents to report a willingness to use voice and iris recognition as well as chip implantation to
protect their personal information, but not fingerprint or facial recognition systems.

As the biometrics market continues to develop, further research is needed to understand users’
behaviour and willingness to use biometric technologies, particularly facial recognition and multi-
modal systems that combine various biometrics, which are developing strongly. Evidence is needed
of the extent to which such systems are vulnerable to fraud and misuse and how individuals respond
to victimisation and reinstate their personal information following compromise. In addition, evidence
is needed of the crime displacement effects of introducing biometrics and how criminal behaviour
adapts and changes as a result of enhanced user authentication processes. In particular, risks of
violent crime and duress inflicted on users need to be examined and strategies developed to address

any such problems.
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