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Abstract

This research examines perceptions of cybercrime among police officers, community members 
and cybersecurity experts in Australia. It examines how these groups conceptualise the 
problem of cybercrime and where there is disagreement, as well as identifying opportunities 
for improvement to both officer capabilities and community awareness about cybercrime risk 
and prevention. The research draws from a survey of police officers based in Queensland, New 
South Wales and Tasmania; a survey of adult members of the general Australian community; 
and a focus group with cybersecurity experts.

The research suggests that police officers and community members are engaged in an ongoing 
negotiation about their responsibilities in cybercrime investigations and prevention programs. 
It affirms that an officer’s preparedness to investigate cybercrime correlates with their levels of 
education, previous training, and degree of professional exposure to cybercrime investigations. 
It suggests that life experiences and sociodemographic characteristics influence perceptions 
of cybercrime among both police officers and community members, and notes disagreement 
between police officers and community members about the public’s perception of risk related 
to cybercrime. Overall, the research advocates several recommendations for improving 
understandings of and responses to cybercrime in Australia.
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Executive summary

The increasing importance of digital technologies within social, economic and political life is 
a source of both opportunity and vulnerability for Australian citizens. This makes cybercrime 
a strategic priority for government and law enforcement agencies. Previous criminological 
research suggests that police officers encounter multiple challenges when investigating 
cybercrime, that citizens have potentially unrealistic expectations about police investigative 
capabilities, and that victims experience frustration and stigmatisation when reporting 
a cybercrime incident to authorities. This research contributes to our understanding of 
the perception of cybercrime within an Australian context and assists decision-makers in 
developing innovative and effective policy responses.

This report examines perceptions of cybercrime among a diverse population of stakeholders, 
including police officers, community members and cybersecurity experts in Australia. 
Specifically, the study is guided by four key research questions. They seek to understand how 
these groups conceptualise the problem of cybercrime, to explore to what extent they agree 
and disagree, to identify opportunities for law enforcement agencies to equip officers with 
investigative capabilities, and to identify opportunities for improving community awareness 
about cybercrime risk and prevention. The research involves a mixed-method and multi-
stage design, including a survey of police officers based in Queensland, New South Wales and 
Tasmania; a survey of adult members of the general Australian community; and a focus group 
with cybersecurity experts from government, law enforcement and industry. These results 
are analysed and triangulated to answer the research questions and develop associated, 
evidence‑based recommendations.

Overall, this report suggests that police officers and community members are engaged in an 
ongoing negotiation about their responsibilities in cybercrime investigations and prevention 
programs. The study affirms how an officer’s preparedness to investigate cybercrime correlates 
with their levels of education, previous training and degree of professional exposure to 
cybercrime investigations. Additionally, the research suggests that life experiences and 
sociodemographic characteristics structure perceptions of cybercrime among both police 
officers and community members. Indeed, sociodemographics influence judgements about 
the seriousness and frequency of cybercrime activity and about whether potential victims can 
effectively prevent cybercrime victimisation via cybersecurity-protective behaviours. Finally, 
the study observes that police officers and community members disagree about whether the 
public accurately appraise and understand the risks of cybercrime.
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The knowledge generated through this research has led to the development of evidence-based 
recommendations for improving government, law enforcement and community responses 
to cybercrime and cybersecurity threats. These recommendations have been developed 
to enhance the cybercrime investigative capabilities and quality of victim service provision 
by law enforcement. They also identify the need to increase community awareness about 
incident reporting processes, the utility of cybersecurity-protective behaviours and the 
need to challenge victim-blaming attitudes. The study provides novel contributions to the 
criminological literature and practical recommendations for policy responses to the problem of 
cybercrime. It also identifies the potential for further research examining causal relationships 
and ways in which social interactions influence perceptions of cybercrime among police 
personnel, community members and cybersecurity experts.
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Introduction

Cybercrime is a significant problem for all Australians. The Australian Competition and 
Consumer Commission (2020: 3) estimates that Australians lost $2.5b to technology-enabled 
scams between 2009 and 2019. Despite its magnitude, this figure is unlikely to reflect the full 
extent of harms resulting from cybercrime. Cybercrime has a notoriously low reporting rate. 
Research suggests that a sizable ‘dark figure’ of cybercrime eludes detection and measurement 
because of under-reporting by victims (Kemp, Miró-Llinares & Moneva 2020; Tcherni et al. 
2016). Nor does the figure account for non-financial harms experienced by victims, including 
problems with physical and emotional health, depression and anxiety disorders, relationship 
breakdown, unemployment, homelessness, loss of reputation and the loss of time spent 
attempting to recover financial losses (Cross, Richards & Smith 2016; Australian Cyber Security 
Centre (ACSC) 2015). The consequences of cybercrime and cybersecurity incidents for 
businesses and governments are also significant and include financial losses, data breaches and 
reputational damage to organisations (ACSC 2015; Department of Home Affairs 2020).

The severity and diversity of these harms make cybercrime a strategic priority for state and 
federal governments. In 2013, the Australian Government launched the National Plan to 
Combat Cybercrime, which acknowledged the threat posed by cybercrime and the need to 
develop effective measures to minimise the ‘social and personal risks associated with the use 
of computers and the internet and the protection of children online’ (AGD 2013: 6). The plan 
defines cybercrime as:

…crimes directed at computers or other information communications technologies (ICTs) 
(such as hacking and denial of service attacks), and crimes where computers or ICTs are an 
integral part of an offence (such as online fraud, identity theft and the distribution of child 
exploitation material). (AGD 2013: 4)

This definition encompasses crimes that may only occur within an online environment (such as 
hacking) and also traditionally offline types of crime (such as fraud and identity theft) that have 
evolved along with advancements in information technologies.
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Changes in the ways crime is committed through the use of technology present distinct 
challenges for law enforcement agencies (Brenner 2008; Hinduja 2007; Holt, Bossler & 
Fitzgerald 2010; McQuade 2006; National Institute of Justice 2008; Powell & Henry 2018; 
Stambaugh et al. 2001; Wall 2001). Further, a number of factors complicate the policing of 
cybercrime: its cross-jurisdictional nature, inconsistent legislative frameworks, a requirement 
for technical expertise and resources to investigate and prosecute offenders, and the 
comparatively low priority afforded to cybercrimes by police (Holt 2018: 143–144; Yar & 
Steinmetz 2019). There are also technical difficulties associated with investigating offenders 
who are able to mask their identities and real-world locations through the use of cryptographic 
technologies such as public key encryption, onion routing and cryptocurrencies (Holt, Bossler & 
Fitzgerald 2010; Weimann 2016). Finally, the decentralised nature of some forms of cybercrime 
(such as servers hosting pirated materials or the use of botnets to commit cyberattacks) 
make them highly resistant to being permanently shut down by law enforcement agencies 
(Dupont 2017: 101). This highlights the many difficulties encountered by police in effectively 
investigating cybercrimes.

Australia’s cybercrime investigation capabilities
Australian law enforcement agencies are comparatively well equipped for investigating 
cybercrime. Each jurisdiction has specialised units constituted by officers with skillsets in 
digital forensics and cybersecurity. The Queensland Police Service (QPS), for example, houses 
the Financial and Cyber Crime Group (for investigating general cybercrime offences) and 
Taskforce Argos (for investigating online child exploitation and abuse). However, previous 
research suggests that the investigative capabilities of general duties officers remains limited, 
compared with these specialist units, despite the increasing role of digital technologies in the 
perpetration of traditionally offline crimes (ie computer-enabled crimes). Indeed, social and 
computer scientists have observed a lack of police training in digital crime scene investigations 
and associated strategies for preserving the integrity of electronic evidence (Casey 2019: 
654; Dodge & Burrus 2019: 339). This shortage of skills among general duties officers is 
compounded by procedural difficulties with establishing cross-jurisdictional cooperation 
for the investigation of cybercrime (Willits & Nowacki 2016: 120). Finally, the investigative 
capabilities of law enforcement are also compounded by the ‘problem of going dark’, where 
the use of cryptographic technologies, such as public key encryption and onion routing, enable 
cybercriminals to mask their real-world identities and locations (Weimann 2016). Evidently, 
there are significant impediments to successful cybercrime investigations.
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The Australian Government has attempted to expand the capabilities of law enforcement 
agencies to investigate cybercrime. Specifically, the launch of the Australian Cybercrime Online 
Reporting Network (ACORN) provided a central and online reporting mechanism for victims 
to report cybercrime incidents (ACORN 2014). Details of these reports were then sent to the 
appropriate Australian police jurisdiction for consideration. In some cases, the report initiated 
an investigation; in most cases, however, the report simply added to intelligence received by 
police. In 2019, ACORN was consolidated into the ACSC. The ACSC is part of the Australian 
Signals Directorate and similarly enables victims to report incidents via an online ‘ReportCyber’ 
portal (ACSC 2019). Australian federal and state law enforcement agencies refer victims of 
cybercrime to the ACSC, who then ‘decide whether it should be referred to law enforcement 
agencies for possible investigation’ (Australian Federal Police (AFP) 2019; QPS 2019: para 4).

The introduction of a centralised reporting mechanism potentially helps to improve police 
intelligence about the scope of cybercrime across the country. However, there is research 
suggesting that victims of cybercrime within Australia are generally dissatisfied with responses 
from law enforcement agencies, because of a lack of clarity about who is responsible for 
investigating reported incidents (Cross 2018b, 2019b: 5–7; Cross, Richards & Smith 2016). This 
is often an emergent problem of centralised reporting mechanisms. For example, the United 
Kingdom established ActionFraud in 2009 as a centralised reporting mechanism for all fraud 
complaints. In a recent review of this initiative, the Fraud Advisory Panel (2016: 2) observed 
that ‘[a]n unintended consequence of ActionFraud has been that too many local police forces 
no longer feel that fraud is their responsibility’. This problem may suggest a rethinking of the 
role that central reporting plays in cybercrime investigations. It therefore has significance for 
ongoing discussions about the policing of cybercrime in Australia.

Community attitudes to cybercrime investigations
There is a growing collection of research examining attitudes about cybercrime and associated 
police investigations, particularly the community’s level of knowledge and awareness of 
cybercrime impacts, including an individual’s initial risk of cybercrime victimisation, their 
willingness to report incidents to law enforcement, knowledge about retaining evidence for 
cybercrime investigations, and knowledge about which police agency or authority to contact 
after victimisation. This makes it important to recognise that the prevention of cybercrime is 
often a collaborative process between law enforcement agencies and members of the public 
(Wall 2007: 183). Such community attitudes are influenced by a variety of factors. Existing 
research suggests that popular views about cybercrime and the capabilities of law enforcement 
agencies to investigate incidents are shaped by cultural portrayals within media (Wall 2008a, 
2008b). Specifically, there is a myth that cybercriminals possess complete mastery over 
information technologies; this is reflected in portrayals of computer hackers within cyberpunk 
media such as The Matrix and Die Hard (Wall 2008a: 863–865). These texts inform broader 
‘security mindsets’ that influence expectations of cybercrime investigations and cybersecurity 
policymaking (Kremer 2014).
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At a fundamental level, community attitudes about cybercrime are influenced by judgements 
about moral wrongdoing. For example, research examining victim decision-making processes 
suggests that they are motivated to report incidents to law enforcement by their internal 
sense of justice and an altruistic desire to protect others from similar harms (Cross 2018c: 
550). Similarly, witnesses to a cybercrime, such as distribution of child exploitation material, 
report collating evidence for the purpose of passing it along to law enforcement agencies 
and organising ‘cyber-vigilante’ campaigns (Huey, Nhan & Broll 2013). These cyber-vigilantes 
similarly self-report that they are motivated by media representations of online crime (such as 
NBC’s To Catch a Predator), their sense of justice and a desire to prevent further victimisation 
(Chang, Zhong & Grabosky 2018; Huey, Nhan & Broll 2013: 86). Consequently, members of 
the public generally differentiate between types of cybercrime according to their perceived 
severity, with some types of online crime (eg digital piracy) considered less serious than others 
(eg cyber-fraud and ransomware; see Holt & Bossler 2016 for a review).

Past experiences also influence public attitudes about cybercrime and associated police 
investigations. For example, previous victimisation positively correlates with heightened 
perceptions of cybersecurity risk and a greater likelihood of engaging in avoidance 
behaviours—such as avoiding online forms of banking and commerce (Randa 2013; Riek, 
Bohme & Moore 2016). The willingness of members of the public to report cybercrime 
incidents to law enforcement agencies—and therefore assist in their investigatory efforts—is 
also influenced by past experiences. For example, negative experiences of reporting online 
fraud, as when law enforcement agencies are not forthcoming with assistance, reduce self-
reported levels of trust in the police (Cross, Richards & Smith 2016; Jang, Joo & Zhao 2010). 
Similarly, research examining the experiences of Australian victims of image-based sexual abuse 
reports that they believed that their complaints to law enforcement were not taken seriously 
(Henry, Flynn & Powell 2018: 569–574; Powell 2010). Individual law enforcement agencies 
that refuse to accept responsibility for investigations because of the cross‑jurisdictional 
character of cybercrime complaints further compound this problem (Cross 2019b: 12). Finally, 
members of the public also report reduced levels of trust in law enforcement agencies where 
they consider investigatory priorities misguided, such as where police are perceived to spend 
excessive resources investigating digital piracy (Holt, Brewer & Goldsmith 2019: 1, 147, 152). 
Overall, the existing research suggests that there is a significant discrepancy between the 
community’s expectations of the investigative capabilities of law enforcement agencies and the 
corresponding experiences of cybercrime victims.
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Police attitudes to cybercrime investigations
There is a complementary collection of research examining attitudes among law enforcement 
officers about cybercrime and their perceived responsibilities as investigators. However, 
most of this research has examined attitudes of law enforcement officers based within the 
United States, United Kingdom and Canada, with comparatively little research examining 
Australian jurisdictions. Generally, this research indicates that police share some similar views 
about cybercrime to members of the public—but also that they feel ill equipped to conduct 
investigations. The research generally suggests that police officers support preventative 
cybercrime initiatives that equip citizens with the necessary knowledge about, and thus 
responsibility for, reducing their risk of online victimisation (Broll & Huey 2015: 167; Hinduja & 
Schafer 2009).

Like members of the public, law enforcement officers prioritise their work according to their 
judgements about the severity of different cybercrimes. Specifically, the concept of an ‘ideal 
victim’ is useful for understanding how police officers prioritise different types of investigations 
(Cross 2018a). The notion of the ‘ideal’ victim refers to heuristics used for distributing 
responsibility for criminal behaviours, with ‘ideal victims’ perceived as morally blameless 
and weak (Christie 1986: 19). For example, research based upon naturalistic observation of 
police control rooms within the United Kingdom suggests that the perceived ‘blamelessness’ 
of victims of cyber-harassment influences decisions about whether further investigation is 
warranted within a context of limited resources (Black, Lumsden & Hadlington 2019). Indeed, 
British police officers report frustrations with ‘unhelpful victims’ of cybercrime who fail to 
follow advice about preventing victimisation, such as by blocking offenders or avoiding social 
media platforms (Millman, Winder & Griffiths 2017: 93). In this sense, law enforcement officers 
view victims of cybercrime who do not take preventative measures as more blameworthy.

Similarly, studies based on US populations suggest that local law enforcement agencies 
are likely to place investigative priorities on one form of cybercrime—online child sexual 
exploitation (Hinduja 2004; Holt, Bossler & Fitzgerald 2010; Holt, Burruss & Bossler 
2015). This probably reflects the seriousness of such offences, underpinned by the moral 
blamelessness and comparative powerlessness of victims. In contrast, law enforcement officers 
view other types of interpersonal cybercrime as less severe. For example, research examining 
the use of discretion among Canadian cybercrime investigators suggests that officers avoid 
opening formal investigations where child exploitation material is produced by adolescents 
engaging in ‘sexting’ behaviours (Dodge & Spencer 2018: 645). Here, the distinction between 
offender and victim is blurred, and the behaviour is viewed as inherently less harmful. 
Canadian law enforcement officers have reported that they do not view ‘cyberbullying’ as a 
form of ‘criminal’ behaviour, thus shifting responsibility for addressing such conduct to parents 
and educational institutions (Broll & Huey 2015: 163–165). Finally, research examining UK 
police suggests that officers have a limited understanding of what constitutes image-based 
sexual abuse as a criminal offence (Bond & Tyrell 2018: 11). Overall, the research suggests 
that law enforcement officers use similar moral heuristics when appraising the seriousness 
of cybercrime.
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Police preparedness to investigate cybercrime
An expanding collection of research examines police assessments about their preparedness 
to investigate reports of cybercrime. Many researchers have argued the importance of 
general duties officers responding to cybercrime in the same way they would to a traditional 
report about criminal activity: securing the evidence, speaking with witnesses and gathering 
additional intelligence (Bossler & Holt 2012; Hinduja 2007; National Institute of Justice 2008; 
Stambaugh et al. 2001). Indeed, the quality of a first responder’s scene management is known 
to have a dramatic impact on the likelihood of solving a real-world crime (Hinduja 2007). 
It is likely that the same or similar conditions would apply to solving cases of cybercrime. 
However, knowledge about the investigatory practices of officers and whether they have been 
adequately trained to appropriately investigate cybercrime remains limited (Hinduja 2007; 
Holt, Bossler & Fitzgerald 2010; Holt, Burruss & Bossler 2015).

Available information suggests that new police recruits in Australia receive limited instruction 
about cybercrime investigations, the handling of electronic evidence and basic digital forensics. 
For example, neither the AFP (2020) nor the New South Wales Police Force (NSWPF 2020) 
list cybercrime or computer training as part of their basic training curriculum. The QPS (2020: 
29) Academy provides basic computer training to new recruits, although this training focuses 
primarily on how to navigate police information databases. Additionally, in Queensland, the 
analysis of electronic evidence is restricted to authorised officers who have been accredited by 
the Electronic Evidence Unit (QPS 2021: 70). Thus, while specialist officers are well equipped to 
investigate computer-dependent and enabled crimes, it is apparent that general duties officers 
lack basic training in cybercrime investigation. Clearly, significant training burdens are already 
placed upon police officers and recruits, but there is an evident gap in their investigatory 
capabilities in a context where cybercrime investigations are a strategic and funding priority of 
the federal government (Department of Home Affairs 2020).

A small body of research has examined how cybercrime investigations are perceived among 
administrators of local law enforcement agencies (Hinduja 2004; Holt, Bossler & Fitzgerald 
2010; Marcum et al. 2010; Stambaugh et al. 2001). A smaller body of research examined the 
perceptions of general duties officers outside Australian jurisdictions (Bossler & Holt 2012, 
2013; Holt & Bossler 2012a, 2012b, 2014; Senjo 2004). Research has examined the correlates 
of cybercrime investigatory capabilities, with technical expertise consistently identified as a 
relevant variable. Macro-level comparative studies of US law enforcement agencies suggest 
that larger police agencies are better equipped—in terms of expertise and infrastructure—to 
respond to cybercrime incidents (Willits & Nowacki 2016). Generally, the research suggests 
that the quality of investigations is impacted by inconsistent reporting practices, poor 
information‑sharing arrangements, inadequate digital infrastructure and low levels of technical 
expertise among general duties officers (Nouh et al. 2019: 8–9). Indeed, police officers based 
within the United Kingdom report frustration about the contribution of the rapid advancement 
of information technologies to a lack of technical expertise among general duties officers, 
who are observed to be conceptually confused about what differentiates ‘cybercrime’ from 
‘ordinary’ crime (Cross 2019a: 128; Hadlington et al. 2018: 4–7). 
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This suggests a lack of understanding about the distinction between ‘cyber-enabled’ and 
‘cyber‑dependent’ forms of crime (McGuire & Dowling 2013) and how technical expertise may 
be differentially important to respective forms of cybercrime investigation.

As a result, police administrators have argued for a need to improve the investigatory 
capabilities of local law enforcement agencies to respond to reports of cybercrime. Specifically, 
administrators have highlighted both the need for additional computer training for general 
duties officers (Brenner 2008; Collier & Spaul 1992; Hinduja 2007; Holt, Bossler & Fitzgerald 
2010; McQuade 2006; Stambaugh et al. 2001; Wall 2007) and the utility of creating or 
improving specialised cybercrime investigation units (Hinduja 2007; Marcum et al. 2010; 
Stambaugh et al. 2001). Yet it is law enforcement management, rather than general duties 
officers, making most of these recommendations. As a result, management and officers may 
disagree about how first responders should respond to cybercrime incidents. For example, 
research suggests that general duties officers who lack experience responding to cybercrime 
reports would prefer that citizens change their online behaviours, not that police be required 
to receive additional training about effective investigations (Bossler & Holt 2012; Holt & 
Bossler 2012a). In contrast, officers who have been exposed to cybercrime or who already have 
computer skills express more enthusiasm about conducting cybercrime investigations (Holt & 
Bossler 2012b). Indeed, knowledge of digital forensics has been observed to enhance police 
understanding of the importance of intangible evidence (Brown 2015: 64–65), render officers 
more likely to view cybercrimes as comparatively serious offences (Holt & Bossler 2012a) and 
reduce the tendency to blame victims for failing to prevent online victimisation (Holt et al. 
2019: 32). However, officers are still more likely to view the public as inadequately aware of 
cybersecurity risks (Lee et al. 2019).

Overall, the existing research suggests that the self-reported level of preparedness to 
investigate cybercrime is a function of both good organisational management and previous 
experience among well-trained police officers. For example, one recent survey-based study 
of British police officers suggests that self-reported levels of preparedness to investigate 
cybercrimes are dependent upon whether an organisation has clear policies and procedures 
about responses to cybercrime, the quality of investigation training programs, self-reported 
levels of technical expertise, and whether they already have experience in the area (eg Bossler 
et al. 2019; Holt, Burruss & Bossler 2019). Similar research suggests that general duties officers 
who have completed substantive face-to-face training on cybercrime investigations feel better 
equipped to respond effectively to incident reports than officers who completed online-
based training programs (Cockcroft et al. 2018: 14–15). Finally, recent studies examining three 
(anonymous) cybercrime units across Australian policing jurisdictions suggest that investigators 
feel ‘invisible’ to police command, and therefore under-resourced and ill-equipped to deal with 
an increasing number of case referrals from the centralised reporting mechanism at the ACSC 
(Harkin & Whelan 2019: 5–13; Harkin, Whelan & Chang 2018; Whelan & Harkin 2019).
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The need for Australian-focused research
Within the Australian context, the importance of understanding how police personnel 
comprehend and perceive their role in responding to cybercrime is further underscored by a 
set of guidelines, published by the Australia New Zealand Policing Advisory Agency (2019), that 
exist for all Australian police agencies. The guidelines refer to a minimum set of capabilities 
that officers have the skills and knowledge to perform, including the key competencies of 
frontline and first response officers in responding to technology-related crime. Research into 
policing cybercrime in the Australian context must therefore seek to gain the perspectives 
of general duties officers directly, in addition to the opinions of specialists, senior police and 
administrators. Finally, there is potential for a mismatch between community expectations 
of policing responses to cybercrime and the complexity of policing in this internet-enabled, 
and thus global, environment. International and emerging local research suggests that police 
agencies themselves face numerous barriers to updating their knowledge and capabilities in a 
constantly changing technical context, as well as resource and jurisdictional limitations (Button 
2012; Cross & Blackshaw 2015).

To date, there is no Australian research examining the knowledge of general duties officers 
about cybercrime or documenting Australian community expectations and attitudes towards 
the policing of cybercrime. Therefore, it is critical that police respond in a way that meets 
the needs and expectations of the community, while also being realistic about their finite 
resources (Wall 2007: 185). Choo (2010: 68) asserts that, with the evolution of technology 
and cybercrime:

…law enforcement agencies need to reassess policing roles and techniques in order to 
better attune the delivery of community policing to the needs, wants and expectations of 
the community.

Without establishing the expectations of the community, it is difficult to ascertain whether 
police are meeting those expectations and, if not, where the gap lies in terms of improvement 
(in better education and community awareness or in improved training practices, for example). 
Without this knowledge, ‘misinformation cannot be countered, misunderstandings are 
perpetuated and there is no firm platform to establish a responsive criminal justice policy’ 
(Wall 2007: 185). These are major gaps in research that need to be addressed in order to 
meaningfully progress community understandings of, as well as Australian policy and policing 
responses to, cybercrime.
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Methodology

This project used a three-stage, mixed-methods research design. It involved the collection 
and analysis of quantitative and qualitative data measuring perceptions among police officers 
and the general community of cybercrime investigations. This section provides details of the 
methods and data sources underpinning the current project. It outlines the research objectives 
and guiding questions, summarises the survey instruments and explains how this data was 
used to structure additional qualitative data collection via focus groups.

Research objectives and questions
The project focused on the understandings of, attitudes to and perceptions of cybercrime 
among general duties police officers and members of the general community in Australia. 
Given its significance as a strategic priority for the Australian Government, it is critical to 
understand how the issue of cybercrime is understood by first responders, such as law 
enforcement personnel. ReportCyber (via the ACSC) certainly acts as a central reporting portal 
for cybercrime victims, but previous research (Cross 2018b, 2018c) indicates that general duties 
officers remain the primary point of contact for many victims making an initial complaint. 
Accordingly, the study addressed four research questions:

•	 What are the understandings, perceptions and response expectations of internet-enabled 
crimes among the Australian adult community and by general duties police?

•	 To what extent, and in what ways, are the understandings, perceptions and response 
expectations of the Australian general community similar or different to those of general 
duties police?

•	 What opportunities are there for awareness raising, access to information and support in 
relation to online crimes for the general Australian community?

•	 What opportunities are there for improving police training, resources, capacity and 
confidence in responding to online crime?

To answer these four research questions, the project employed a three-stage, mixed-methods 
research design. Ethics approval was received from the Queensland University of Technology 
(QUT) Human Research Ethics Committee for all three stages of the research (#1700000292; 
#1700000504; #1700000923).
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It is important to note that the research presented within this report was conducted under 
the previous processes for reporting cybercrime, established by ACORN. ACORN was 
decommissioned on 30 June 2019 and replaced with a new portal (cyber.gov.au). The research 
instruments were developed, and associated quantitative and qualitative data analyses 
conducted, with reference to the reporting practices recommended by ACORN.

At the time, ACORN (2014: para 1) defined cybercrime as:

[C]rimes which are:
–	 directed at computers or other devices (for example, hacking), and
–	 where computers or other devices are integral to the offence (for example, online 

fraud, identity theft and the distribution of child exploitation material).

Common types of cybercrime include hacking, online scams and fraud, identity theft, 
attacks on computer systems and illegal or prohibited online content.

This research project uses the term ‘cybercrime’ in a broader context than that above. ACORN’s 
definition of cybercrime is primarily focused on ‘cyber-dependent crimes’, which target or 
require the use of computers or digital technologies. Instead, this project uses a broader 
definition of ‘cybercrime’ including also ‘cyber-enabled crimes’—offences that involve the use 
of computers or digital technologies, yet are not dependent upon them (McGuire & Dowling 
2013). For example, cybercrime offences such as cyberstalking, the non-consensual distribution 
of intimate images, online threats and criminal harassment are facilitated through the internet 
(Powell 2010; Powell & Henry 2018) but may not fall within the scope of ACORN’s more 
restrictive definition.

Stage one: Police survey
We developed an online survey for dissemination to Australian police agencies, based on 
the previous work of Holt and colleagues. This established instrument measures respondent 
demographics, patterns of technology use, perceptions of cybercrime, confidence in responses 
to cybercrime and attitudes to technology in policing.

Participating police agencies

We invited all Australian police agencies to participate in the project by completing the online 
survey. The research team approached the research unit in each jurisdiction (where available) 
and submitted a research application.

The recruitment of police officers to participate in the project commenced in August 2017. 
Receiving approval from police agencies was time consuming and involved several delays. 
Because the intention of the project was to target the views of general duties officers, the 
survey targeted officers based within all state and territory law enforcement agencies. Overall, 
the QPS, NSWPF and Tasmania Police agreed to participate in the project. The Western 
Australia Police Force, South Australia Police and Victoria Police declined to participate. The 
Northern Territory Police and Australian Capital Territory Policing (through the AFP) did not 
respond to the initial request or any subsequent communications.
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Survey dissemination

The survey instrument was disseminated to all policing staff in the participating agencies. The 
invitation included the following statement:

We are inviting all general duties officers at the rank of Constable, Senior Constable, and 
Sergeant across the [police agency] as well as specialist staff (both sworn and unsworn) in 
a position related to cybercrime.

The QPS distributed the online survey link via email and organisation-wide notifications on six 
occasions between November 2017 and June 2018. This targeted approximately 5,000 sworn 
general duties officers at the rank of constable to sergeant across the state and 540 sworn 
specialist investigators within State Crime Command.

NSWPF distributed the survey through the Manager of Research Coordination. An email 
was sent to all NSWPF employees stating that the research was endorsed by the deputy 
commissioner. Additionally, the Investigations and Counter Terrorism group invited all 
employees to participate. An initial email was sent 13 March 2019, and a follow-up email was 
sent 4 April 2019. The emails were sent through the Nemesis system (used to send statewide 
emails to either all police or specific groups of NSWPF employees). Overall, the survey was 
disseminated to all NSWPF personnel, approximately 20,000 (NSWPF 2018: 79).

Tasmania Police distributed the survey in March 2019: to managers of investigative areas, for 
dissemination among staff; via email to staff within the Fraud and E-Crime unit; and posted on 
the agency’s intranet. In total, the survey was disseminated to the agency’s 1,859 employees 
(Tasmanian Government Department of Police, Fire, and Emergency Management 2019: 69).

Survey instrument and items

We adapted the survey instrument from a previous instrument used to examine attitudes 
about cybercrime among police officers based within the United States and United Kingdom 
(Bossler & Holt 2012, 2014; Holt & Bossler 2012a, 2012b). The survey was expected to take 
between 20 and 30 minutes to complete. It consisted of five distinct modules:

•	 technology use and general online experiences;

•	 perceptions of cybercrime;

•	 confidence in police responses;

•	 technology use and policing; and

•	 demographics.
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Technology use and general online experiences

Respondents were asked specific questions about their use of technology across several 
distinct five- or six-point scales. For example, the survey instrument included items measuring: 
how often they access the internet (ranging from ‘3+ times a day’ to ‘less often than a few 
times a week’); how many hours they spend on the internet a day (ranging from ‘less than 
1 hour’ to ‘6 or more hours’); how many specific types of devices they own (ranging from 
0 to 5+); how comfortable they are using computers in their daily lives (ranging from ‘very 
uncomfortable’ to ‘very comfortable’); and a self-assessment of their skill level with computers 
(ranging from not using computers ‘unless I absolutely have to’ to ‘very knowledgeable’).

Perceptions of cybercrime

Respondents were asked to rate how much they agreed with a series of 25 statements relating 
to the impact of technology on crime, policing and society. The items used a five-point scale 
ranging from ‘strongly agree’ to ‘strongly disagree’. These survey items measured police 
attitudes to: the threat posed by cybercrime (as a whole); whether and how technology is 
changing police work; different strategies for responding to and investigating cybercrime; and 
who is primarily responsible for preventing cybercrime.

Additionally, respondents were asked to assess the seriousness and frequency of 27 types 
of online and offline criminal offences. The seriousness of different types of crimes was 
measured using a five-point scale ranging from ‘not very serious’ to ‘very serious’. Similarly, 
the frequency of these offences was measured using a five-point scale ranging from ‘never’ to 
‘very frequently’. The survey items measured perceptions about the seriousness and frequency 
of several types of cybercrime offences, including fraud and identity cybercrime, interpersonal 
cybercrime, cyber-harassment and abuse, and cyber-enabled crimes.

Confidence in police responses

Respondents were asked to rate their confidence in police responses to cybercrime within 
their own jurisdiction and their specific agency. They were also asked to rate their own ability 
to respond to cybercrime as an individual. Several survey items specifically measured how 
confident the respondents were that their agency takes cybercrime seriously, adequately funds 
cybercrime investigations, supports victims of cybercrime, detects and charges offenders and 
effectively prevents cybercrime from occurring. These survey items were measured on five-
point scales ranging from ‘not at all confident’ to ‘very confident’. Respondents were also asked 
to rate and describe their perception of the importance of factors that could improve their 
preparedness to respond to cybercrime incidents, including: public education; digital forensics; 
increasing penalties for offenders; cooperating with businesses; investing in high-tech crime 
units; training general duties officers; additional legislation; and developing local, state or 
federal cybercrime investigative capabilities. These items were measured on a five-point scale 
ranging from ‘not important’ to ‘very important’. Respondents were offered the option of 
providing additional, qualitative feedback.
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Technology use and policing

Respondents were asked multiple questions related to their use of computer technology and 
the internet as part of their job. Survey items measured how often respondents access the 
internet as part of their policing duties (ranging from ‘3+ times a day’ to ‘less often than a few 
times a week’) and how many hours they spend online for policing purposes on an average day 
(ranging from ‘none’ to ‘6 or more’). Other items described in the first module (technology use 
and general online experiences) were specified within the context of their work responsibilities.

The survey instrument also examined whether, and to what extent, respondents had received 
any training to investigate or respond to cybercrime. Where respondents indicated that 
they had received relevant training (yes/no), they completed an additional nine binary (yes/
no) items measuring the type of training received. These included items measuring whether 
they were instructed to: refer victims to ACORN, take initial reports of cybercrimes, collect 
or preserve digital evidence, and collect and use open source intelligence. They also asked 
whether respondents were trained in digital investigation techniques or about relevant state or 
federal legislation.

Additionally, a series of questions canvassed the average amount of work hours respondents 
spend each week dealing with specific types of cybercrime and in various aspects of 
investigations. These items were measured on a six-point scale ranging from ‘none’, ‘less than 
1 hour’, ‘1–4 hours’ and increasing four-hour increments up until ‘over 16 hours’. Relevant 
items included whether respondents spent time: assessing reports from ACORN, writing 
cybercrime-related reports or completing paperwork, seizing devices, triaging seized devices, 
and interpreting the results of a digital forensic analysis report.

Demographics

Respondents were asked to provide a range of descriptive details related to their occupation 
and personal demography. These items recorded respondents’ gender, age, highest level of 
education, rank, policing region, Indigenous status and country of birth and asked whether 
they were general duties officers or cybercrime specialists (hereafter ‘specialists’).

This demographic module was initially placed at the end of the survey instrument 
(administered to officers based within the QPS). There was an observably high rate of 
participant drop-off among these respondents. Therefore, when the survey was disseminated 
to NSWPF and to Tasmania Police, the demographics module was shifted to the beginning of 
the instrument. All other modules and questions remained the same.
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Response rate

Overall, there were 686 responses to the survey, although there was a substantial number of 
incomplete responses to individual questions. These inconsistencies permeate the data, even 
for basic descriptive information. To that end, the respondent population does not necessarily 
reflect the views of the overall police agencies from which they were drawn. For example, 
there were 148 total respondents from QPS, with 79 indicating that they served as general 
duties officers, 61 as specialists, and eight as unsworn respondents. Measured against the 
targeted recruitment sample, 11 percent of all specialists contacted replied, while only two 
percent of those general duties police participated.

All members of NSWPF were invited to participate, so the response rate is particularly low. 
Only two percent of the force responded. Of those, 65 were general duties officers, 177 were 
specialists and 97 were unsworn. Because we do not have a specific breakdown of generalists 
versus specialist police from NSWPF as a whole, we can only determine an overall response 
rate for the entire police force.

Tasmania Police respondents included 14 general duties officers, 15 specialists and two 
unsworn members. This represents a total of 31 respondents from a population of 1,859 
employees. Again, because we do not have a specific breakdown of generalists versus 
specialists within the police from Tasmania, we can only determine that the survey had 
an overall response rate of two percent. Finally, it should be noted that one individual 
self‑identified as a member of Victoria Police. It is unclear whether this was entered in error, 
or how an individual could have engaged in the survey despite the non-participation of 
their agency.

Although the original intention was to target general duties police rather than specialist 
officers, the sample clearly over-represents the views of specialists employed across the three 
agencies. This is important in interpreting the results of the survey. However, low response 
rates are typical of online police survey research and are not inherently problematic (Nix et al. 
2019: 533–34). Previous research has documented frequent high non-response rates to police 
surveys, attributed to officers’ distrust of external investigators (Skogan 2015). In the case of 
Australian police agencies, these difficulties are compounded by bureaucratic processes that 
limit access and by the possibility of survey fatigue among respondents (Nix et al. 2019: 534).
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Data analysis

Researchers analysed the data using SPSS Statistics software (IBM SPSS V.26) and consolidated 
the raw data associated with the dependent variables across modules 2 (perceptions of 
cybercrime) and 3 (confidence in police response) into three-point scales, in order to increase 
the sensitivity of contingency tables to statistical analyses. For example, items within the 
perceptions of cybercrime module were consolidated from a five-point scale (‘strongly 
agree’ to ‘strongly disagree’) to a three-point scale (‘agree’ to ‘disagree’). We compared 
descriptive statistics for responses on each of the survey items. Contingency tables were 
analysed to examine the influence of sociodemographic (module 5) and technology-related 
variables (modules 1 and 4) on patterns of responses to survey items across modules 2 to 3, 
using Pearson’s chi-square test for independence where independent variables are nominal 
(eg respondent gender, experiences of cybercrime training and expressed comfort with 
technology). The results of these tests are interpreted together with patterns observed within 
contingency tables, which indicate the direction of any significant relationships. Finally, where 
the independent variable is ordinal (eg age), Pearson’s correlation coefficient is used to assess 
the strength of relationships.

Stage two: Community survey
The second stage of the research design involved conducting a national survey to examine 
attitudes and experiences of cybercrime within a general (non-representative) sample of the 
Australian community. This enabled the collection of comparative survey data, because the 
survey instrument and specific items were designed to complement those outlined above.

Participant recruitment

The research sample included Australian adults aged 18 to 69 years. This age range was 
selected because it represents the majority of mobile and internet technology users (ACMA 
2011, 2015). A social research panel provider (Qualtrics Panels) recruited respondents and 
invited them to take part in the survey. This was a non-probability sample with quota sampling 
across gender and age to approximate the demographics representative of the Australian 
population (as per the Australian Bureau of Statistics Census data). Qualtrics Panels informed 
all respondents that the purpose of the study was to examine attitudes and experiences of 
cybercrime and online harm.
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Survey instrument and items

We developed the survey instrument used in the second stage of the research to obtain 
comparative data about community attitudes to cybercrime. Researchers again adapted the 
survey from the work of Holt and Bossler (2012) and estimated that it would take between 
20 and 30 minutes to complete. It contained six distinct modules:

•	 technology use and general online experiences;

•	 perceptions of cybercrime;

•	 cybercrime risk and resilience behaviours;

•	 cyber victimisation, reporting and experience of police response;

•	 overall confidence in police response to cybercrime; and

•	 demographics.

Technology use and general online experiences

Respondents were asked nine specific questions:

1.	 frequency of internet use;

2.	 daily active time spent online;

3.	 number and type of devices used;

4.	 most frequent device used;

5.	 comfort with computer use;

6.	 skill level in solving computer problems;

7.	 frequency of use of digital communications (including social media);

8.	 weekly hours spent online for various tasks; and

9.	 relationship to various people regularly connected with online.

The items listed above are comparable to technology-related modules within the police 
survey (1 and 4). With the exceptions of questions 4 and 9, items were rated by participants 
on a five-point scale. Responses of 1 indicated lower levels of engagement or confidence with 
technology use, and responses of 5 indicated higher engagement or confidence. Participant 
responses to questions 1, 2, 3, 7 and 8 were aggregated to create an overall ‘engagement with 
technology use’ score (with higher mean scores indicating greater frequency, hours and types 
of online engagement). Responses to questions 5 and 6 were aggregated to create an overall 
confidence with technology use score (with higher mean scores indicating greater comfort and 
confidence in using computer technologies).
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Perceptions of cybercrime

Community respondents were asked to rate their agreement with 25 statements about 
perceptions of cybercrime. We measured responses using a five-point scale ranging from 
‘strongly agree’ to ‘strongly disagree’. The survey items were the same used within module two 
(perceptions of cybercrime) within the police survey, with only minor changes in phrasing.

Respondents were then asked to rate three sets of statements regarding their fear of different 
types of crime. These items are comparable with the survey items measuring perceived 
seriousness of cybercrime offences within module two of the police survey. We again 
measured responses using a five-point scale ranging from ‘not afraid at all’ to ‘very afraid’. 
The first set of 15 questions measured levels of fear of traditional crimes (eg ‘having someone 
break into your home while you are there’ and ‘being raped or sexually assaulted’). The 
second set of 10 questions measured levels of fear of identity and fraud-related cybercrimes 
(eg ‘having your personal information exposed to the public by another organisation without 
your knowledge/consent’ and ‘having someone hack into one of your (online) accounts’). The 
third set of 16 questions measured levels of fear of interpersonal cybercrime, cyber-abuse and 
image-based abuse (eg ‘having someone threaten they will send a nude or sexual photo/video 
of you onto others or post it online’ and ‘having someone make online threats to sexually harm 
you, rape or sexually assault you’).

Finally, respondents were asked to rate the same three sets of statements regarding their 
perceived likelihood of crime victimisation. We measured responses using a five-point scale 
ranging from ‘not at all likely’ to ‘very likely’. The measures are comparable with the survey 
items about officer perceptions of frequency within module two of the police survey.

Cybercrime risk and resilience behaviours

This module posed a series of questions concerning cybercrime risk and associated protective 
behaviours, including an item measuring self-assessed confidence to protect against 
cybercrime on a five-point scale ranging from ‘not at all confident’ to ‘very confident’. 
Subsequently, respondents indicated the frequency with which they engaged in 16 types 
of protective behaviours on a five-point scale ranging from ‘none of the time’ to ‘all of the 
time’. For example, survey items measured how often respondents ‘use and update antivirus 
software on your devices’, ‘change the passwords for your online accounts’ and ‘avoid updating 
your real-time location online’.
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Cyber victimisation, reporting and experience of police response

This module asked respondents about their experience of a range of cybercrime victimisation 
types, including identity crime and online fraud, interpersonal harassment, and cyberbullying 
and abuse. These items are comparable to the measures of police experiences of investigating 
or responding to cybercrimes within module four of the police survey. For each cybercrime 
subtype, respondents were asked to indicate whether they had experienced multiple examples 
of crime victimisation. For example, to gauge whether respondents had ever experienced 
an incident of interpersonal harassment, they were asked whether they had ever ‘received 
insulting or threatening comments by strangers online’ or ‘had a friend or acquaintance post 
offensive content pretending to be you online’. Where respondents indicated that they had 
experienced any example of a subtype of cybercrime victimisation, they were prompted to 
answer additional questions that measured: whether they reported the incident to police 
(yes/ no); how they reported it to police (via ACORN, in person, via phone or other); how 
helpful they found the police response (on a five-point scale ranging from ‘very helpful’ to 
‘not at all helpful’); whether they sought other forms of assistance (eg from a friend, family 
member, lawyer or health professional); and how helpful they found this form of assistance 
(also on a five-point scale ranging from ‘very helpful’ to ‘not at all helpful’). They were then 
prompted to provide additional qualitative information about their experiences of victimisation 
and the support offered by police or other services.

Overall confidence in police response to cybercrime

Independent of any personal experiences of cybercrime victimisation, all respondents were 
asked to rate their confidence in the police within their jurisdiction to respond to cybercrime 
incidents. These measures are comparable to measures within module three of the police 
survey. Overall levels of confidence were measured on a five-point scale ranging from ‘not at all 
confident’ to ‘very confident’. Using the same scale, respondents were asked to specifically rate 
their confidence on four specific items about whether police: take cybercrime as seriously as 
face-to-face crimes, are adequately funded and resourced to address cybercrimes, are effective 
in supporting victims of cybercrime, and are effective in detecting and charging perpetrators 
of cybercrime.

Survey items included within this module are also comparable to measures within module four 
of the police survey (technology use and policing). Respondents were directly asked about any 
recent contact with police concerning cybercrime. This included items that measured the most 
recent time they contacted police concerning a cybercrime incident, the most recent time a 
neighbour or loved one had contacted the police regarding a cybercrime incident, and the most 
recent time they had discussed a cybercrime incident with a neighbour or loved one. These 
items were measured on a six-point scale with increasing time frames: ‘within the last week’, 
‘within the last several weeks’, ‘within the last several months’, ‘within the last year’, ‘over a 
year ago’, and ‘never’. Finally, respondents were prompted to provide any additional qualitative 
information about their confidence in police responses to cybercrime, including whether they 
had any thoughts about how these responses could be improved in the future.
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Demographics

Finally, respondents were asked to provide a range of demographic information. This included 
nominal and ordinal data about their gender, sexuality, whether they identified as Aboriginal or 
Torres Strait Islander, age, country of birth, details about household occupants, details about 
any ongoing disabilities, highest level of education, employment status, current occupation and 
annual income.

Response rate

Overall, Qualtrics Panels sent 5,736 invitations to prospective participants. Excluding responses 
with missing demographic datapoints, 2,037 surveys were completed. This represented a 
response rate of 36 percent—a good result for comparable social science survey research 
(Crow et al. 2017: 597; Davis & Dossetor 2010: 2).

Data analysis

Researchers used IBM SPSS (V.26) to analyse the data and generate descriptive statistics 
about the independent variables. These included sociodemographic data (module six) and 
measures of technology use and general online experiences (module one). Descriptive statistics 
were also generated and reported for the dependent measures across modules two to five 
(perceptions of cybercrime; risk and resilience behaviours; cyber victimisation, reporting and 
experience of police responses; and confidence in police response to cybercrime). We analysed 
the relationships between gender (binary male or female) and age (re-coded as categorical 
variable) on the dependent measures (eg mean levels of fear of different types of crime; binary 
measures of crime victimisation, yes or no) using one-way ANOVA and chi-square tests of 
independence respectively.

The data collected during stage one (police survey) and stage two (community survey) of the 
research have also been comparatively analysed where there are identical or similar measures. 
To conduct these comparative analyses, the five-point scales were consolidated into three-
point scales across modules two, three and four (eg by consolidating ‘strongly agree’ and 
‘agree’ into a single response). This enables chi-square analyses to compare response patterns 
between the police and community samples. Police measures of crime seriousness (ie stage 
one, module two) are compared with community measures of fear of crime (ie stage two, 
module two). In this manner, police and community perceptions of cybercrime, cybercrime 
prevention strategies and protective behaviours, and confidence in police responses to 
cybercrime incidents are all comparatively analysed.



Report to the Criminology Research Advisory Council
Criminology Research Grant

20

Stage three: Focus group with cybercrime and cybersecurity 
professionals
The third stage involved a large-scale focus group discussion with a diverse group of cybercrime 
and cybersecurity professionals. The aim was to analyse and calibrate the survey results and to 
provide additional insights.

Recruitment of participants

Chief Investigator (CI) Cross facilitated the recruitment of a purposive sample of focus group 
participants through several channels. Firstly, invitations were extended across existing 
professional networks. This included potential participants from police, government and 
industry with whom CI Cross has previously worked in the areas of fraud and cybersecurity. 
Secondly, specific agencies and individuals were selected, based on their known expertise in 
cybercrime or cybersecurity, and invited to participate. Thirdly, a snowball sampling technique 
enabled us to access additional attendees from the broader networks of participants.

To be eligible for participation in the workshop, individuals met the following requirements:

•	 aged 18 years or over;

•	 able to give informed consent; and

•	 expertise in either cybercrime or cybersecurity.

Participants were invited from across Australia to attend a day-long focus group at the 
QUT Gardens Point campus in Brisbane, Australia. Participants based outside of Brisbane 
were offered return flights to attend the workshop, and the event was scheduled to enable 
participating individuals to fly in and out the same day. An exception was made for attendees 
from Perth and Hobart, who were offered one night’s accommodation. Participants from 
Brisbane, the Sunshine Coast and the Gold Coast were offered free parking at QUT for the day.

The demographics of focus groups invariably affect the characteristics of qualitative data. On 
the day, 28 participants attended. Almost all (n=26) completed a short demographic form. 
Of these 26 participants, the majority (n=21) were male. The average age of participants 
was 45 years; the youngest was 27 and the oldest 64. Ten participants (39%) were from law 
enforcement, seven (27%) were from government, six (23%) were from industry or the private 
sector, and the remaining three (12%) were from other sectors, including tertiary education 
and the not-for-profit sector. Although there was an over-representation of Brisbane-based 
participants, participants also came from other states and territories. They had a range of 
experience working broadly in cybercrime, some with limited experience and others with 
detailed experience. The average was 11 years of experience, and the highest was 30 years. 
Overall, the focus group offered a diverse range of views across law enforcement, government 
and the private sector.
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Format of the focus group

CIs Cross and Holt facilitated the focus group. Participants sat randomly at one of six tables 
in the room. Members of the research team made several presentations. After members of 
the research team and participants had introduced themselves to the broader group, CI Cross 
provided an overview of the research project, including a brief summary of the results of both 
the community and police surveys. CI Holt then provided an overview of the existing research 
examining police perceptions of cybercrime within the United States and United Kingdom. 
These presentations gave the participants an understanding of the context and purpose 
of the focus group component of the project. They also prompted discussion about the 
preliminary results.

The following discussion focused on key questions spread across six modules throughout 
the day. These questions, discussed at the individual tables and then with the whole group, 
provided the basis for collaborative brainstorming and robust debate. The six modules of group 
discussions throughout the day were:

•	 current approaches to policing cybercrime;

•	 reflections on police survey results;

•	 reflections on comparative police and community survey results;

•	 public education about cybercrime;

•	 cybercrime, specialisation and general duties policing; and

•	 final thoughts and additional comments.

Current approaches to policing cybercrime

These discussions focused on broad questions about police responses to cybercrime incidents. 
Discussion questions included:

•	 What do you think are the strengths of current approaches to the policing of cybercrime 
across police, government and industry?

•	 What do you think are the weaknesses of current approaches to the policing of cybercrime 
across police, government and industry?

Reflections on police survey results

These questions related to the summarised results of the police survey. These results were 
visible on screen and within handouts temporarily provided to participants. The corresponding 
discussion questions included:

•	 What are your initial thoughts about the police results?

•	 What are some possible explanations for any of the results?

•	 Are there any results that are surprising to you or that you disagree with?

•	 Is there anything you think is left out/missing from the data?
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Reflections on comparative police and community survey results

The police results were discussed in isolation. Participants were then asked their thoughts 
about different patterns of responses within the police and community survey results. These 
results again appeared on a screen and within handouts temporarily provided to participants. 
The corresponding discussion questions included:

•	 Do you agree with this data? If so, why?

•	 Do you disagree with any of these questions? If so, why?

•	 What surprises you with this data?

•	 Do you have any context for these answers, and any similarities/differences?

•	 Why do you think some of these differences exist?

•	 Are there any similarities that are surprising?

•	 Based on results, do you think your agency could play a role, and what could that be?

•	 Are there any current practices from your agency that you think are relevant and could be 
applied in this context?

Public education about cybercrime

The discussion about comparative perceptions of police officers and community members 
flowed directly into a discussion about the merits of cybercrime-related public education 
campaigns. The corresponding discussion questions included:

•	 What current approaches do you know of that seek to educate the public?

•	 Do you think these are effective or ineffective?

•	 Who do you think has the responsibility to educate the public?

•	 Based on the gaps, how might we go about better educating the public on the risks of 
cybercrime victimisation?

Cybercrime, specialisation and general duties policing

Pivoting back to police responses to cybercrime incidents, participants were next asked their 
thoughts about whether cybercrime investigations should be a specialist or generalist policing 
area. To facilitate a discussion, each table was allocated an initial position to argue (either the 
‘specialist’ or ‘generalist’ perspective). They then shifted into a broader discussion about the 
issue. The corresponding discussion questions included:

•	 Please put down all the reasons why you think this should be a generalist police area.

•	 Please put down all the reasons why you think this should be a specialist police area.
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Final thoughts and additional comments

Finally, CIs asked the focus group for any final thoughts about anything discussed (or not yet 
discussed) throughout the day. The corresponding discussion questions included:

•	 Are there other questions that we have not touched upon?

•	 Are there any other areas that you think are important that have not been covered today?

Data collection

To facilitate data collection, a research assistant sat at each of the six tables and acted as a 
scribe. Their primary purpose was to record all conversations at the table and their table’s 
contribution to group discussions. Each scribe recorded a combination of verbatim quotes 
and a summation of the discussions at their table. The focus group was conducted under 
Chatham House rules, which enable participants to freely discuss ideas across the day without 
any specific individual or associated organisation being identified. The scribe placed at each 
table did not record any personally identifiable information about participants or their specific 
organisations. Building this assurance of confidentiality into the research design enabled more 
robust and honest discussions, unconstrained by fear of disclosure.

Data analysis

The notes and transcripts generated by scribes (a combination of the verbatim and summary 
points) were uploaded into NVivo 12 (qualitative computer assisted software tool) for 
data analysis. A member of the research team coded this textual data according to various 
themes inductively derived from repeated and prolonged analysis of the data. Three distinct 
themes were identified across the discussion modules outlined above: police responsibilities, 
community expectations, and public education. Each of these themes was constituted and 
contested by multiple categories and subcategories. For example, discussions about police 
responsibilities can be categorised and subcategorised into different views about specialist and 
generalist police responsibilities or competing views about cybercrime training requirements. 
Overall, the qualitative analysis of the focus group discussions triangulates and extends the 
results of the comparative analysis of police and community surveys measuring perceptions 
of cybercrime.
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Results: Police survey

This section provides an overview of the results from the police survey, disseminated across 
the Queensland, New South Wales and Tasmania police agencies. The single Victorian 
respondent’s answers have been excluded here.

It is important to note that not all respondents completed every module included within the 
survey. Partial responses have been used where relevant. For each question, the number of 
responses to the question (n) is provided. Additionally, tests for significance were conducted, 
when possible, to explore any demographic variations present in the expressed views and 
opinions of respondents. Significant relationships are noted, along with their attendant 
statistical results.

Demographics of survey respondents
A majority (61%) of survey respondents were male (n=321); 37 percent were female (n=208). 
The mean age of those who provided the information (n=529) was 42 years. Most respondents 
had either a university undergraduate degree (n=199, 39%) or a tertiary diploma (n=167, 33%). 
Most respondents in the sample were from NSWPF (n=347, 66%) and reported serving in a 
specialist role (n=253, 49%), although many indicated that they were serving in general duties 
roles (n=158, 30%). The largest proportion of respondents were constables (n=271, 40%), with 
an average of 16 years of service as a police officer. The overwhelming majority of respondents 
were born in Australia (n=428, 84%). Only seven percent of the sample indicated that they 
were of Aboriginal or Torres Strait Islander origin. A large majority of the sample (87%) 
indicated that they only spoke English at home.
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Technology use and general online experiences
The majority of respondents indicated that they accessed the internet three or more times 
per day (n=543, 86%). The modal time spent online was 1–2 hours per day (n=284, 45%). Most 
owned one smartphone (n=561, 89%), a laptop (n=443, 71%) or a tablet (n=361, 58%). The 
majority used a mobile device or smartphone to access the internet (n=437, 70%).

When asked how comfortable they were with using computers, respondents offered an 
unexpected range of responses. Most reported being either very comfortable (n=247, 39%) 
or comfortable (n=176, 28%) with computers, although 26 percent were very uncomfortable. 
Similarly, a significant number of respondents (n=251, 40%) reported that they could use a 
variety of software and fix some computer problems.

Technology use and policing
The majority of respondents (n=297, 60%) indicated that they used the internet more than 
three times a day as part of their policing duties. Asked how many hours they spent online 
for policing purposes, on average, most respondents indicated that they spent less than one 
hour (n=189, 38%) or one to two total hours (n=177, 36%) online. The overwhelming majority 
of respondents used a desktop computer to access the internet while at work (n=408, 81%). 
Respondents also reported being comfortable with computers while at work (n=219, 44%). Few 
respondents indicated that they had received any sort of training associated with internet use 
or cybercrime (n=39, 8%).

Despite the lack of training, a significant number had responded to a cybercrime incident 
within the preceding six weeks (n=160, 36%) or knew of a fellow officer who had responded to 
a cybercrime in the preceding week (n=177, 40%). Half the respondents reported discussing an 
online cybercrime case with a colleague within the preceding six weeks (n=222, 50%). Similarly, 
many respondents had discussed an online or cybercrime case with a member of the public 
within the preceding six weeks (n=164, n=32%). A significant number of respondents also 
reported never having witnessed cybercrime being discussed during departmental meetings 
(n=197, 44%).
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Perceptions of cybercrime
The respondents were asked to indicate their views about different types of cybercriminal 
behaviour by indicating how much they agreed with a series of statements. Respondents 
commonly disagreed with the notion that most types of online incidents are minor annoyances 
(n=226, 42%). A majority disagreed with the statement that online harassment is less serious 
than face-to-face harassment (n=364, 68%). Many disagreed that cybercrime occurs more 
frequently in businesses rather than among home users (n=258, 48%), although 41 percent 
indicated that they neither agreed nor disagreed with that statement. A similar pattern was 
observed with respect to the statement: ‘the majority of cybercrimes are perpetrated by 
younger individuals in their teens and twenties’; nearly half disagreed with this statement 
(n=260, 49%), although 41 percent neither agreed nor disagreed. Many respondents neither 
agreed nor disagreed (n=195, 37%) with the statement: ‘cybercriminals are often individuals 
living in foreign countries rather than here in Australia’.

There were statistically significant positive relationships between age and the likelihood that an 
officer viewed: most online incidents as minor annoyances (r=0.17, p<0.01); online harassment 
as less serious than face-to-face harassment (r=0.09, p<0. 05); and most online experiences 
as not requiring a police response (r=0.102, p<0.05). There was also a positive relationship 
between age and believing that most cybercrimes are committed by younger people (r=0.107, 
p<0. 05) and that cybercrimes more frequently affect businesses rather than home users 
(r=0.103, p<0.05). It is important to note that these relationships have small effect sizes; 
although there was an observable relationship, age only accounts for a small amount of the 
variance in responses.

Gender also influenced perceptions of cybercrime. Female respondents were more likely 
to disagree with the statements that online harassment is less serious than face-to-face 
harassment (χ2(8)=42.65, p<0.01) or that most types of online incidents are minor annoyances 
(χ2(8)=21.26, p<0.01). Male respondents were more likely to agree with the statements that 
cybercrimes do not require a police response (χ2(8)=19.02, p<0.05) and that offenders are often 
based overseas (χ2(8)=15.597, p<0.05).

Most respondents agreed with the statements that cybercrime is a serious problem in society 
today (n=462, 87%), that the internet has dramatically changed police work (n=487, 91%) 
and that the internet has caused more problems for law enforcement than it has helped 
(n=246, 46%). Over three-quarters of respondents disagreed with the statement that the 
public understand the risks of being online (n=414, 78%). Respondents also disagreed with the 
statement that cybercrime is not taken seriously by law enforcement (n=247, 46%).
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Age and gender had an observable impact upon patterns of responses. Male respondents were 
more likely to agree that online bullying and harassment can be avoided by changing phone 
numbers or email addresses (χ2(8)=19.58, p<0.05), that victims of fraud lose money because 
they are not paying attention to what they read (χ2(8)=22.67, p<0.01), and that an individual 
who sends a nude image to someone else is partly responsible if it ends up on the internet 
(χ2(8)=16.39, p<0.05). Interestingly, there was a negative relationship between age and the 
belief that a victim is responsible if they send a nude image (r=–0.18, p<0.01), that people 
should know better than to take nude selfies in the first place (r=–0.2, p<0.01), and that victims 
of domestic violence should stop using social media, email and online sites (r=–0.08, p<0.05). 
This suggests that younger officers are more prone to ascribing responsibility to victims 
of cybercrime.

Whether an officer had a tertiary education and whether they reported feeling comfortable 
using technology influenced their perceptions about cybercrime. Tertiary-educated 
respondents were more likely to assess the public as not recognising the threat posed by 
cybercrime (χ2(4)=10.63, p<0.05), as were those who were more comfortable using technology 
(χ2(8)=27.53, p<0.01). These two groups also recognised more frequently the overlap between 
cybercrime and traditional crimes. Respondents with a tertiary education were more likely to 
believe that digital evidence can be a feature of all crime types (χ2(4)=16.86, p<0.01), as were 
those who reported being comfortable using technology within their work (χ2(8)=16.7, p<0.05). 
Similarly, respondents with a tertiary education agreed that crimes that used to be offline now 
have increasingly online elements (χ2(4)=15.82, p<0.01), as did officers who reported being 
comfortable using technology (χ2(8)=18.02, p<0.05).

Tertiary-educated respondents were also more likely to disagree with statements that 
apportioned blame to victims: that online bullying can be avoided by changing numbers 
or email addresses (χ2(4)=13.3, p<0.01), that victims of image-based abuse are partly 
responsible (χ2(4)=9.51, p<0.05), and that people should know better than to send nude selfies 
(χ2(4)=19.25, p<0.01). Additionally, those with a tertiary degree were more likely to disagree 
strongly with the statement that rape threats over Facebook should not be taken seriously 
(χ2(4)=12.08, p<0.05). Finally, officers who had received training in cybercrime investigations 
were also more likely to disagree with the statement that online bullying can be avoided by 
changing mobile phone numbers or email addresses (χ2(4)=10.31, p<0.05).

Support for a high-tech crime unit was influenced by gender and education. Male respondents 
were more likely to agree with the statement that most cybercrimes should be investigated by 
a high-tech crime unit (χ2(8)=19.52, p<0.05). However, respondents with a tertiary education 
were more likely to agree with the statement that ‘responding to initial reports of cybercrime 
from victims is increasingly part of general duties police work’ (χ2(4)=11.98, p<0.05), while 
those without a tertiary degree were more likely to agree that most cybercrimes should be 
investigated by a specialised high-tech crime unit (χ2(4)=10.02, p<0.05).
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Respondents were asked to express their perception of the level of seriousness across several 
offence categories by rating them from not very serious (1) to very serious (5). Table 1 shows 
the mean score for each offence type in ranked order from most to least serious.

Table 1: Ranking offence seriousness (n=534)
Survey item Mean score

Physical terrorist attack (bombings, hijackings) 4.98

Child abuse material and sexual solicitation of children 4.94

Selling hard drugs such as heroin, cocaine or methamphetamine 4.61

Cyberterrorism (ie the use of computers or the internet to harm an electronic resource 
(website, database) for an ideological, political or social cause)

4.55

Threats made online to sexually harm or rape someone 4.31

Posting nude photos or videos of another person online without their permission 
(revenge pornography)

4.27

Stalking or threatening an ex-intimate partner online, such as via social media 4.25

Identity theft (using someone else’s identity to steal money or gain other benefits) 4.25

Hitting someone without any reason 4.24

Electronic theft of money from accounts 4.18

Stalking or threatening a stranger online, such as via social media, dating apps or web 4.12

Threats made online to harm someone with physical violence 4.07

Viruses and malicious software infection 3.99

Deceiving someone into sending money over the internet 3.97

Breaking into a vehicle or building to steal something 3.95

Hacking into someone else’s email or social media account 3.72

Harassment over the internet 3.64

Viewing someone else’s electronic data without permission 3.62

Romance fraud (establishing a false online relationship so as to ask for money) 3.58

Purposely damaging or destroying property that does not belong to you 3.58

Advance fee fraud (emails asking for money with the promise of reward) 3.48

Phishing (emails asking for personal details) 3.45

Stealing something worth more than $50 3.11

Unauthorised copying of software 2.98

Using someone else’s wireless connection without permission 2.82

Unauthorised copying of media (such as music) 2.67

Stealing an item worth less than $5 2.02
Note: Rank orders for the seriousness of cybercrime offences by police respondents
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Respondents were then asked to rank the perceived frequency of this same list of offences, 
with responses ranging from never (1) to very frequently (5). The table below shows the mean 
score for each offence type.

Table 2: Ranking offence frequency (n=534)
Survey item Mean score

Unauthorised copying of media (such as music and software) 4.76

Harassment over the internet 4.66

Selling hard drugs such as heroin, cocaine or methamphetamine 4.58

Phishing (emails asking for personal details) 4.57

Breaking into a vehicle or building to steal something 4.53

Child abuse material and sexual solicitation of children 4.42

Unauthorised copying of software 4.38

Electronic theft of money from accounts 4.37

Stealing something worth more than $50 4.37

Viruses and malicious software infection 4.35

Advance fee fraud (emails asking for money with the promise of reward) 4.34

Stealing an item worth less than $5 4.31

Deceiving someone into sending money over the internet 4.30

Threats made online to harm someone with physical violence 4.29

Stalking or threatening an ex-intimate partner online, such as via social media 4.24

Romance fraud (establishing a false online relationship so as to ask for money) 4.23

Hacking into someone else’s email or social media account 4.14

Purposely damaging or destroying property that does not belong to you 4.08

Posting nude photos or videos of another person online without their permission 
(revenge pornography)

4.07

Stalking or threatening a stranger online, such as via social media, dating apps or web 4.07

Identity theft (using someone else’s identity to steal money or gain other benefits) 4.02

Threats made online to sexually harm or rape someone 4.02

Using someone else’s wireless connection without permission 3.86

Hitting someone without any reason 3.86

Viewing someone else’s electronic data without permission 3.84

Cyberterrorism (ie the use of computers or the internet to harm an electronic resource 
(website, database) for an ideological, political or social cause)

3.77

Physical terrorist attack (bombings, hijackings) 2.77
Note: Rank orders for the frequency of cybercrime offences by police respondents
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Tables 1 and 2 examine how police respondents ranked the seriousness and frequency 
of cybercrime offences. Table 3 presents a comparison of respondents’ rankings of the 
seriousness and the estimated frequency of these offence categories.

Table 3: Comparison of rank orders for the seriousness and frequency of offences
Offence type Seriousness 

rank (Mean)
Frequency 

rank (Mean)

Physical terrorist attack (bombings, hijackings) 1 (4.98) 27 (2.77)

Child abuse material and sexual solicitation of children 2 (4.94) 6 (4.42)

Selling hard drugs such as heroin, cocaine or methamphetamine 3 (4.61) 3 (4.58)

Cyberterrorism (ie the use of computers or the internet to harm an 
electronic resource (website, database) for an ideological, political, or 
social cause)

4 (4.55) 26 (3.77)

Threats made online to sexually harm or rape someone 5 (4.31) 22 (4.02)

Posting nude photos or videos of another person online without their 
permission (revenge pornography)

6 (4.27) 19 (4.07)

Stalking or threatening an ex-intimate partner online such as via social 
media

7 (4.25) 15 (4.24)

Identity theft (using someone else’s identity to steal money or gain other 
benefits)

7 (4.25) 21 (4.02)

Hitting someone without any reason 9 (4.24) 24 (3.86)

Electronic theft of money from accounts 10 (4.18) 8 (4.37)

Stalking or threatening a stranger online such as via social media, dating 
apps or web

11 (4.12) 20 (4.07)

Threats made online to harm someone with physical violence 12 (4.07) 14 (4.29)

Viruses and malicious software infection 13 (3.99) 10 (4.35)

Deceiving someone into sending money over the internet 14 (3.97) 13 (4.30)

Breaking into a vehicle or building to steal something 15 (3.95) 5 (4.53)

Hacking into someone else’s email or social media account 16 (3.72) 17 (4.14)

Harassment over the internet 17 (3.64) 2 (4.66)

Viewing someone else’s electronic data without permission 18 (3.62) 25 (3.84)

Romance fraud (establishing a false online relationship so as to ask for 
money)

19 (3.58) 16 (4.23)

Purposely damaging or destroying property that does not belong to you 19 (3.58) 18 (4.08)

Advance fee fraud (emails asking for money with the promise of reward) 21 (3.48) 11 (4.34)

Phishing (emails asking for personal details) 22 (3.45) 4 (4.57)

Stealing something worth more than $50 23 (3.11) 9 (4.37)

Unauthorised copying of software 24 (2.98) 7 (4.38)

Using someone else’s wireless connection without permission 25 (2.82) 23 (3.86)

Unauthorised copying of media (such as music) 26 (2.67) 1 (4.76)

Stealing an item worth less than $5 27 (2.02) 12 (4.31)
Note: Comparison of rank orders for the seriousness and frequency of cybercrime offences by police respondents
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Correlates of police perceptions of cybercrime

These perceptions of the seriousness of offences were also analysed according to 
sociodemographic subgroups of respondents (ie by age, gender, Indigenous status and 
education), self-reported measures of ‘comfort with using technology at work’, and whether 
an officer had undergone any type of cybercrime investigation training. A summary of the 
statistical relationship between age and perceptions of crime severity can be found in Table 4.

Table 4: Age and perceptions of crime seriousness (n=468)
Offence type  Pearson’s r

Stealing an item worth less than $5 0.215*

Purposely damaging or destroying property that does not belong to you 0.121*

Breaking into a vehicle or building to steal something 0.065

Stealing something worth more than $50 0.200*

Hitting someone without any reason 0.155*

Selling hard drugs such as heroin, cocaine or methamphetamine 0.205*

Viewing someone else’s electronic data without permission 0.112*

Child abuse material and sexual solicitation of children 0.066

Unauthorised copying of software 0.205*

Unauthorised copying of media (such as music) 0.218*

Electronic theft of money from accounts 0.219*

Harassment over the internet 0.213*

Viruses and malicious software infection 0.337*

Deceiving someone into sending money over the internet 0.175*

Cyberterrorism (the use of computers or the internet to harm an electronic resource 
(website, database) for an ideological, political or social cause)

0.061

Physical terrorist attack (bombings, hijackings) 0.008

Hacking into someone else’s email or social media account 0.230*

Using someone else’s wireless connection without permission 0.264*

Posting nude photos or videos of another person online without their permission 
(‘revenge pornography’)

0.150*

Stalking or threatening a stranger online, such as via social media, dating apps or web 0.146*

Stalking of threatening an ex-intimate partner online, such as via social media 0.148*

Phishing (emails asking for personal details) 0.226*

Advanced fee fraud (emails asking for money with the promise of reward) 0.215*

Romance fraud (establishing a false online relationship so as to ask for money) 0.209*

Identity theft (using someone else’s identity to steal money or gain other benefits) 0.200*

Threats made online to harm someone with physical violence 0.217*

Threats made online to sexually harm or rape someone 0.209*
*statistically significant at p<0.01
Note: Relationship between age and judgements about the seriousness of cybercrime offences by police 
respondents
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Evidently, there is a consistent yet weak positive correlation between age and perceptions 
of the seriousness of criminal offences, with older officers generally judging offences as 
more serious than younger officers. Similarly, older officers view online harassment (r=–0.09, 
p<0.05), online threats (r=–0.11, p<0.01), phishing (r=–0.09, p<0.05) and petty theft (r=–0.17, 
p<0.01) as less common than do younger officers. Older officers are more likely than younger 
officers to view cyberterrorism (r=–0.14, p<0.01) and physical terrorism (r=0.08, p<0.05) 
as common.

Additionally, there is evidence of a relationship between gender and perceptions about the 
severity and frequency of offences. Female respondents consistently ranked offences as more 
serious than male officers did. Female respondents also tend to view some cybercrime as 
more serious, including online harassment (χ2(8)=41.31, p<0.01); online stalking by a stranger 
(χ2(8)=28.58, p<0.01); online stalking by an ex-partner (χ2(8)=22.44, p<0.01); and image-based 
abuse (χ2(8)=25.96, p<0.01). Female respondents also viewed ransomware (χ2(8)=18.18, 
p<0.05), cyber-fraud (χ2(8)=19.53, p<0.05), hacking into another’s social media account 
(χ2(8)=17.08, p<0.05), posting nude photographs without permission (χ2(8)=25.96, p<0.01), 
romance fraud (χ2(8)=18.83, p<0.05), identity theft (χ2(8)=18.92, p<0.01), online threats of 
physical violence (χ2(8)=23.62, p<0.01) and online rape threats (χ2(8)=16.26, p<0.05) as more 
serious than their male colleagues. Finally, female respondents view online harassment as 
more common than male officers do (χ2(4)=9.64, p<0.05).

Finally, respondents with cybercrime training ranked hacking (χ2(4)=9.48, p<0.05) and 
identity theft (χ2(3)=8.31, p<0.05) as more frequent, compared with officers without 
cybercrime training.

Confidence in police responses
Respondents were asked to rate how confident they were in the current police response to 
cybercrime in their own jurisdiction, from not at all confident (1) to very confident (5). The 
mean was 2.37 (n=505), which is not confident. The modal category was somewhat confident 
(34%), followed by not confident (31%). Finally, 23 percent of respondents were not at all 
confident in the current response.

Respondents who had a tertiary qualification were less confident than those without a 
tertiary qualification (χ2(4)=13.65, p<0.01). Male officers were more likely to have low levels of 
confidence in the police response to cybercrime (χ2(8)=17.21, p<0.05).
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Respondents were then asked to scale their response to factors associated with the specific 
response in their state (n=505). Responses range from not at all confident (1) to very confident 
(5), and the mean score is presented in Table 5.

Table 5: Factors associated with police response (n=505)
Survey item Mean score

Taking cybercrime as seriously as face-to-face crime 2.64

Effective in supporting victims of cybercrime 2.27

Effective in charging perpetrators of cybercrime 2.16

Effective in detecting perpetrators of cybercrime 2.14

Effective in disrupting cybercrime 2.03

Effective in preventing cybercrime 1.94

Adequately funded and resourced to address cybercrimes 1.89
Note: Rank order of factors associated with police agency responses to cybercrime by police respondents

Older respondents were slightly more likely to consider law enforcement as not effective at 
preventing (r=–0.08, p<0.05) or disrupting (r=–0.1, p<0.05) cybercrime. Female respondents 
were more likely to have some confidence in the ability of police to effectively charge 
perpetrators of cybercrime (χ2(8)=22.1, p<0.01).

Respondents with a tertiary degree were less confident that police take cybercrime as seriously 
as face-to-face crimes (χ2(4)=11.64, p<0.05). However, respondents who self-reported as 
comfortable using technology at work were more confident that police take cybercrime as 
seriously as face-to-face crimes (χ2(8)=21.99, p<0.01).

Respondents were then asked to assess their own ability to respond to cybercrime effectively, 
in contrast to their organisation’s ability. The average for this question was 2.62 (n=505), which 
is higher than for their organisations, but still not very confident. Most respondents indicated 
that they were either not confident (36%) or somewhat confident (35%) in their own ability.

Respondents who were likely to rate their own abilities higher included those with tertiary 
degrees (χ2(4)=21.59, p<0.01) and those who reported being comfortable with technology 
(χ2(4)=33.65, p<0.01).



Report to the Criminology Research Advisory Council
Criminology Research Grant

34

Respondents were then asked to rate what was most important to improving their own 
individual capacities to respond to cybercrime, with responses ranging from not important (1) 
to very important (5) (n=505) against identified factors. Table 6 presents a summary of these 
factors and mean scores for each.

Table 6: Factors to increase personal ability to respond to cybercrime (n=505)
Survey item Mean score

Taking cybercrime as seriously as face-to-face crime 2.64

Effective in supporting victims of cybercrime 2.27

Effective in charging perpetrators of cybercrime 2.16

Effective in detecting perpetrators of cybercrime 2.14

Effective in disrupting cybercrime 2.03

Effective in preventing cybercrime 1.94

Adequately funded and resourced to address cybercrimes 1.89
Note: Rank order of factors to increase personal ability to respond to cybercrime by police respondents

The only relevant sociodemographic or technology-related variable was age. There were 
statistically significant positive relationships between age and support for some responses to 
cybercrime: better education (r=0.118, p<0.01), cooperation with businesses (r=0.116, p<0.01), 
developing national capabilities (r=0.08, p<0.05), and developing state capabilities (r=0.08, 
p<0.05). However, the strength of these observed relationships is generally weak.
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Results: Community survey

Demographics of survey respondents
The second stage of the project involved a community survey of 2,021 adult respondents. 
Forty-nine percent (n=993) identified as female, 51 percent (n=1,028) as male. A further 16 
respondents identified as transgender or non-binary; these were excluded from the analyses 
presented here because they do not meet the threshold for statistical reliability. Nonetheless, 
we acknowledge the importance of including gender diversity in future cybercrime studies, 
particularly because some research suggests that online abuse is disproportionately 
experienced by transgender and non-binary people (see Powell, Scott & Henry 2018). 
Consistent with the Australian population, most respondents identified as heterosexual (82%, 
n=1,652) rather than gay, lesbian, bisexual or diverse sexuality more broadly. The mean age of 
respondents was 41 years (SD=14.64). A minority of respondents identified as Aboriginal (4%, 
n=70), Torres Strait Islander (1%, n=22) or both Aboriginal and Torres Strait Islander (1%, n=24). 
Most respondents spoke only English at home (87%, n=1,749).

Approximately 15 percent of respondents reported experiencing long-term difficulty with 
hearing, seeing, communicating, walking, climbing stairs, bending, learning or doing any 
similar activities (a measure for disability, n=307); 78 percent (n=1,568) reported no long-term 
difficulties. The majority of respondents were tertiary educated (diploma/certificate: 23%, 
n=463; undergraduate degree: 28%, n=552; postgraduate degree: 12%, n=238), as opposed 
to the smaller numbers with a primary (3%, n=55) or secondary (34%, n=680) level of highest 
education. Approximately half of respondents were currently employed (52%, n=1,050).
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Technology use and general online experiences
The majority of community respondents indicated that they accessed the internet three or 
more times a day (83%, n=1,682). A third spent three to four hours actively online each day 
(33%, n=660), followed by those who spent five to six hours (22%, n=447) and one to two 
hours (22%, n=444). Respondents most commonly had one smartphone or mobile device (73%, 
n=1,470), one desktop (41%, n=822), one laptop (60%, n=1,201), one tablet (46%, n=923). 
Gaming consoles were less common; many did not own one (47%, n=949) or owned only 
one (28%, n=557). The device used most often was a smartphone or mobile (53%, n=1,079), 
followed by a laptop (20%, n=412).

Most respondents reported being very comfortable (44%, n=888) or comfortable (30%, n=614) 
using a computer. Many reported a mid-level of general computer skills, indicating that they 
can use a variety of software and fix some computer problems (32%, n=647). Others can use 
the internet and common software but cannot fix computer problems that arise (28%, n=559).

Email and text messaging were the most common forms of digital communications used, with 
87 percent (n=1,753) using email once a day or more, and 74 percent (n=1,492) using text 
messaging once a day or more. Most community respondents also used Facebook once a day 
or more (68%, n=1,371), with somewhat fewer using other social media platforms such as 
Instagram (39%, n=784) once a day or more. Among the most common activities respondents 
reported engaging in most often on a daily basis online were: communication (3+ times 
daily: 42%, n=847); general web browsing (3+ times daily: 40%, n=793); research/information 
(3+ times daily: 28%, n=564); and entertainment/amusement (3+ times daily: 25%, n=513). 
Shopping, banking/finance, blogs/online communities and dating sites were more likely to be 
engaged in a few times a week or less often.

Community respondents were most likely to report regularly connecting online with family 
members (79%, n=1,597), friends they knew face to face (69%, n=1,397), work colleagues (33%, 
n=667), friends they knew online only (31%, n=69), and acquaintances (28%, n=564). Less 
common were regular connections online with a current intimate or de facto partner (22%, 
n=43), strangers (11%, n=220) or current, past or potential sexual partners (10%, n=210).

Perceptions of cybercrime
Community respondents were asked to indicate their position on several statements about 
general perceptions of cybercrime, under the general topics of ‘Fear of crime’ and ‘Perceived 
risk’. Results are presented below, in comparison with police data on the same items.
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Fear of crime

Community participants were asked three sets of questions about their fear of crime. Firstly, 
they were asked about their fear of traditional crimes. They then responded to an adapted 
fear of cybercrimes measure (comprising items on identity fraud and financial theft) and 
to an adapted fear of online abuse and/or interpersonal cybercrimes measure (comprising 
items on harassment and abuse by strangers, friends or acquaintances, and intimate or 
ex‑intimate partners).

On their fear of traditional crimes, male respondents reported feeling most afraid of:

•	 their home being broken into (48%);

•	 being attacked by someone with a weapon (40%);

•	 being mugged on the street (40%);

•	 being murdered (38%); or 

•	 having their property damaged (38%).

Female respondents reported feeling more afraid of:

•	 their home being broken into (70%);

•	 being attacked by someone with a weapon (63%);

•	 being mugged on the street (60%);

•	 being raped (68%);

•	 being murdered (61%); or

•	 being harassed, stalked or threatened by stranger (64%).

Consistent with findings in the international literature regarding fear of crime (Callanan & 
Teasdale 2009; May, Rader & Goodrum 2010), females were overall more fearful than males 
across all crime types. Females were particularly fearful of violent interpersonal crimes (Table 
7). Furthermore, males’ mean scores for fear of traditional crime indicated relatively low 
feelings of fear (averaging between unafraid (2) and neutral (3) points in the scale), while 
females’ mean scores indicated an average rank between neutral (3) and afraid (4). This 
association between gender and fear of crime was very strong (η2=0.10) and is also evident in 
the almost 10 points of difference in the overall mean scores for fear of traditional crimes.
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Table 7: Fear of traditional crimes among community respondents, by gender

Survey item Males 
afraid (%)

Females 
afraid (%)

Total 
afraid (%)

Being approached on the street by a beggar asking for money 17.7 20.5 19.1

Being cheated, conned or swindled out of your money 35.7 50.4 42.9

Being harassed, stalked or threatened by an intimate partner or 
ex-partner 26.3 47.9 36.9

Having someone break into your home while you are away 47.9 62.0 54.8

Having someone break into your home while you are there 45.4 70.3 57.6

Being raped or sexually assaulted 31.6 67.5 49.2

Being murdered 38.4 61.0 49.5

Being harassed, stalked or threatened by a stranger 33.4 63.9 48.4

Being physically assaulted by a current or former intimate 
partner 26.1 47.5 36.6

Being attacked by someone with a weapon 40.8 62.6 51.5

Having your car stolen 35.6 48.2 41.8

Being robbed or mugged on the street 40.3 59.7 49.8

Being sexually harassed by strangers in the street, such as from 
unwanted whistles, comments and/or looks 23.7 44.5 33.9

Having your property damaged by vandals 38.1 48.1 43.0

Being physically injured in a terrorist attack 33.3 53.5 43.2

Overall fear of traditional crimes, score out of 75, M (SD) 43.30 
(15.32)

52.94* 
(14.28)

48.04 
(15.58)

*denotes statistically significant difference between males and females mean scores (F(1, 2019)=214.026, p<0.001, 
η2=0.10). For ANOVA, eta-squared (η2) of 0.01 indicates a small/weak effect, 0.06 indicates a medium effect, and 
0.14 or greater indicates a large effect size

We further analysed mean fear of traditional crime by age groups. Younger adults (18 to 29 
years) had higher overall fear of traditional crime scores (M=50.45, SD=14.75) than older adults 
(60 to 69 years, M=45.06, SD=16.04), and the difference by age was statistically significant 
(F(4, 2,016)=11.201, p<0.001). However, the effect of association by age was small (η2=0.02), 
which is further evident in small (eg one point) changes in mean scores for each age range 
examined (Table 8).

Table 8: Fear of crime and cybercrime among community respondents, by age
Aggregate measure 18–29 30–39 40–49 50–59 60–69

Fear of traditional crimes, M (SD) 50.45 
(14.75)

49.53 
(15.20)

47.92 
(15.68)

44.74 
(16.00)

45.06 
(16.04)

Fear of cybercrimes, M (SD) 32.43 
(9.83)

32.77 
(9.94)

32.61 
(10.00)

30.84 
(10.36)

31.71 
(10.23)

Fear of abuse/interpersonal 
cybercrimes, M (SD)

51.47 
(18.25)

48.22 
(18.59)

46.47 
(19.84)

40.38 
(19.97)

39.11 
(21.12)
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When asked about fear of ‘conventional cybercrimes’ (eg identity and financial computer crimes), 
respondents were most fearful of having their accounts hacked or having their personal or 
banking information used for fraudulent transactions (Table 9). Consistent with fear of traditional 
crimes, females were more likely to rate themselves as afraid or very afraid across all crime 
subtypes and were overall statistically more likely be afraid of each cybercrime subtype than male 
participants. However, interestingly, this association for fear of identity/financial cybercrimes by 
gender was relatively weak, which is further evident in just a few points of difference in overall 
mean scores. There was no significant difference in mean fear of cybercrime scores by age.

Table 9: Fear of cybercrimes among community respondents, by gender

Survey item Males 
afraid (%)

Females 
afraid (%)

Total 
afraid (%)

Sending money in response to an email request that you have 
received 24.7 29.3 27.0

Sending money for an online purchase, but not receiving the 
goods as expected 34.2 44.5 39.3

Sending money in response to a request from someone you have 
initiated an online relationship with 25.9 31.4 28.6

Being asked to send money in response to a business/
employment opportunity that was promoted online 27.3 32.1 29.7

Sending personal information (such as username, password or 
banking details) to an organisation in response to an email 
request

36.5 43.6 40.0

Having your personal information exposed to the public by 
another organisation without your consent/knowledge 48.3 62.4 55.3

Having someone use your personal information without your 
permission to make purchases, create new accounts or pretend 
to be you

50.0 66.3 58.0

Having someone use your credit card or bank accounts without 
your permission to make financial transactions 49.4 67.2 58.1

Having someone hack into one of your accounts 51.2 68.9 59.9

Having a virus on your computer or other device 44.1 60.3 52.1

Overall fear of cybercrimes, score out of 50; M (SD) 30.49 
(9.97)

33.89* 
(9.83)

32.16 
(10.04)

*denotes statistically significant difference between males and females mean scores (F(1, 2,019)=59.618, p<0.001, 
η2=0.03)

Finally, we examined fear of interpersonal cybercrimes (such as sexual harassment, image-based 
abuse and intimate partner abuse) and online harassment and abuse, whether received from 
strangers or friends and acquaintances. Community participants rated themselves as most afraid 
of a stranger accessing their online accounts and/or posting offensive content while pretending 
to be them (Table 10). However, there was a clear overall pattern of variance between genders. 
Females were more likely to self-rate as being afraid or very afraid of interpersonal crimes 
generally, as well as of specific subtypes, such as sexually violent threats, image-based abuse 
and sexual harassment behaviours. This difference between male and female respondents was 
statistically significant for overall mean fear of crime scores, with a medium effect size (η2=0.06), 
which is further reflected in an approximately 10-point difference in mean scores by gender.
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Table 10: Fear of online abuse/interpersonal cybercrimes among community respondents, 
by gender

Survey item Males 
afraid (%)

Females 
afraid (%)

Total 
afraid (%)

Having someone take a photo or video of you, when you were 
nude or semi-nude, without your permission 25.7 46.9 36.1

Having someone send your nude or sexual photos/videos on to 
others or post them online without your permission 29.7 48.0 38.7

Having someone threaten that they will send a nude or sexual 
photo/video of you on to others or post them online 28.8 45.5 37.0

Receiving insulting or threatening comments by strangers online, 
such as via social media, dating apps or web forums 25.8 43.9 34.7

Having a stranger spread rumours or lies about you online 28.2 42.7 35.3

Having a stranger access your online accounts without your 
permission and/or post offensive content pretending to be you 
online

38.7 56.1 47.3

Receiving insulting or threatening comments by friends or 
acquaintances online, such as via social media, dating apps or 
web forums

26.0 41.4 33.5

Having a friend or acquaintance spread rumours or lies about 
you online 26.8 41.8 34.1

Having a friend or acquaintance access your online accounts 
without your permission and/or post offensive content 
pretending to be you online

29.7 45.0 37.2

Having someone make online threats to sexually harm you, rape 
or sexually assault you 26.8 50.3 38.3

Being sent unwanted requests for sex, or sexual comments, by 
someone online 25.2 44.7 34.8

Receive nude or sexual images (photos or videos) from a person 
when you did not want or request them 25.9 44.5 35.0

Having an intimate partner or ex-partner make threats to 
physically hurt you, via phone calls, text messages, social media 
or online posts

23.7 44.6 34.0

Having an intimate partner or ex-partner repeatedly ask where 
you are or what you are doing through phone calls, text 
messages, social media or online posts

23.6 40.7 32.0

Having an intimate partner or ex-partner access your online 
accounts without your permission, eg email, social media, 
banking or phone data

29.6 41.7 35.5

Having an intimate partner or ex-partner send insulting or 
derogatory messages to you, such as via text message, email, 
social media or online posts

23.9 41.5 32.6

Overall fear of online abuse/interpersonal cybercrimes, score out 
of 80; M (SD)

41.46 
(18.83)

51.09* 
(19.76)

46.19 
(19.88)

*denotes statistically significant difference between males and females mean scores (F(1, 2019)=125.765, p<0.001, 
η2=0.06)
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We further analysed mean fear of online abuse and interpersonal cybercrimes by age groups. 
Younger adults (18 to 29 years: M=51.47, SD=18.25; and 30 to 39 years: M=48.22, SD=18.59) 
had higher overall fear of traditional crime scores than older adults (50 to 59 years: 40.38, 
SD=19.97; and 60 to 69 years: M=39.11, SD=21.12), and the difference by age was statistically 
significant (F(4, 2,016)=29.337, p<0.001). Further, the effect of association by age was medium 
(η2=0.06), which is further evident in an approximately 12-point difference in mean scores 
between the youngest and oldest age range.

Perceived risk

Community respondents were asked to rate their perceived risk of crime victimisation by 
responding to a set of statements and indicating how likely they thought it was that they would 
experience this crime in the next 12 months. Overall, a majority of community respondents 
indicated that they were not likely to become a victim of the traditional crimes surveyed. The 
crime types that were perceived as most likely to be experienced in the next 12 months were: 
being approached on the street for money, having someone break into their home while they 
are away, and having property damaged by vandals. There were no significant differences 
between males and females in overall mean perceived risk of traditional crimes scores (Table 
11). There were, however, significant (although small) differences by age (see Table 14): 
younger adults (18 to 29 years, M=34.22, SD=14.39) were more likely than older adults (60 to 
69 years, M=29.70, SD=11.45) to self-rate as likely or very likely to experience these traditional 
crimes in the next 12 months (F(4, 2,016)=6.977, p<0.001, η2=0.01).
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Table 11: Perceived risk of traditional crimes among community respondents, by gender

Survey item Males 
likely (%)

Females 
likely (%)

Total 
likely (%)

Being approached on the street by a beggar asking for money 41.2 38.2 39.7

Being cheated, conned or swindled out of your money 14.5 9.2 11.9

Being harassed, stalked or threatened by an intimate partner or 
ex-partner 14.1 10.9 12.5

Having someone break into your home while you are away 17.2 15.6 16.4

Having someone break into your home while you are there 14.8 14.0 14.4

Being raped or sexually assaulted 13.7 10.7 12.2

Being murdered 14.3 9.4 11.9

Being harassed, stalked or threatened by a stranger 14.8 12.0 13.4

Being physically assaulted by a current or former intimate 
partner 12.7 10.2 11.5

Being attacked by someone with a weapon 15.1 10.6 12.9

Having your car stolen 15.9 12.9 14.4

Being robbed or mugged on the street 14.5 12.4 13.5

Being sexually harassed by strangers in the street, such as from 
unwanted whistles, comments and/or looks 11.9 17.3 14.5

Having your property damaged by vandals 17.2 15.2 16.2

Being physically injured in a terrorist attack 13.3 9.8 11.6

Overall perceived risk of traditional crimes, score out of 75; 
M (SD)

33.29 
(14.69)

32.67 
(12.78)

32.99 
(13.78)

The majority of respondents rated themselves as unlikely to experience identity and financial 
cybercrimes in the next 12 months. Among those crime types most likely to be perceived as 
a risk were: having a computer virus (20% agreed that it was likely or very likely); having an 
account hacked (16% agreed that it was likely or very likely); having personal information 
exposed publicly (15% agreed that it was likely or very likely); and having someone fraudulently 
use their credit card or banking information to make purchases (14% agreed it was likely or 
very likely). Table 12 shows the gender breakdown. There was a significant (although small) 
statistical difference between males and females in overall mean perceived risk of identity/
financial cybercrimes scores (F(1, 2,019)=12.115, p<0.01, η2=0.006). There were also significant 
(although again small) differences by age (see Table 14), such that younger adults (18 to 
29 years, M=21.48, SD=9.80), were more likely than older adults (60 to 69 years, M=19.07, 
SD=7.92) to self-rate as likely or very likely to experience these cybercrimes in the next 
12 months (F(4, 2,016)=6.715, p<0.001, η2=0.013).
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Table 12: Perceived risk of cybercrimes among community respondents, by gender

Survey item Males 
likely (%)

Females 
likely (%)

Total 
likely (%)

Sending money in response to an email request that you have 
received 9.1 4.6 6.9

Sending money for an online purchase, but not receiving the 
goods as expected 13.9 12.6 13.3

Sending money in response to a request from someone you have 
initiated an online relationship with 11.3 6.3 8.9

Being asked to send money in response to a business/
employment opportunity that was promoted online 13.4 8.8 11.1

Sending personal information (such as username, password or 
banking details) to an organisation in response to an email 
request

12.2 9.9 11.0

Having your personal information exposed to the public by 
another organisation without your consent/knowledge 16.1 13.7 14.9

Having someone use your personal information without your 
permission to make purchases, create new accounts or pretend 
to be you

16.0 10.1 13.1

Having someone use your credit card or bank accounts without 
your permission to make financial transactions 15.9 13.0 14.4

Having someone hack into one of your accounts 17.2 14.2 15.7

Having a virus on your computer or other device 20.0 19.0 19.5

Overall perceived risk of cybercrimes, score out of 50; M (SD) 21.50* 
(9.72)

20.06 
(8.78)

20.79 
(9.30)

*denotes statistically significant difference between males and females mean scores (F(1, 2019)=12.115, p<0.01, 
η2=0.006)

Finally, we asked community survey participants to rate their perceived risk of experiencing 
a range of online abuse and/or interpersonal cybercrimes in the next 12 months. Receiving 
unwanted sexual requests (14%) and unsolicited nude or sexual images (14%) were rated 
among the most likely to be experienced. There was a significant, although very weak, 
difference in overall mean scores by gender, such that males were more likely to self-rate 
themselves as likely or very likely to experience these crimes in the next 12 months (Table 13).
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Table 13: Perceived risk of online abuse or interpersonal cybercrimes among community 
respondents, by gender

Survey item Males 
likely (%)

Females 
likely (%)

Total 
likely (%)

Having someone take a photo or video of you, when you were 
nude or semi-nude, without your permission 10.3 5.9 8.2

Having someone send your nude or sexual photos/videos on to 
others or post them online without your permission 12.9 6.6 9.8

Having someone threaten that they will send a nude or sexual 
photo/video of you on to others or post them online 12.8 7.5 10.2

Receiving insulting or threatening comments by strangers online, 
such as via social media, dating apps or web forums 14.0 11.8 12.9

Having a stranger spread rumours or lies about you online 14.6 9.5 12.1

Having a stranger access your online accounts without your 
permission and/or post offensive content pretending to be you 
online

12.1 8.6 10.3

Receiving insulting or threatening comments by friends or 
acquaintances online, such as via social media, dating apps or 
web forums

12.5 8.1 10.3

Having a friend or acquaintance spread rumours or lies about 
you online 14.0 9.8 11.9

Having a friend or acquaintance access your online accounts 
without your permission and/or post offensive content 
pretending to be you online

11.9 7.6 9.7

Having someone make online threats to sexually harm you, rape 
or sexually assault you 12.2 8.7 10.4

Being sent unwanted requests for sex, or sexual comments, by 
someone online 15.2 13.5 14.3

Receive nude or sexual images (photos or videos) from a person 
when you did not want or request them 14.4 13.2 13.8

Having an intimate partner or ex-partner make threats to 
physically hurt you, via phone calls, text messages, social media 
or online posts

12.4 8.5 10.4

Having an intimate partner or ex-partner repeatedly ask where 
you are or what you are doing through phone calls, text 
messages, social media or online posts

11.9 8.7 10.3

Having an intimate partner or ex-partner access your online 
accounts without your permission, eg email, social media, 
banking or phone data

11.8 8.4 10.1

Having an intimate partner or ex-partner send insulting or 
derogatory messages to you, such as via text message, email, 
social media or online posts

10.1 8.8 9.5

Overall perceived risk of online abuse/interpersonal cybercrimes, 
score out of 80; M (SD)

31.45* 
(16.77)

29.05 
(14.90)

30.27 
(15.92)

*denotes statistically significant difference between males and females overall mean scores (F(1, 2019)=11.517, 
p<0.01, η2=0.006)
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There was also a significant (although again small) difference in perceived risk of online abuse 
and/or interpersonal cybercrimes by age (Table 14). Younger adults (18 to 29 years, M=34.09, 
SD=16.45) reported an overall higher self-rating of perceived victimisation risk than older 
adults (60 to 69 years, M=23.70, SD=11.65), with a medium effect size (F(4, 2,016)=28.194, 
p<0.001, η2=0.053).

Table 14: Perceived risk of crime and cybercrime among community 
respondents, by age
Aggregate measure 18–29 30–39 40–49 50–59 60–69

Traditional crimes, score out of 75; 
M (SD)

34.22 
(14.39)

34.53 
(14.88)

32.72 
(13.74)

31.88 
(12.56)

29.80 
(11.45)

Cybercrimes, score out of 50; M (SD) 21.48 
(9.80)

21.99 
(9.78)

20.82 
(9.40)

19.52 
(8.39)

19.07 
(7.92)

Abuse/interpersonal cybercrimes, score 
out of 80; M (SD)

34.09 
(16.45)

32.63 
(16.96)

29.72 
(15.96)

26.90 
(14.20)

23.70 
(11.65)

Cybercrime risk and resilience
Community respondents also self-rated their confidence in their knowledge and skills to 
protect themselves from potential cybercrimes. Overall, most respondents were either very 
or somewhat confident (47%, n=955) or neither confident nor unconfident (35%, n=712). 
Male participants were significantly more likely to self-rate as more confident in their 
knowledge and skills (51%, n=519) than female participants (44%, n=436, F(1, 2,019)=6.693, 
p<0.05), although the association by gender was very weak (η2=0.003). Similarly, there was 
a statistically significant, although weak, difference by age: younger adults (18 to 29 years, 
M=3.51, SD=1.20) were more likely to self-rate as more confident in their knowledge and skills 
to protect themselves from cybercrime than older adults (60 to 69 years, M=3.20, SD=1.06, F(4, 
2,016)=4.371, p<0.01, η2=0.009).

The most common strategies for protecting themselves from cybercrimes included: avoiding 
opening email attachments from unknown senders, conducting online purchases only with 
trusted companies, deleting emails from unknown senders, avoiding clicking on pop-ups 
when web browsing, and blocking users they did not want to communicate with. Among the 
least common actions taken were: using a password manager, regularly changing passwords, 
using two-step authentication on online accounts, obscuring online identity information, 
and updating their operating system. Interestingly, female participants (M=58.90, SD=12.57) 
were significantly more likely to report regularly engaging in self-protection behaviours from 
cybercrime than males (M=57.51, SD=13.56, F(1, 2,019)=5.8, p<0.05), although the association 
was again very weak (η2=0.003). There was again a significant (although very weak) association 
by age, whereby younger adults (18 to 29 years, M=55.47, SD=13.79) were less likely to report 
regularly taking action to protect themselves from cybercrimes than older adults (60 to 69 
years, M=61.00, SD=11.90, F(4, 2,016)=12.198, p<0.001, η2=0.024).
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Cybercrime victimisation, reporting and police responses
Community respondents were asked about their experience of a range of cybercrime 
victimisation types and whether they reported their experience to police. If so, they were asked 
to rate the police response. Cybercrime victimisation types included identity crimes, financial 
crimes, sexual harassment, image-based abuse, intimate partner abuse and general online 
harassment or abuse, whether from strangers, friends or acquaintances.

Overall, 82 percent (n=1,648) of our community respondents had experienced at least one 
of the listed forms of cybercrime victimisation. In order of the most commonly experienced, 
they were:

•	 identity crimes (63%, n=1,272);

•	 stranger harassment or abuse (52%, n=1,052);

•	 financial crimes (51%, n=1,028);

•	 acquaintance or friend harassment or abuse (44%, n=884);

•	 online sexual harassment (39%, n=788);

•	 online intimate partner abuse (35%, n=709); and

•	 image-based abuse (28%, n=558).

The following sections examine these victimisation rates and reporting experiences (where 
applicable) in further detail.

Identity and financial cybercrimes

Among experiences of identity cybercrimes, the most common were having a computer virus, 
or having bank account or credit card information fraudulently accessed (Table 15). Identity 
cybercrime victimisation differed somewhat by gender, with overall rates of victimisation 
higher for males than females, although effect sizes were very small (approaching zero) and 
indicated little strength of association between gender and victimisation for identity crimes. 
For overall victimisation of any identity cybercrimes, younger adults (18 to 29 years, 67%) were 
more likely than older adults (60 to 69 years, 58%) to disclose victimisation experience.
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Table 15: Identity cybercrime victimisation among community respondents, by gender

Survey item Males 
 (%)

Females 
 (%)

Total 
 (%)

You’ve sent personal information (such as username, password, 
banking details) to an organisation in response to an email 
request

12.3 8.4 10.3

Having your personal information exposed to the public by 
another organisation without your consent/knowledge 13.4 9.4 11.4

Having someone use your personal information without your 
permission to make purchases, create new accounts or pretend 
to be you

9.7 7.8 8.8

Having someone use your credit card or bank accounts without 
your permission to make financial transactions 15.5 15.6 15.5

Having someone hack into one of your accounts 10.1 13.6 11.8

Having a virus on your computer or other device 29.2 27.1 28.2

Any identity cybercrime victimisation 66.9* 58.8 62.9
*denotes statistically significant difference between males and females for any victimisation (χ2(1, N=2,021)=14.26, 
p<0.001, φ=0.08). For chi-square analyses (χ2), a phi (φ) of 0.1 or less indicates a small/weak effect size, 0.3 indicates 
a medium effect, and 0.5 or greater indicates a large effect size

Asked whether they had reported their most recent identity cybercrime experience to police, 
fewer than one in five (17%, n=216) said that they had. Most reported either in person or by 
phone to their local police station, followed by online (such as via the ACORN website). Of 
those who reported to police, a large majority (71%, n=146) said that they found it helpful or 
very helpful.

For financially based cybercrimes, more respondents reported experiencing failed or fraudulent 
online purchases, followed by online requests for money for a ‘business opportunity’ (Table 16). 
As with identity crimes, there was a significant difference by gender, with males again reporting 
higher victimisation rates; once again, tests of effect size indicate little strength in the association 
between gender and financial cybercrime victimisation. Almost twice as many younger adults 
(18 to 29 years, 62%) reported experiencing at least one type of financial cybercrime, compared 
with older adults (60 to 69 years, 32%).

Table 16: Financial cybercrime victimisation among community respondents, by gender

Survey item Males 
 (%)

Females 
 (%)

Total 
 (%)

Sending money in response to an email request that you have 
received 12.1 6.1 9.2

Sending money for an online purchase, but not receiving the 
goods as expected 19.8 26.0 22.9

Sending money in response to a request from someone you have 
initiated an online relationship with 9.1 4.8 7.0

Being asked to send money in response to a business/
employment opportunity that was promoted online 19.3 16.4 17.9

Any financial cybercrime victimisation 53.3* 48.3 50.9
*denotes statistically significant difference between males and females for any victimisation (χ2(1, N=2,021)=4.99, 
p<0.05, φ=0.05)
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Participants were again asked whether they had reported their most recent experience to 
police. Of those who responded, again, fewer than one in five (17%, n=176) said that they 
reported their most recent experience to police, most commonly to their local station or online 
(such as via ACORN). Again, of those who did report to police, a majority found it helpful or 
very helpful (68%, n=116).

Interpersonal cybercrime

Respondents were asked about three categories or subtypes of interpersonal cybercrimes: 
online sexual harassment, image-based abuse and abuse from an intimate or former intimate 
partner, spouse or date. For sexual harassment, respondents were most likely to report having 
received a nude or sexual image from a person (which they had neither wanted nor requested, 
17%, n=352), followed closely by receiving unwanted requests for sex or sexual comments 
(16%, n=324). Male and female participants were equally likely to have experienced at least 
one of the listed sexually harassing behaviours. Females were significantly more likely to 
experience three of the four behaviours (Table 17), although the associations by gender were 
again weak. For overall victimisation by any online sexual harassment, younger adults (18 
to 29 years, 59%) were much more likely than older adults (60 to 69 years, 16%) to disclose 
victimisation experience, which is reflective of broader patterns of in-person sexual harassment 
in Australia (Australian Human Rights Commission 2018: 21).

Table 17: Online sexual harassment victimisation among community respondents, 
by gender

Survey item Males 
 (%)

Females 
 (%)

Total 
 (%)

Someone made online threats to sexually harm you, rape or 
sexually assault you 9.0 8.2 8.6

Someone online sent unwanted requests for sex, or sexual 
comments (not including ‘spam’ email or advertisements) 14.0 18.1# 16.0

You’ve received nude or sexual images (photos or videos) from a 
person when you did not want or request them 14.1 20.8^ 17.4

Someone online has made sexual comments or sent sexual 
messages to you, when you did not want or request them (not 
including ‘spam’ email or advertisements)

11.3 18.1* 14.6

Any online sexual harassment 40.0 38.0 39.0
#denotes statistically significant difference between males and females (χ2(1, N=2,021)=6.37, p<0.01, φ=0.06)
^denotes statistically significant difference between males and females (χ2(1, N=2,021)=15.96, p<0.001, φ=0.09)
*denotes statistically significant difference between males and females (χ2(1, N=2,021)=18.92, p<0.001, φ=0.1)

Almost one in five respondents (19%, n=150) said that they reported their most recent 
experience to police, with most reporting either to their local police station or online (such as 
via the ACORN website). Of those who reported to police, a large majority (73%, n=108) said 
that they found police responses to their complaint helpful or very helpful.
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Overall, approximately one in three men and almost one in four women reported ever having 
experienced any image-based abuse—although the strength of association of gender was 
again weak. Most commonly, participants reported having experienced the non-consensual 
distribution or posting online of a nude or sexual image (Table 18). Consistent with previous 
Australian-based research (see Henry, Flynn & Powell 2017), younger adults (18 to 29 years, 
46%) were much more likely to report victimisation from image-based abuse than older adults 
(60 to 69 years, 5%).

Table 18: Image-based abuse victimisation among community respondents, by gender

Survey item Males 
 (%)

Females 
 (%)

Total 
 (%)

Someone has taken a photo or video of you, when you were 
nude or semi-nude, without your permission 10.7 7.7 9.2

Someone sent your nude or sexual photos/videos on to others 
or post them online without your permission 13.3 11.0 12.2

Someone threatened that they will send a nude or sexual photo/
video of you on to others or post it online 10.1 9.7 9.9

Any image-based abuse 32.0* 23.1 27.6
*denotes statistically significant difference between males and females for any victimisation (χ2(1, N=2,021)=20.21, 
p<0.001, φ=0.1)
Note: Measures of victimisation for image-based abuse adapted from Powell & Henry (2017)

We asked those respondents who disclosed an experience of image-based abuse victimisation 
whether they had reported their most recent experience to police, and how helpful it was. 
Overall, 28 percent (n=156) said that they reported their most recent experience to police 
(notably higher than for the preceding cybercrime types), most commonly at their local police 
station, and most (76%) found reporting to police to be helpful or very helpful.

Overall, approximately one in three community respondents (35%, n=709) reported having 
ever experienced at least one of the intimate partner abuse behaviours surveyed. Male and 
female participants were similarly likely to have experienced at least one of the listed intimate 
partner behaviours, but females were significantly more likely to experience three of the five 
behaviours (Table 19), including stalking behaviours and insulting or derogatory messages—
although the associations by gender were weak. Again, consistent with an overall trend for age, 
we found that younger adults (18 to 29 years, 52%; and 30 to 39 years, 43%) were more likely 
than older adults (50 to 59 years, 23%; and 60 to 60 years, 9%) to report experiencing intimate 
partner abuse.
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Table 19: Intimate partner abuse victimisation among community respondents, by gender

Survey item Males 
 (%)

Females 
 (%)

Total 
 (%)

A current or former partner made threats to physically hurt you, 
via phone calls, text messages, social media or online posts 10.8 12.9 11.8

A current or former partner repeatedly asked where you are or 
what you are doing, through phone calls, text messages, social 
media or online posts 

12.5 17.4# 14.9

A current or former partner accessed your online accounts 
without your permission, eg email, social media, banking or 
phone data

6.9 10.1^ 8.5

A current or former partner sent insulting or derogatory 
messages to you, such as via text message, email, social media 
or online posts

6.9 15.1* 10.9

A current or former partner tracked your location using a 
positioning device or mobile phone application (‘app’) 6.5 6.8 6.7

Any online intimate partner abuse 35.7 34.4 35.1
#denotes statistically significant difference between males and females (χ2{1, N=2,021]=9.44, p<0.01, φ=0.07)
^denotes statistically significant difference between males and females (χ2(1, N=2,021)=6.53, p<0.01, φ=0.06)
*denotes statistically significant difference between males and females (χ2(1, N=2,021)=34.86, p<0.001, φ=0.13)

Of the respondents disclosing experiences of intimate partner abuse, approximately one in four 
(24%, n=171) said that they reported their most recent experience to police. As with the other 
cybercrimes reported here, this was most often to their local police station (either in person or 
by phone) or online (such as via ACORN). Again, most respondents found reporting to police to 
be either very helpful or helpful (75%, n=112).

General online harassment and abuse

The last two cybercrime types we asked about in our community survey concerned more 
general experiences of online harassment and abuse, whether from strangers or from friends 
and acquaintances. Approximately one in two community respondents (52%, n=1,052) 
reported ever having experienced online harassment or abuse from strangers. The most 
common was receiving insulting or threatening comments, with more than one in four (29%, 
n=577) respondents reporting such an experience. Overall, men were statistically more likely 
to report at least one experience of stranger online harassment or abuse (Table 20). For 
overall victimisation of online harassment or abuse from strangers, younger adults (18 to 29 
years, 74%) were much more likely than older adults (60 to 69 years, 23%) to disclose any 
victimisation experience.
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Table 20: Stranger online harassment/abuse victimisation among community respondents, 
by gender

Survey item Males 
 (%)

Females 
 (%)

Total 
 (%)

Received insulting/threatening comments by strangers online 29.3 27.8 28.6

Had a stranger spread rumours or lies about you online 17.6 15.7 16.7

Had a stranger access your online accounts without your 
permission 16.5 14.1 15.3

Had a stranger post offensive content pretending to be you 
online 6.1 6.3 6.2

Any stranger online harassment/abuse 56.4* 47.5 52.1
*denotes statistically significant difference between males and females for any victimisation (χ2(1, N=2,021)=15.99, 
p<0.001, φ=0.09)

Approximately one in four (23%, n=241) respondents said that they reported their most recent 
experience of cybercrime victimisation to police. A majority, although notably fewer than for 
other cybercrimes, said that reporting to police had been either helpful or very helpful (67%, 
n=158).

Finally, 44 percent (n=884) of community respondents reported at least one experience of 
online harassment or abuse from friends or acquaintances. Most common was receiving 
insulting or threatening comments and having rumours or lies spread about them (Table 21). 
Males were significantly more likely to report ever having at least one harassment or abuse 
experience from friends or acquaintances, although the small effect size again suggests a weak 
association. Consistent with the overall trend of response variance according to age, younger 
adults (18 to 29 years, 64%) were more likely than older adults (60 to 69 years, 17%) to disclose 
experiencing online harassment or abuse from friends or acquaintances (Table 22).

Table 21: Friend/acquaintance online harassment/abuse victimisation among community 
respondents, by gender

Survey item Males 
 (%)

Females 
 (%)

Total 
 (%)

Received insulting or threatening comments by friends or 
acquaintances online 18.7 21.2 19.9

Had friends or acquaintances spread rumours or lies about you 
online 19.4 20.1 19.7

Had friends or acquaintances access your online accounts 
without your permission 9.1 8.0 8.6

Had friends or acquaintances post offensive content pretending 
to be you online 7.1 6.0 6.6

Any friend/acquaintance online harassment/abuse 46.1* 41.3 43.7
*denotes statistically significant difference between males and females for any victimisation (χ2(1, N=2,021)=4.77, 
p<0.05, φ=0.05)
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Approximately one in four respondents (23%, n=197) said that they reported their most recent 
experience of online harassment or abuse from friends or acquaintances to police. A majority 
(71%, n=137) said that reporting to police had been either helpful or very helpful.

Table 22: Overall cybercrime victimisation among community respondents, by age

Victimisation category 18–29a 
 (%)

30–39b 
 (%)

40–49c 
 (%)

50–59d 
 (%)

60–69e 
 (%)

Any identity cybercrimes 67.1 66.6 62.6 56.1 57.8

Any financial cybercrimes 62.4 54.5 51.9 41.3 32.3

Any online sexual harassment 58.8 43.9 35.8 22.5 15.6

Any image-based abuse 46.3 31.6 22.7 15.1 5.3

Any online intimate partner abuse 51.6 42.8 32.1 22.8 8.5

Any stranger online harassment/abuse 73.8 58.6 48.7 35.0 23.0

Any friend/acquaintance online 
harassment/abuse 64.0 50.3 40.4 27.4 17.0

Any cybercrime victimisation* 89.3c,d,e 85.8d,e 80.7a,d,e 74.9a,b 68.4a,b,c

*denotes statistically significant difference by age range for any overall cybercrime victimisation (χ2(4, 
N=2,021)=70.63, p<0.001, φ=0.19). Letters denote which age ranges differ from each other
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Results: Comparison 
between the police and 
community survey

One of the issues identified within the existing research was a potential disconnect between 
police and community expectations about responses to cybercrime. Specifically, criminological 
research has revealed how members of the public often have unrealistic expectations about 
responses to cybercrime (eg Wall 2008a, 2008b); how police and the community assess 
the seriousness of cybercrime offences and ascribe responsibility according to the criteria 
of ‘ideal’ victimisation (eg Black, Lumsden & Hadlington 2019; Holt & Bossler 2016); how 
victims of cybercrime are often not satisfied with police responses (eg Cross, Richards & Smith 
2016; Jang, Joo & Zhao 2010); and how police feel ill equipped to respond to cybercrime and 
cybersecurity threats (eg Hadlington et al. 2018; Nouh et al. 2019). This section presents a 
comparative analysis of the police and community survey results, examining these issues in 
greater detail and within an Australian context.

The data analyses presented in this section are based on a sub-sample of the data discussed in 
the two preceding sections. The results of the survey are based upon a sample of police officers 
(n=422) and members of the public (n=754) from the states of Queensland and New South 
Wales. This sub-sample has been used to ensure that the samples are sufficiently matched and 
therefore enable robust comparative analysis (see Gorard 2017: 101). Data collected from the 
Policing Cybercrime in Australia survey (stage one) and Cybercrime and Online Harm survey 
(stage two) are presented in contingency tables that compare police and community attitudes 
on various survey items. Additionally, these data were analysed using chi-square tests for 
independence between the sample groups (police and community). The results are presented 
across four identified themes:

•	 seriousness of cybercrime offences;

•	 knowledge of cybercrime offences;

•	 perceived distribution of responsibility; and

•	 confidence in police responses to cybercrime.
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Broadly, the analyses reveal that police officers rank cybercrime as more serious, that the 
groups have different understandings about cybercrime and its impact on policing, that 
the community ascribes comparatively greater responsibility to individuals for preventing 
cybercrime victimisation, and that the community reports comparatively more confidence in 
law enforcement to effectively respond to cybercrime and cybersecurity threats.

Seriousness of cybercrime
The first set of comparative analyses concerns the extent to which police and community 
respondents hold different views about the seriousness of cybercrime offences. The results of 
cross-tabulation and chi-square analyses comparing such attitudes across three response levels 
(agree, neutral, disagree) are presented in Table 23.

Table 23: Attitudes to seriousness of cybercrime among police and community respondents
Sample group Police (%) Community (%)

Survey item/response Agree Neutral Disagree Agree Neutral Disagree

Cybercrime is a serious problem in 
society today*** 86.2 3.7 10.1 80.0 12.6 7.4

Most types of online incidents are 
minor annoyances*** 31.4 24.1 44.5 43.9 32.0 24.1

Harassment online is less serious 
than face-to-face harassment*** 21.1 8.9 70.0 21.1 17.5 61.4

Stealing $100 from a person’s bank 
account electronically is equivalent 
to someone pickpocketing $100***

77.8 3.9 18.3 77.6 12.1 10.3

Cybercrime is not taken seriously 
by law enforcement** 33.5 19.5 47.0 29.4 28.6 41.9

Most negative online experiences 
do not require a police response** 47.0 29.6 23.4 37.1 37.4 25.5

**indicates χ2 with p<0.01, ***indicates χ2 with p<0.001

The six items listed within Table 23 highlight significant differences in the response patterns 
of police officers and community members in Queensland and New South Wales. Across all 
categories, members of the community were more likely to provide ‘neutral’ responses to 
survey items. Specifically, members of the community were more likely to remain ‘neutral’ 
about whether ‘cybercrime is a serious problem in society today’ and whether ‘cybercrime is 
not taken seriously by law enforcement’, with otherwise comparatively similar proportions 
of participants either agreeing or disagreeing with the statements. This observed pattern is 
probably a result of respective levels of expertise and self-confidence in providing meaningful 
responses to survey items. 

Generally, police officers were more likely to assess cybercrimes as serious. For example, police 
were comparatively more likely to disagree with the statements: ‘most types of online incidents 
are minor annoyances’ and ‘harassment online is less serious than face-to-face harassment’. 
Although more police officers disagreed with the statement that ‘stealing $100 from a person’s 
bank account is equivalent to someone pickpocketing $100’, this difference was apparently due 
to fewer ‘neutral’ responses. 
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Similarly, police officers were more likely to agree with the statement that ‘most negative 
online experiences do not require a police response’, whereas community members were more 
likely to offer a neutral response. These different patterns of responses reflect the differences 
in how the groups perceive the seriousness of cybercrime, including differences in their 
perception of how serious law enforcement agencies consider the issue.

Knowledge of cybercrime
The second set of analyses examined the comparative knowledge of cybercrime among police 
and community respondents. Table 24 presents the results of cross-tabulation and chi-square 
analyses comparing attitudes across three response levels (agree, neutral, disagree).

Table 24: Knowledge of cybercrime among police and community respondents
Sample group Police (%) Community (%)

Survey item/response Agree Neutral Disagree Agree Neutral Disagree

The public understand the risks of 
being online*** 11.9 11.2 76.8 37.7 25.3 37.0

The local community does not 
recognise the threat posed by 
cybercrime***

76.6 14.0 9.4 54.5 29.6 15.9

The internet has dramatically 
changed police work*** 92.4 6.2 1.4 75.2 18.7 6.1

The internet has caused more 
problems for law enforcement than 
it has helped*

46.3 32.1 21.6 46.3 37.4 16.3

Cybercrime occurs more frequently 
in businesses, rather than among 
home users***

10.1 42.7 47.2 27.2 37.5 35.3

The majority of cybercrimes are 
perpetrated by younger individuals 
in their teens and twenties***

11.0 41.3 47.7 34.2 35.0 30.8

Cybercriminals are often individuals 
living in foreign countries rather 
than here in Australia

36.2 37.2 26.6 34.5 35.3 30.2

Cybercrime is mostly traditional 
crimes using a computer*** 29.6 21.3 49.1 35.0 28.9 36.1

Crimes that used to be offline now 
increasingly have online 
elements***

81.4 17.0 1.6 72.4 23.9 3.7

Digital evidence can be a feature of 
all types of crime 77.3 17.4 5.3 71.5 22.7 5.8

Most cybercrime incidents or 
crimes should be responded to by a 
specialised high-tech crime unit***

65.6 17.9 16.5 62.1 30.6 7.3

*indicates χ2 with p<0.05, ***indicates χ2 with p<0.001
Note: Selected cross-tabulations for police and community knowledge of cybercrime offences
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The 11 items listed in Table 24 highlight the greater variation between the response pattern 
of police officers and community members on measures about knowledge of cybercrime. In 
particular, the groups have significantly different response patterns on measures about public 
understanding of the risks and threat of cybercrime. Police are more likely to disagree with the 
statement that ‘the public understand the risks of being online’ and agree with the statement 
that ‘the local community does not recognise the threat posed by cybercrime’. Additionally, 
there were observable differences between the groups in measures of how technology has 
impacted policing. Police officers were more likely to agree with the statement that ‘the 
internet has dramatically changed police work’. Police officers were also more likely to disagree 
with the statement that ‘the internet has caused more problems for law enforcement than 
it has helped’, but this resulted from fewer neutral responses than came from community 
members. Finally, police were also more likely to disagree with, rather than remain neutral 
on, the statement that ‘most cybercrime incidents or crimes should be responded to by a 
specialised high-tech crime unit’.

The groups showed significant differences on the relationship between cybercrime and 
traditional crimes. For example, police were more likely to disagree with the statement that 
‘cybercrime is mostly traditional crimes using a computer’ and agree with the statement 
that ‘crimes that used to be offline now increasingly have online elements’. This suggests 
that police appreciate the importance of conceptually differentiating cybercrime from 
offline crimes (ie cyber-dependent crimes), yet are aware of how technology is also used to 
facilitate traditional forms of crime (ie cyber-enabled crimes). It is also important to note that 
these patterns are potentially explained by more ‘neutral’ responses to the survey items by 
community respondents, which may suggest that members of the public are simply uncertain 
or indifferent. Still, it is interesting to observe no significant differences in responses to the 
statement that ‘digital evidence can be a feature of all types of crime’.

Finally, there were some notable differences in perceptions of cybercriminals and their targets. 
Community respondents were more likely to agree with the statements: ‘cybercrime occurs 
more frequently in businesses rather than among home users’ and ‘the majority of cybercrimes 
are perpetrated by younger individuals in their teens and twenties’. However, there were no 
differences between groups in attitudes to whether ‘cybercriminals are often individuals living 
in foreign countries rather than here in Australia’. Interestingly, these survey items measuring 
knowledge of the sociodemographic characteristics of cybercrime offenders and victims were 
the only items where police reported more ‘neutral’ responses than community members. 
Community members seemed more confident in their assessment of victim and offender 
profiles, while being comparatively more likely to believe that cybercriminals are young people 
who target businesses rather than individuals.
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Distribution of responsibility
The third set of comparative analyses examined measures of how police officers and 
community members distributed responsibility for cybercrime offences. Table 25 presents 
the results of cross-tabulation and chi-square analyses comparing such attitudes across three 
response levels (agree, neutral, disagree).

Table 25: Distribution of responsibility for cybercrime among police and community 
respondents
Sample group Police (%) Community (%)

Survey item/response Agree Neutral Disagree Agree Neutral Disagree

Online bullying and harassment can 
be avoided by victims changing 
mobile phone numbers or email 
addresses*

32.3 22.7 45.0 30.8 29.8 39.4

Online fraud victims lose money 
because they do not pay attention 
to what they read***

34.4 25.7 39.9 43.9 30.9 25.2

If a person sends a nude or sexual 
image to someone else, then they 
are at least partly responsible if the 
image ends up online**

55.5 16.7 27.8 60.3 19.8 19.9

People should know better than to 
take nude selfies in the first place, 
even if they never send them to 
anyone***

50.5 21.1 28.4 60.2 22.3 17.5

If a threat to rape a person is made 
on Facebook, it probably shouldn’t 
be taken too seriously***

4.4 7.1 88.5 14.7 12.9 72.4

For safety reasons, victims of 
domestic violence should stop 
using social media, email and 
online sites***

20.6 27.5 51.8 33.7 32.0 34.4

*indicates χ2 with p<0.05, **indicates χ2 with p<0.01, ***indicates χ2 with p<0.001
Note: Percentages may not total 100 due to rounding

The six items listed in Table 25 demonstrate that members of the community generally 
ascribed more responsibility to victims of cybercrime for their own victimisation. Overall, 
there was less between-group variance in the number of participants who provided ‘neutral’ 
responses to these survey items, although the comparatively higher number of police officers 
who disagreed that online bullying could be avoided (by victims) was due to fewer neutral 
responses. Otherwise, community members were more likely to agree with each listed item, 
reflecting greater acceptance that online fraud victims do not pay attention to what they 
read; that victims of image-based abuse are partly responsible and should know better than 
to send another person naked images; that rape threats on Facebook should not be taken too 
seriously; and that victims of domestic violence should stop using social media, email and other 
online sites.
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Confidence in police responses
The fourth and final set of comparative analyses examined measures of police officers’ 
and community members’ confidence in the capabilities of law enforcement to investigate 
cybercrime. Table 26 presents the results of cross-tabulation and chi-square analyses 
comparing such attitudes across three response levels (agree, neutral, disagree).

Table 26: Confidence in police responses to cybercrime among police and community 
respondents
Sample group Police (%) Community (%)

Survey item/response Confident Neutral Not 
confident Confident Neutral Not 

confident

How confident are you that the 
current police response to 
cybercrime in your state is 
effective?***

12.1 34.8 53.1 31.3 39.1 29.6

How confident are you that 
police in your state take 
cybercrime as seriously as face-
to-face crimes?***

21.8 33.9 44.3 39.3 32.6 28.1

How confident are you that 
police in your state are 
adequately funded and 
resourced to address 
cybercrimes?***

5.0 18.2 76.8 23.5 35.5 41.0

How confident are you that 
police in your state are 
effective in supporting victims 
of cybercrime?***

9.5 28.9 61.6 31.7 34.2 34.1

How confident are you that 
police in your state are 
effective in detecting and 
charging perpetrators?***

8.5 24.9 66.6 29.8 35.7 34.5

***indicates χ2 with p<0.001

The five items listed in Table 26 highlight the fact that police officers consistently reported 
lower levels of confidence in law enforcement’s capacity to respond to or investigate 
cybercrime. Indeed, community members were significantly more likely to report confidence 
‘that the current police response to cybercrime is effective’ and ‘that police take cybercrime as 
seriously as face-to-face crimes’. Across both groups of participants, about one-third reported 
that their confidence in law enforcement on these items was ‘neutral’. Additionally, community 
members were more likely either to express ‘confidence’ or remain neutral concerning 
whether ‘police are adequately funded and resourced to address cybercrimes’, ‘police are 
effective in supporting victims of cybercrime’ and ‘police are effective in detecting and charging 
perpetrators’. Overall, these patterns reflect the greater optimism of the community about the 
capabilities of law enforcement to effectively respond to and investigate cybercrimes; police 
officers lack similar levels of confidence.
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Results: Focus group

A focus group with cybercrime and cybersecurity professionals enabled the collection of 
deeper insights into both survey samples. It also allowed for a more nuanced understanding 
of the issues faced by police and other agencies in attempting to respond effectively to 
cybercrime. This section provides a thematic analysis of the issues raised and discussed by 
focus group participants. To reiterate: the focus group discussion was recorded by scribes 
situated at each of the six tables. Each scribe produced a transcript for their respective table, 
containing a mixture of direct participant quotes and discussion summaries. All transcripts 
were combined for analysis, and this section quotes relevant extracts to illustrate and support 
the arguments. Each quote is attributed to an individual scribe or a participant.

Overall, the focus group discussion did not generate any insights that are necessarily new or 
unique to the policing of cybercrime or protection of cybersecurity. Indeed, the sample was 
made up of cybercrime specialists and cybersecurity experts, influencing the nature of the 
information discussed and data collected. Therefore, many of the points raised and debated 
throughout the day mirror previous arguments on policing more broadly. They include a desire 
for more money and resources, the need for improved training and for a better understanding 
of cybercrime as a category of behaviour, the adequacy of current legislation, and the need 
for increased collaboration (eg Holt, Burruss & Bossler 2015; Stambaugh et al. 2001). Although 
the focus group does not necessarily add to what is already known about the challenges 
of responding to cybercrime, it is important to acknowledge these insights, as disclosed by 
professionals working within the field, and to consider the need (and, more importantly, the 
desire) for change.

The focus group was structured around a set of questions posed to participants across 
the day. Topics included the results of the police survey, the comparative results of police 
and community respondents, strategies for policing cybercrime (including specialist versus 
generalist approaches) and the need for additional education or training focused on policing 
cybercrime. Consequently, not all the themes explored emerged unprompted; they were the 
result of deliberate questioning and discussion throughout the day.
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Police responsibilities
A large part of the day’s discussion revolved around the role and responsibilities of the police 
in responding to cybercrime. Comments related to their performance and to external factors 
that influence the way police do their job. There was some discussion about the definition of 
cybercrime and what it included or excluded. This is evident in the following extracts:

What is the definition of cybercrime? Everyone is going to have their own definition. 
Some would include child exploitation material, some wouldn’t. (Participant, Table 3)

A weakness is that we are actually hung up on the definition. (Participant, Table 3)

We do not have uniform clear channels of communication for cybercrime—it isn’t a 
different city in the same country…We have issues with inconsistent priorities and even 
definitions of crime. (Participant, Table 2)

The lack of clarity and consistency around definitions of cybercrime was cited as highly 
problematic in effectively responding to offences in a similar fashion across the country. Some 
points of discussion focused on the lack of direction that, it was argued, exists in the area of 
cybercrime and on a desire for greater leadership across all agencies:

Some of it seems like ‘someone should do something’ mentality, but a lack of 
understanding of what should be done and who should be doing it. Police seem to 
recognise that there is a problem, but need help with what to do about it so they can 
meaningfully respond (want more training). (Participant, Table 2)

Who is going to do something with it, there is no one to do it…We had all this data and 
we did all these products but there was no one to take the lead. No one is organising it 
nationally. (Participant, Table 3)

We are having a lot of national discussions. Who have the responsibility?…We are slowly 
pulling it together…It is about five years too late. (Participant, Table 3)

[There is a] disconnect of which department and who is responsible for the policing of 
cyber. Needs to be a certainty of who is responsible for the management of victims. 
(Scribe, Table 6)

Participants therefore asserted the need for a central vision in responding to cybercrime, which 
would act as a framework for all agencies.

The issues associated with the prosecution of cybercrime were noted across several tables:

We have the legislation and the general intent but very little vision on how it should be in 
practice. (Participant, Table 1)

While laws still cover offences committed outside jurisdiction, the issue becomes how to 
investigate and enforce the law. The legislation is ready but processes can be confusing 
and unclear to police officers. (Participant, Table 2)

[There are] barriers to investigation, such as the transnational aspect of cybercrime, 
jurisdictional issues, how to obtain evidence—Who has it? Who is responsible for it? 
Who do we tell/report to? (Scribe, Table 2)
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There was some contentious discussion about adequate legislation regarding cybercrime, as 
illustrated in the following two comments:

It pisses me off that people say that we need more legislation. We have enough. 
(Participant, Table 3)

Outdated legislation is a problem as well. We have a law on the books and leave it for 
100 years and there is no reform. (Participant, Table 5)

Some comments expressed a desire to learn from those who had been able to prosecute 
successfully in this area:

It would be interesting to know—were any of the police officers successful in terms of 
policing cybercrimes? As opposed to just knowing that they have discussed/come into 
contact with cybercrime. (Participant, Table 2)

This specific quote also highlighted a desire among police to learn from other agencies when 
there has been successful action and/or a prosecution.

Some participants focused on the lack of understanding of cybercrime by those in senior 
positions across police and other organisations. Some also noted a lack of political will to 
provide the required amount of resources across finance, personnel and training:

If we don’t have results, how can we get resources? How do we collaborate with other 
industries? There’s a lack of resources. There are plenty of resources for drugs et cetera. 
There’s a lack of understanding around cybercrime. Lack of funding and potential support 
from the hierarchy. (Participant, Table 1)

It is more difficult to argue for prioritisation when the public do not understand the risks. 
(Participant, Table 2)

The rate of solving a cybercrime…there isn’t a quick fix. Everything is against it. If I was 
a PC [police constable], and I saw something about an IP address…I’d just chuck it. You 
want to deal with the rapes and assaults. That is what will help your career. If you tell your 
boss…they’re gonna say ‘get a car, get a gun, and get out there and do something actually 
important’. (Participant, Table 5)

I think our capabilities and resources have significant shortcomings. But that isn’t what 
politicians are talking about…they’re already talking about more powers. (Participant, 
Table 5)

The inability of management to understand the importance of and need for a better response 
to cybercrime incidents was a common concern across all tables.

Some participants acknowledged that the reporting of cybercrime is problematic, with 
implications for an agency’s ability to obtain resources or produce an accurate understanding 
of the reality of cybercrime—for example:

We need you to report it to get more funding and more resources. I know that only one 
out of 100 clients reports attacks. (Participant, Table 1)
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This is only one of the many identified challenges relating to the online environment. There 
was also recognition of the different nature of the virtual environment and the challenges that 
creates for traditional policing models:

Policing is still on a traditional crime level. (Participant, Table 3)

For your average copper at the station if they get something and they don’t know how 
to deal with it, there could be a disparity. It’s not that they don’t think it’s [cybercrime] 
important, it’s just that it’s too hard. (Participant, Table 3)

[There are] jurisdictional issues largely (made reference to how policing is connected 
to the terrestrial nature of policing cyber and legal constraints of governance under 
legislation). (Scribe, Table 6)

These issues are, unfortunately, not new. They were coupled with a recognition that society 
operates differently in this space:

Simultaneously seems like police are more supportive of changes to their own capabilities 
and agencies, rather than expecting online platforms to police themselves—speculation 
that perhaps this is based on pessimism about the idea of expecting a company like 
Google to actually do something to police themselves. (Participant, Table 2)

We need to be able to rely on most people to do the right thing, but it isn’t the case in 
cybercrime. With offline issues, there are certain community values and standards that 
we understand and tacitly enforce, ‘if someone stepped out of line, it was obvious, but we 
don’t have that online’. Community values do not exist in the same way to meaningfully 
police people’s behaviour online, we need to create this. (Participant, Table 2)

Discussion also focused on the way in which agencies respond to victims of cybercrime.

Reporting is good but issue arises in ‘what happens after that?’ (Participant, Table 2)

Negatives were largely based on the lack of interconnected management of victims 
between organisations, lack of transparency or information for victims to know where to 
go for help or information. (Scribe, Table 6)

The difficulties associated with responding to victims of cybercrime are well documented and 
largely align with the sentiment expressed by participants.
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Training requirements

As part of their discussion of the role and responsibilities of police in responding to cybercrime, 
participants addressed in some depth the utility of additional police training. Generally, all six 
tables noted the need for better training. One example was the recognition of the need for 
training officers in specific skills related to cybercrime:

For me, I see the cybercrime discussion is slowly filtering in at all levels. We now have a 
cybercrime focus—not just funding and resources, but also training. (Participant, Table 2)

The biggest strength I see…every police officer I’ve trained accepts the fact that they need 
more training in it. (Participant, Table 1)

There are limits to officers’ capabilities to be equipped to deal with these things. If you 
have more tools at your disposal to commit cybercrime…how can a local officer know 
what you can and can’t do? It might be an unrealistic expectation. (Participant, Table 5)

Participants recognised that the skills needed to investigate cybercrime were somewhat 
different, not always captured in generic training:

We need specific tools to police cybercrime. An investigator needs different skills for 
cybercrime. It’s different to homicide training, for instance…Training needs to start from 
when police are students. (Participant, Table 1)

Relatedly, participants observed that officers need to be provided with training in a 
straightforward and jargon-free manner:

Discussed that many police officers are struggling with ‘analysis paralysis’, whereby they 
are bombarded with too much technical information regarding cyber offences. (Scribe, 
Table 6)

They [police] need clear information that demystifies the process and the tech behind it…
they need the information to be less tech based. (Participant, Table 6)

Participants discussed the effect of generational influences on cybercrime training. Given that 
newer officers are likely to be more technically skilled and internet savvy than older members 
of the force, how would this influence the need for officer training on these topics?

Interested in junior recruits to see if they are more savvy. Follow up with recruits who 
have done training in this area, to see now do they feel comfortable. (Scribe, Table 3)
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However, discussion about the utility of training officers in digital forensics to identify evidence 
at crime scenes (across both online and offline contexts) was limited. The need for further 
training in this area was highlighted by a series of comments during a discussion at one table:

How can any police disagree…how can you have any crime with no chance of any digital 
evidence?

I think with law enforcement, you need to look for digital evidence no matter which 
department you are in.

Quite scary, that is a high number. One in 20 cops think that digital evidence isn’t a part of 
all crimes.

It doesn’t matter what it is, all crimes can have digital evidence and it is disturbing that 
5 percent don’t think there is. (Participants, Table 3)

This suggests a need to better educate police officers about what constitutes digital evidence 
and how this can be identified and collected, regardless of offence type, when investigating 
a crime.

Similar subcategories were identified by participants while considering the utility of training 
officers in a broader sense. One participant raised the potential drawbacks for the police 
service of upskilling officers if it makes them more attractive for other potential employers:

There are tensions among the police as to how to offer training, and if they do, will the 
employees leave for other jobs? (Participant, Table 4)

Evidently, the differences in workplace risk and higher salaries could directly affect an officer’s 
decision to leave the police. There was also continued discussion around the issues of 
resources and political will from senior management that impacted the training available and 
delivered to police:

[One participant] expressed surprise at the information that police were not given any 
training. [Another participant] responded by saying that [they] got [their] specialised 
training on [their] own (degrees, certificates etc). (Scribe, Table 4)

Yeah, it shows how officers are not equipped to deal with it…The higher ups don’t have 
a f***ing idea what a computer is. A judge wouldn’t know what an IP address is. And 
getting the information needed to investigate…they just waste weeks and weeks of time 
(Participant, Table 5).

Law enforcement need more support more than ever. There is a lot of pointing the finger 
but not a lot of support. (Participant, Table 6)

Despite these concerns, there was some degree of optimism expressed by a participant about 
the way this discussion was headed:

For me, I see the cybercrime discussion is slowly filtering in at all levels. We now have a 
cybercrime focus—not just funding and resources, but also training. It’s moving in the 
right way. (Participant, Table 1)

Overall, these discussions illustrate the degree of improvement that is arguably needed to 
better equip police to respond more effectively to various types of cybercrime.
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Specialist versus generalist duties

Another issue identified within the broader theme of police responsibilities was whether 
cybercrime investigations should be a specialist field of policing or a necessary part of the 
skillset for general duties officers. Overall, there were persuasive arguments made in favour 
of both perspectives: that cybercrime investigations should be a specialist area of policing 
because of their comparative complexity, and that cybercrime investigations are inevitably 
becoming part of the necessary skillset for generalist police officers. These arguments are 
discussed below.

Specialist policing

The main arguments in favour of having the policing of cybercrime as a specialist area were 
founded on the notion that these offences have a level of technological complexity that 
requires a set of skills beyond that of the general duties police officer. This is evident in 
these quotes:

Digital chain of custody—requires more specialisation to secure accountability. (Scribe, 
Table 2)

Because it is highly technical and you need a specialist to deal with it. (Participant, Table 3)

It has to be a threshold at some point. If technology impacts the crime, you do need 
technical skills. (Participant, Table 5)

In addition to technical knowledge, a specialist would need other skills around 
counselling. (Participant, Table 6)

An analogy was drawn between cybercrime and other specialist areas currently within the 
police service. The following excerpts highlight this:

Specialist police could be more about supporting investigators, eg scenes of crime, 
fingerprint experts, handwriting experts. (Participant, Table 2)

For the specialist response we likened it to a homicide investigation. You will call in other 
resources. There will be teams. (Participant, Table 3)

Lastly, the argument focused on the logistics of being able to effectively train a large 
organisation:

It is easier to train 20-odd police persons (specialist) than training a whole general unit of 
police. (Participant, Table 4)

When you talk about giving it to generalist police, you might need to bring them up a bit. 
But there is a limit how far you can bring up [thousands of] officers. You cannot train them 
all to be specialist. (Participant, Table 5)

With the specialist, it would be easier to keep them abreast of the changes [to 
cybercrime]. (Participant, Table 6)
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Generalist policing

Several arguments supported the perspective that cybercrime investigations must become 
part of the skillset of generalist police officers: increasing numbers of cybercrime offences, 
an inability to clearly or unambiguously distinguish between online and offline elements 
of a criminal offence, and the role of police as first responders to crime generally. Firstly, 
participants acknowledged the number of cybercrime offences occurring on a regular basis. 
As a result, they considered it desirable to ensure that general duties police are equipped to 
respond to such problems:

Whether we like it or not, cyber-enabled crime is on a massive rise. So, the point being, 
that is where crime is going whether we want it to or not. So, there is a much larger pool 
of general police. Upskill them to deal with it. (Participant, Table 5)

With a generalist, anyone can do it. Potentially a smaller uplift of knowledge. Improves 
the skills set of police over all. (Participant, Table 6)

Secondly, participants described the difficulties of investigating crime without some degree 
of technical expertise, because the boundary between online and offline criminal activity is 
increasingly ambiguous. Indeed, many crimes have both an online and offline element. Some 
participants therefore expressed a view that all crime should be treated simply as a criminal 
offence, regardless of the medium:

A crime could be occurring both online and offline and to pull them apart would be 
difficult and unnecessary. (Scribe, Table 2)

I think that is where we get lost, is that it’s just a crime. (Participant, Table 3)

It was also noted that general duties police are likely to be the first responders to all 
cybercrime offences. On that basis, it was argued that they require an ability to respond in an 
effective manner.

I think every police officer should be trained to respond. (Participant, Table 3)

There is always going to be a first responder. (Participant, Table 3)

Finally, some participants argued that agencies do not encourage officers to specialise in a 
particular area. There was a belief that doing so would be detrimental to one’s potential for 
promotion. Participants at one table agreed:

If you look at policing, as a whole, it is a detriment to your career to specialise. So, you 
need to take a step back and address things generally. (Participant, Table 5)

Yeah, the service, as a whole, wants to abandon specialisation and wants to push 
generalising approaches. (Participant, Table 5)

Whether or not there is merit in this argument is worthy of further exploration, because 
the politics of police agencies may have an influence on officers’ decision to accept certain 
responsibilities.
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Overall, the focus group participants were evidently capable of reasonably justifying both 
the specialist and generalist perspectives in an abstract sense. In making sense of the debate 
on a practical level, it is useful to conceptualise the policing of cybercrime along a spectrum, 
with generalist skills at one end and specialist skills at the other. All police require some 
degree of skill to be able to investigate certain forms of cybercrime effectively, manage digital 
evidence appropriately, and properly pass these investigations onto specialist police where the 
complexity of the case requires a higher level of expertise and skills. This was evident in the 
summary of one table’s discussion:

Consensus for this question was that there should be somewhat of a sliding scale 
where police are empowered to deal with ‘lower-tech’ cybercrime, but there is a more 
specialised department for more complex, ‘high-tech’ issues for which it would be 
unrealistic to train all police officers. (Scribe, Table 2)

What the baseline skills should be for all police officers, and how this expands to a specialist 
role, is debatable and ultimately remains to be determined. However, it is likely that complex 
technical skills such as computer programming and digital forensics are associated with the 
investigation of cyber-dependent offences (such as computer hacking or malware) rather than 
those that occur across both online and offline mediums (such as fraud and harassment). It 
is possible, then, that a clearer distinction between ‘cyber-enabled’ and ‘cyber-dependent’ 
criminal offences, as well as the degree to which offenders are using cryptographic techniques 
to evade surveillance, might help to clarify the respective responsibilities of generalist and 
specialist officers.

Community expectations
The second theme identified through an analysis of the focus group data concerned whether 
the community had a realistic understanding of the risks associated with cybercrime and of law 
enforcement’s investigative capabilities. These categories were identified in response to results 
of the comparative analysis of police and community surveys. All six tables noted these issues 
in a variety of contexts.
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The first point to note was a disagreement about whether the community accurately 
understands the risks posed by cybercrime for individuals. Generally, focus group participants 
were critical of the community respondents’ self-assessments:

The community has a perception that the problem is quite large, but they don’t recognise 
the threat. They’re starting to suspect, but they just don’t know really. (Participant, 
Table 1)

‘Public understand the risks’ jumps out to me. It’s something from my experience 
that I don’t think the public are aware of the risks. This includes the elderly et cetera. 
(Participant, Table 1)

The general population is ignorant to the potential dangers of cybercrime…[and] ignorant 
to their own vulnerability. (Scribe, Table 2)

Everyone agreed that community thinks that they understand the risks, but the police 
knows the truth that they do not. (Scribe, Table 4)

Look at the community results—they don’t recognise the threat of cybercrime. The 
community don’t think they don’t know. They don’t recognise their own lack of education. 
(Participant, Table 5)

I think there is a general feel that the public think they know cybercrime is bad and 
understand the risks involved. But they don’t really. (Participant, Table 5)

All these comments suggest an incongruity between community members’ perception 
and the risks posed by cybercrime. Building upon this subcategory, a related point 
concerned the relationship between knowledge and protective behaviours for preventing 
cybercrime victimisation:

There’s also a perception that people’s identity information is already out there, so 
people might think that if it’s already out there, oh well, I can’t do anything about it now. 
(Participant, Table 1)

People seem completely comfortable with advertising their geographical locations and 
putting photos of their bank cards and plane tickets online, with no thoughts to the 
potential danger (this was brought up by all participants in different ways). (Scribe, 
Table 2)

Our data suggest that awareness doesn’t translate into action. (Participant, Table 6)

Group discussed the increasing built in safety of devices but not the ‘community 
knowledge or awareness’—Consumers not using the safety features of devices, 
specifically noting that many people ‘don’t even change their wifi passwords from the 
default’. (Scribe, Table 6)

These comments illustrate that the professionals in the room understood how the ability of the 
community to successfully prevent their own victimisation is linked to their having a realistic 
understanding of the risks associated with cybercrime and cybersecurity.
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There was also discussion about the relationship between community and police. In particular, 
focus group participants were critical of the community’s understanding of the investigative 
capabilities of law enforcement agencies in responding to cybercrime. Indeed, the points raised 
speak to a discrepancy between public expectations of a police response and the reality of 
what can genuinely be achieved:

People expect police to be able to fix it all, so they don’t really take any responsibility for 
themselves staying safe online. But, of course, police often can’t really do anywhere near 
as much as people expect them to do. (Participant, Table 2)

I do think that it is interesting about the attitudes about changing police work. The 
community lacks understanding of what police work involves. It comes back to how 
victims have expectations about what policing involves. (Participant, Table 5)

A lot of [the] time, the community just want their money back. They don’t necessarily 
want a police response. They don’t care about the investigation. They are just after getting 
their money back. Police aren’t going to do that. They don’t necessarily understand that 
police can’t solve that problem. They can report to us, but we can’t make that problem 
go away. They are after some kind of restitution, rather than a ‘police response’ as we 
understand it today. (Participant, Table 4)

These comments indicate the ways in which the public desire a particular response from police 
in the aftermath of an incident. They may, however, be unlikely to receive such an outcome.

Overall, the discussion revolved around areas for improvement, including an accurate 
understanding of cybercrime and the threat it posed, a better alignment of one’s actions 
to prevent cybercrime where possible, and a more accurate understanding of the reality 
of what can be expected from a police response to an incident. The identification of these 
areas of concern is important, because it can lead to a focused exploration of how to improve 
these areas.

Public education
The final theme discussed in detail across the day centred on public education. This is a 
contested issue, articulated using various categories and expressed views about what is being 
done well, what is currently missing, and what might be improved. Some of the main points 
discussed included the need to consider the audience when crafting a message, the contents 
of the message, who is responsible for delivering the message, the challenges of delivering an 
effective message, and what might be learned from existing public education campaigns.
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There were a few elements identified that speak to the need to consider the audience when 
creating public education campaigns about cybercrime. Participants identified a conflict 
between the technical and non-technical elements of cybercrime and called for the human 
factor of cybercrime to be at the forefront in delivering education and training:

One of the major things I see is you’ve got IT [professionals] trying to educate. There’s no 
social proof for IT. When IT are asked to educate, they’re focusing on tech, not on human 
element. This is problematic because IT professionals can’t highlight how this impacts 
people. (Participant, Table 1)

The ease of the technology and its pervasiveness is not reconciled with an individual’s 
behaviour. They’re bored, come midnight, what are they going to do? Go on the 
internet and go shopping. This is a personal problem. Not an IT issue. It’s a human issue. 
(Participant, Table 1)

Highlighted that engagement with personal stories of victimisation helped to engage the 
public in awareness campaigns. (Scribe, Table 6)

There was also discussion about the targeting of education campaigns to appropriate levels of 
public knowledge and understanding. Much of this concerned the manner in which messages 
are delivered:

Putting messages online are less likely to reach vulnerable populations because they 
engage with the internet significantly less anyway. We need to meet people where they 
are. What do they consume? Maybe commercial TV? Radio? Mediums that these people 
actually consume. (Participant, Table 2)

However, it is also important that ads are put in during the news on radio and TV to cater 
to varying demography. Targeted advertising using different formats (like 30-seconds short 
films) is important as same advertisements do not work for all demography. (Participant, 
Table 4)

But the most basics aren’t understood. Even in information security. The big thing I have 
been saying…is we need to have a personal conversation. I need to talk about your family. 
If we can have that sort of conversation it can work. We can’t be using statistics and 
percentages to talk to individuals. There is no impact. (Participant, Table 4)

We are pretty good at awareness raising but the response needs to be tailored…It’s 
difficult to get the right information to the right people. (Participant, Table 6)



Responding to cybercrime: Perceptions and need of Australian police and the general community
CRG 23/16–17

71

This also encompassed the contents of the message, particularly around consistency:

There is so much information out there, but the obvious goal would just be to get people 
to read these things in the first place, (Participant, Table 2)

As a group of police, academics and security professionals…we don’t have a unified 
message. (Participant, Table 4)

It is also important to keep disseminating same message again and again, as telling and 
disseminating information constantly is important for awareness creation. (Participant, 
Table 4)

For better or worse…identifying a particular agency or organisation…everyone has to 
agree that ‘thing’ is our lead, our voice. And we need to all feed into that. I understand 
that is politically and socially difficult to achieve. But it is the only solution. (Participant, 
Table 5)

Relatedly, several participants observed that individuals did not currently have the necessary 
level of knowledge to understand how their own actions might make them vulnerable to 
victimisation:

People know to lock their doors but have no idea how to keep themselves safe online. 
(Participant, Table 2)

‘Base-level cyber hygiene’ is awful, even in government—people don’t know why not to 
click on links in emails, what is and is not appropriate to put online. (Participant, Table 2)

This discussion also captured the ‘who’ of cybercrime education campaigns. There was an 
expressed desire to collaborate (and coordinate) on the delivery of education across multiple 
organisations. Importantly, it was not seen to be solely the responsibility of police, but rather 
of police, government and other relevant public and private organisations:

It comes down to the way that people treat the information. It’s a collaborative effort, not 
just up to one person. (Scribe, Table 1)

Law enforcement has a role in education, but I don’t think they have the primary role for 
education, they have too many things to do. It has to be part of education. (Participant, 
Table 4)

The specific challenges of educating against fraud were clearly articulated as well:

My question to everybody—have we managed to educate our way out of general fraud? 
No. (Participant, Table 3)

There is a barrier to educating people because they just don’t want to know. They just 
don’t want anyone getting between them and Facebook. There is sometimes a resistance 
to education campaigns. (Participant, Table 5)
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The discussion also included an acknowledgement that public education campaigns are not a 
silver bullet to combat cybercrime:

One thing we did talk about is that education is not a magical pill. This can leak into a 
victim-blaming thing, we just need to educate people more. People still buy bridges, they 
still sign up for dodgy time shares. Education is fine but how are you going to measure the 
impact, for example with phishing campaigns it works for a little bit but then it drops off. I 
think we tend to throw education around like it’s a magical solution but it’s actually really 
hard to implement. (Participant, Table 3)

I’m not against education, I’m in favour. Part of the problem is that we use education as a 
pill to do something harder than education. (Participant, Table 3)

Participants drew several analogies with education campaigns in other areas, such as drink 
driving and skin cancer, arguing that there are lessons to be learned from areas such as 
public health:

Anti-drink driving messages were simple and effective after 10–20 years. (Scribe, Table 2)

Need to make it somewhat of a public health style problem. (Scribe, Table 2)

Why can’t we do an ad campaign? Repetitive ones like drunk driving or speeding are 
important. (Participant, Table 4)

Things are occurring, but it isn’t being pushed far enough. If it was pushed as a real risk, 
like drink driving or skin cancer. It just isn’t put down our throats. You need to go out and 
find it. (Participant, Table 5)

Overall, the extracts above highlight the complexity of discussions that focus on public 
education campaigns about cybercrime. It is relatively easy to identify the current weaknesses 
and gaps that exist, but identifying solutions and ways to overcome these challenges is more 
difficult. This discussion has captured the difficulty of seeking to achieve this effectively.
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Discussion and implications

This project set out to answer four key research questions examining perceptions of cybercrime 
among police officers and members of the general Australian community and to generate 
ideas to help improve responses to cybercrime and cybersecurity threats. Specifically, the 
research was prompted by the need for more robust knowledge and analysis of whether, and 
to what extent, these populations perceive the policing of cybercrime differently. The project 
has, therefore, expanded our knowledge about the discrepancies between police and public 
perceptions of cybercrime within the Australian context (ie Cross 2018c). This section examines 
how the above analyses provide answers to, and raise additional questions concerning, each 
of the four key research questions. It is important to note that this section examines prevalent 
or significant patterns that emerged across all three stages of the research project, rather 
than merely reproducing all results discussed above. Overall, the section highlights how the 
project has contributed to our understanding of comparative perceptions of cybercrime 
within Australia.

Research Question 1: What are the understandings, perceptions and 
response expectations of internet-enabled crimes among the 
Australian adult community and among general duties police?
The first research question concerned how the general community and police perceive 
cybercrime and their associated expectations about law enforcement’s investigative 
capabilities. Specifically, this question explored how Australian samples (both police and 
community) share similarities or demonstrate differences in perceptions about cybercrime 
investigations, enabling comparisons with existing international research. Indeed, the results 
from the community survey build upon an expanding international literature examining 
perceptions of cybercrime, with the majority of community respondents (82%) having 
experienced at least one form of cybercrime victimisation. The most common experiences of 
victimisation included identity crimes (63%), stranger harassment or abuse (52%), financial 
crimes (51%), acquaintance or friend harassment or abuse (44%), online sexual harassment 
(39%), online intimate partner abuse (35%), and image-based abuse (28%). The findings 
thus suggest that, alongside the ‘conventional’ offences of identity and financial crime, the 
community may appreciate further information about what to do in response to online forms 
of harassment and abuse, given how similarly common these experiences are.
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For this report, we examined community respondents’ self-reported victimisation of these 
cybercrime subtypes across the key demographics of gender and age (which have been 
identified in the international literature as potentially significant). Although the present findings 
are consistent with the international research (eg Bossler et al. 2019; Holt & Bossler 2012b), 
the strength of the observed differences between demographic groups was comparatively 
weak. There were observable gender differences in community respondents’ levels of fear 
of cybercrime, with women more likely than men to self-report being afraid or very afraid of 
most crime types. However, although we found statistically significant differences in overall 
victimisation rates by gender for most crime types, the effect sizes were small. They thus may 
reflect an artefact of sample size rather than any meaningfully large difference. There was a very 
clear trend in cybercrime victimisation by age, such that younger adults (18 to 29 and 30 to 39) 
were more likely to experience victimisation than older adults (50 to 59 and 60 to 69), although 
this was less the case for identity cybercrimes than for interpersonal cybercrimes and online 
harassment or abuse. There were further interesting trends by age: younger adults were more 
likely than older adults to rate themselves as afraid of cybercrimes, to perceive themselves as at 
risk of cybercrimes and to have experienced cybercrime victimisation personally.

For all cybercrime types, only a minority of our respondents had reported their most recent 
experience of victimisation to police. Interestingly, victims of image-based abuse (28%), intimate 
partner abuse (24%) and online harassment or abuse by a stranger (23%) were more likely to have 
reported their most recent experience of these crimes to police. This, unsurprisingly, suggests 
that these crimes are perceived and experienced by respondents as more serious and therefore 
worthy of reporting. It may also suggest that participants lacked confidence in police ability to 
achieve an outcome for other types of cybercrime, such as identity (17%) and financial crimes 
(17%). The research does suggest that community respondents are unlikely to report, but most of 
those who reported did so to their local police station, either in person or by phone. This reaffirms 
the fact that general duties officers remain the first point of contact for most cybercrime victims.

Across all cybercrime subtypes, where participants did report their most recent experience to 
police, the vast majority found the experience to be helpful or very helpful. Interestingly, these 
results are inconsistent with some of the existing international research suggesting that victims 
of cybercrime generally have negative experiences when reporting their victimisation (eg Cross, 
Richards & Smith 2016; Jang, Joo & Zhao 2010). Importantly, given the low initial reporting rates, 
this finding should not be cause for complacency about the effectiveness of police responses 
to cybercrime. Additionally, community respondents were generally confident in their ability 
to protect themselves from potential cybercrime victimisation, with almost half indicating that 
they were either ‘confident’ or ‘very confident’ (47%). However, although men and young adults 
were more likely to be confident in their ability to prevent victimisation, women and older adults 
were significantly more likely to engage in self-protective behaviours. This is further complicated 
by the observation that, although women are also more likely to experience victimisation, 
older adults are less likely to be victims of cybercrime. This suggests a complicated interaction 
between perceptions of cybercrime victimisation, the performance of protective behaviours and 
sociodemographic characteristics such as age and gender. These effects should be explored in 
further detail in future research projects.
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The results from the police survey similarly suggest that officers’ life experiences influence their 
perceptions of cybercrime. For example, there were gendered patterns of perception among 
Australian police officers. Female officers are more likely to perceive cybercrimes as serious, 
particularly those involving interpersonal harassment (person-based crimes). This suggests that 
gendered life experiences influence perceptions of cybercrime severity. This pattern has been 
observed in other policing jurisdictions; for example, a survey of UK constables found that male 
officers perceived online harassment as less serious than their female colleagues did (Holt et 
al. 2019: 34). This further adds to an expanding literature highlighting how perceptions of and 
responses to cybercrime are highly gendered (Powell & Henry 2018).

The present results suggest that there has been little (if any) evolution in the preparedness 
of police to investigate cybercrime over the past 15 years. Indeed, the results of this research 
replicate those found in previous studies (Bossler & Holt 2012; Senjo 2004). However, it 
is also clear that exposure to cybercrime during professional practice influences attitudes 
about cybercrime severity. Officers who had undergone training involving cybercrime-related 
materials were more likely to assess cybercrime as being comparably serious to offline crimes. 
This replicates the results found in the UK data, where it was similarly observed that officers 
whose training included cybercrime-related materials self-reported greater preparedness to 
respond to online crime incidents (Bossler et al. 2019: 11). Interestingly, officers who had a 
tertiary education were less likely to have confidence in the ability of law enforcement agencies 
to effectively respond to and investigate cybercrime incidents, but were also more likely to 
have greater levels of self-confidence in responding to cybercrime incidents.

There is tension between the increasing importance of technology for policing (as expressed 
within focus groups) and the fact that only a small minority of police officers (8%) had 
undergone any formal training in the area of cybercrime. It is also clear that how police officers 
distribute responsibility for cybercrime prevention varies according to sociodemographic 
factors, again suggesting that life experiences influence perceptions of cybercrime. Officers 
who had a tertiary education or who had more contact with investigating cybercrime incidents 
were more likely to believe that general duties officers should receive additional training. 
They were also less likely to agree that citizens can effectively prevent their own victimisation 
by engaging in self-protective behaviours, whereas police officers who were younger or 
male were more likely to agree with such views, acknowledging the importance of victims’ 
avoiding social media platforms or changing their mobile phone number. Finally, an officer’s 
familiarity with technology correlates with a more nuanced understanding of how criminal 
offences increasingly involve both online and offline components. Overall, these results 
confirm two different features of the international literature in the Australian context: that 
different subgroups of police respondents (according to their sociodemographic characteristics) 
variously ascribe moral responsibility to victims of cybercrime; and that education, training and 
workplace exposure influence the attribution of responsibility for cybercrime victimisation.
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Research Question 2: To what extent, and in what ways, are the 
understandings, perceptions and response expectations of the 
Australian general community similar or different to those of 
general duties police?
The second research question concerned whether, and to what extent, there are significant 
differences in how members of the public and police officers perceive cybercrime and the 
associated investigative capabilities of law enforcement agencies. This question was prompted 
by an observation drawn from the existing literature—that the general community tends to 
have high expectations of responses to cybercrime incidents, yet also to experience the process 
of reporting their victimisation as unsatisfying (Cross, Richards & Smith 2016; Kremer 2014). 
Additionally, previous international research from a policing perspective suggests that general 
duties officers mostly believe that they lack the necessary training to effectively investigate 
cybercrime, experience frustrations about the rapid pace of technological development and 
tend to have muddled understanding of the conceptual distinctions (if any) between ‘cyber’ 
and ‘ordinary’ crimes (Cross 2019a; Hadlington et al. 2018; Nouh et al. 2019). Consistent with 
the existing literature, the present study has observed several notable differences between 
police and the community.

At a base level, it is clear from both the quantitative and qualitative data that police 
respondents hold different views from community respondents about the community’s 
understanding of cybercrime and cybersecurity. Whereas police respondents assessed the 
community’s understanding of cybercrime as quite low, community respondents reported 
greater confidence in their ability to understand the risks associated with the use of 
technology. This was also supported by focus group data indicating that experts within the 
law enforcement, government and non-government sectors expressed significant scepticism 
about the public’s self-perception as accurately assessing cybersecurity risks. This difference 
might be attributed to a tendency for non-experts to misjudge the prevalence and severity of 
cybersecurity threats.

Potentially contributing to this pattern, police respondents were overwhelmingly more likely 
to provide definitive answers to survey questions. They were more likely to indicate that they 
either agreed or disagreed with a statement, whereas community respondents were more 
likely to indicate a ‘neutral’ response. This pattern can possibly be explained by different 
levels of confidence and experience with criminal offences and investigations, both broadly 
and within a cybercrime context specifically. The police respondents were also more likely to 
rank cybercrime as being as serious as traditional (or offline) forms of crime. This contrasted 
with community respondents, who were more likely to express agreement with the statement 
that online forms of harassment are less serious than face-to-face forms of interpersonal 
harassment. Indeed, there was a tendency for the community to be less sympathetic to victims 
of cybercrime, consistent with existing research observing the prevalence of victim-blaming 
attitudes associated with cybercrime (Black, Lumsden & Hadlington 2019; Holt & Bossler 2016).
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There were significant differences in the expectations of police and community respondents 
about the investigative capabilities of law enforcement agencies. Specifically, community 
respondents were more likely to express confidence in the investigative capabilities of 
law enforcement agencies, whereas police officers were less confident. This suggests that 
community respondents were both more likely to assess their risk of victimisation as low 
and more likely to believe that police are well equipped to respond to instances of cyber 
victimisation. This appears to be consistent with current understandings of the mediated 
perception of cybercrime investigations by law enforcement (Kremer 2014). We noted 
above that, although a significant majority of community respondents indicated that they 
had experienced at least one incident of cybercrime victimisation, only a minority reported 
the incident to the police (by any method). Such discrepancy between confidence in law 
enforcement and the low prevalence of reporting among cybercrime victims again supports 
a view that exposure to, or experiences with, incidents and investigations have an impact on 
community and police perceptions of cybercrime.

The comparative element of the research also suggested that community respondents were 
more likely to ascribe responsibility to the victims of cybercrime and to believe in the utility of 
protective behaviours as a means of cybercrime prevention. This is surprising, given our finding 
that community respondents have faith in the investigative capabilities of law enforcement 
to respond to cybercrime. For example, police respondents were observed to be less likely to 
agree that victims of image-based sexual abuse are partially culpable for their victimisation 
under circumstances where they have taken naked images or sent them to another party. 
Similarly, police respondents were less likely than community respondents to believe that 
citizens can prevent online harassment by avoiding social media or changing phone numbers. 
These results indicate that police respondents tend to be more understanding than the 
average community respondent who participated within our survey, despite previous research 
showing that police officers tend to lack detailed insights into the lived experiences of specific 
cybercrime victims (eg Cross 2018b, 2018c; Powell & Henry 2018).

Finally, the themes identified within the focus group stage of research allow for detailed 
interpretation of the comparative police–community survey results. The contested roles 
and responsibilities of law enforcement agencies (and general duties officers specifically) 
were evidently linked with participant concerns about unrealistic community expectations. 
Specifically, the focus group session highlighted discrepancies in the expectations of police and 
community respondents, evidence for the necessity and utility of cybersecurity-oriented public 
education campaigns. These campaigns are thus positioned as mechanisms for rectifying the 
discrepancy between attitudes of experts (including law enforcement) and members of the 
general Australian community, to ensure that the latter have an appropriate baseline of digital 
literacy. This triangulation of the quantitative and qualitative data provides evidence of an 
ongoing negotiation between police and community respondents about the respective roles 
and responsibilities of both law enforcement agencies and the general Australian community 
for cybercrime prevention.
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Research Question 3: What opportunities are there for awareness 
raising, access to information and support in relation to online 
crimes for the general Australian community?
The third key research question shifted focus and considered any opportunities for improving 
the awareness of the general Australian community about cybercrime and cybersecurity issues. 
Consequently, this question seeks to provide greater clarity about the role and responsibilities 
of citizens within cybercrime prevention programs. The opportunities identified below were 
derived deductively, from both the community and police survey results, and inductively, from 
the qualitative data collected via a focus group. Overall, we identified several features about 
the content and form of public education campaigns that contribute to knowledge about 
future opportunities for Australian citizens to participate effectively to cybercrime prevention 
programs.

One of the most significant overarching issues identified across all stages of the research 
presented in this report was the discrepancy between police and community expectations 
about the investigative capabilities of law enforcement agencies. This finding is concerning, 
because previous research has suggested that the discrepancy between police and public 
expectations of responses to cybercrime is a significant factor contributing to under-reporting 
(Cross 2019a). This highlights the importance of developing policy initiatives that reduce 
such discrepancies. Indeed, data collected during the focus group stage of research suggest 
that opportunities exist to educate members of the public about the scope and limitations of 
cybercrime investigations. This may help to challenge the distorting effects that popular culture 
representations may be having on community perceptions of cybercrime (ie Kremer 2014; Wall 
2008a). Dispelling or weakening myths surrounding cybercrime investigations could ensure 
that citizens understand more accurately what law enforcement officers can do in response 
to a complaint, thus potentially decreasing the disparity between police and community 
expectations of investigative capabilities.

One of the most important findings from the community survey was the discrepancy 
between the number of respondents who had experienced a cybercrime incident (82%) and 
the number who reported this incident to law enforcement (17%). It was also evident that 
most of these respondents reported firstly to a general duties officer, either in person or by 
telephone, rather than through the centralised online portal (then ACORN). Consequently, 
there is another opportunity (and arguably a clear need) to develop the contents of public 
awareness campaigns to include information about how to report cybercrime incidents. Such 
a program may help to reduce the under-reporting of cybercrime (ie Kemp, Miró-Llinares & 
Moneva 2020; Tcherni et al. 2016) and ensure that those who do report incidents are aware of 
existing processes.
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There were also some interesting patterns of responses about the utility of protective 
behaviours and the attribution of responsibility for cybercrime prevention programs. 
Specifically, we found that community respondents are more likely to ascribe blame to victims 
of cybercrime, while also being confident in their own ability to prevent themselves from being 
victimised. This suggests an opportunity to ensure that members of the general community 
are cognisant of both the utility of protective behaviours and the potential harms of personally 
ascribing blame to cybercrime victims. For example, the contents of public education programs 
might be structured to redress public overconfidence in their cybersecurity practices, 
encourage effective protective behaviours (eg the use of password managers) and challenge 
beliefs that victims are morally responsible for the circumstances leading to their victimisation 
(eg that victims of image-based sexual abuse are responsible if they have voluntarily shared 
nude selfies). There are, therefore, opportunities for improving community awareness about 
an appropriate role for citizens in cybercrime prevention initiatives, while also avoiding victim-
blaming narratives.

Finally, focus group data identified several ideas relating to both the target audience and the 
method of delivery for public education campaigns. Other government departments, such as 
the Commonwealth Attorney-General’s Department and Home Affairs, have an opportunity 
to produce educational and training materials for public consumption. Additionally, given the 
increasing importance of digital technologies in social and economic life, participants noted 
that information about cybersecurity practices could be integrated into secondary and tertiary 
education curricula to target young populations effectively. Indeed, significant opportunities 
exist to develop, implement and evaluate cybercrime training awareness programs for these 
populations, together with campaigns that target the broader Australian community. Such 
programs have the potential to avoid placing excessive responsibility on law enforcement 
agencies to act as the sole conduit between citizens and officials on cybersecurity issues.

Research Question 4: What opportunities are there for improving 
police training, resources, capacity and confidence in responding to 
online crime?
The fourth research question concerned the associated opportunities for improving police 
responses to cybercrime within Australia. This question seeks to provide greater clarity about 
the roles and responsibilities of law enforcement agencies in both cybercrime investigations 
and prevention programs. Additionally, the research question complements the discussion 
about the role of citizens in cybercrime prevention. Several of the identified opportunities 
derived from both the surveys and the focus group data related to revising police training 
programs, including suggestions for possible improvements to service delivery by both general 
duties and specialist officers.
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The focus group data reveal some observable disagreement about whether cybercrime 
investigations should be the remit of general duties or specialist police officers. We 
noted earlier that a nuanced analysis of this issue highlights how both these groups must 
necessarily—albeit differently—be equipped for effective agency-wide responses to 
cybercrime. It is evident that some cyber-dependent criminal offences will involve technical 
expertise outside the reasonable domain of investigation by general duties police officers. 
This situation offers some opportunities for ensuring that agencies are adequately equipped 
with specialists. There may be value, for example, in direct government subsidies of digital 
forensics training for interested and capable officers. Indeed, we note that the Australian 
Government has committed $26.5m for upskilling a range of professionals in cybersecurity 
(Department of Home Affairs 2020: 33). Another potential avenue for collaboration could be 
to create collaborative policing models, as used within the United States (eg InfraGard or the 
Electronic Crimes Task Force), where the public and private sectors work together. This would 
also be consistent with the funding priorities outlined in Australia’s Cyber Security Strategy 
(Department of Home Affairs 2020: 33).

It is equally important that general duties officers be sufficiently equipped to act as first 
responders to cybercrime incidents, regardless of their technical complexity. Survey 
respondents and focus group participants generally accepted the desirability of additional 
cybercrime-related police education and training. Opportunities are also identified for 
improving both the capacity and the confidence of general duties officers, enabling them 
to meaningfully investigate cyber-enabled criminal offences. The contents of these more 
generalist programs should focus on improving digital evidence recognition and preservation 
for specialists, where appropriate (eg Casey 2019; Dodge & Burruss 2019). However, it is also 
important to note that many surveyed officers expressed resistance to additional training 
in operational requirements. This may partly be a reaction of officers enmeshed in a police 
culture that is resistant to change (eg Schafer & Varano 2017). It is also clear that expanding 
existing training requirements for general duties officers will involve associated financial 
and resource investment. However, the survey results do suggest that previous exposure 
to cybercrime incidents positively correlates with increased investigative confidence; the 
introduction of cybercrime-focused programs at the police academy phase of training may 
produce associated outcomes that warrant such an investment. A cybercrime module could be 
developed and delivered with the direct assistance of cybercrime and cybersecurity specialist 
units already existing within the agency.
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Police perceptions of cybercrime in Australia were observed to vary according to 
sociodemographic characteristics such as age, gender and education, although these 
differences were modest in comparison to those found in previous international research (eg 
Bossler et al. 2019; Holt & Bossler 2012b). This suggests that, as with members of the general 
community, the life experiences of a police officer structure their views about cybercrime, 
investigations and victimisation. It was observed that younger and male officers were less likely 
to consider interpersonal cybercrimes (eg threats of sexual abuse made online) as serious 
criminal offences warranting their attention. In line with the results discussed above, there 
are opportunities for targeted training programs to ensure that all officers are adequately 
equipped to deal with cybercrime victims who report an incident to police. To further improve 
the quality of victim responses, there is potential value in ensuring that education and training 
programs specifically encourage young male officers to empathise with the gendered nature 
of much interpersonal cybercrime victimisation. For example, training programs might be 
developed to mirror existing training for dealing with victims of intimate partner violence, 
to effectively minimise the stigmatisation and attribution of responsibility to the victims 
themselves. In addition to the opportunities for increasing community awareness, the police 
have an opportunity to continue improving service delivery, to reduce the under-reporting of 
cybercrime offences.

Finally, it was clear that most police respondents who participated in the survey had not been 
present during a staff meeting where cybercrime or cybersecurity issues were discussed. 
Therefore, building upon this identified relationship between incident exposure and the 
investigative capabilities of Australian police officers, there are potential opportunities to 
ensure that cybercrime is being more regularly discussed by police management across all 
levels. Regular staff meetings can (without additional costs) include items about cybersecurity 
issues, such as the importance of online fraud and theft awareness during holiday shopping 
periods. There is inherent and instrumental value in cultivating workplace environments 
that explicitly recognise the seriousness of both cyber-dependent and cyber-enabled 
criminal offences. This can contribute to the development of an officer’s self-confidence and 
investigative capabilities.
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Conclusion

Cybercrime is recognised by the Australian Government as a strategic priority for law 
enforcement. Indeed, the increasing role of digital technology in Australian social, economic 
and political life has created new and exciting opportunities for citizens; it has also rendered 
them vulnerable to associated cybersecurity threats. It is therefore important for governments, 
law enforcement, citizens and other actors to understand the nature of the cybercrime 
problem and to work collaboratively to develop innovative and effective solutions. This report 
has examined perceptions of cybercrime among members of the general community, police 
officers and cybersecurity experts, with the aim of contributing to our understanding of 
cybercrime and developing potential policy responses.

This project was guided by four key research questions, based upon existing criminological 
literature. Previous studies have revealed how police officers based within the United States 
and United Kingdom encounter personal and organisational challenges in the investigation 
and prevention of cybercrime, including a lack of self-confidence, insufficient cybersecurity 
expertise, poor reporting practices and the evolving character of cybersecurity threats (eg 
Hadlington et al. 2018; Nouh et al. 2019). International research also suggests that inter-
agency variance in the quality of service provision is partially explained by whether officers are 
adequately resourced, trained and regularly exposed to cybercrime investigations (eg Bossler 
et al. 2019; Holt, Brewer & Goldsmith 2019). Finally, research has indicated that many victims 
of cybercrime experience frustration when reporting incidents to law enforcement (Cross 
2018b, 2018c; Powell & Henry 2018). Indeed, studies examining both police and community 
populations suggest that cybercrime victims experience stigmatisation and routinely 
encounter victim-blaming attitudes, because cybercrime is viewed as comparatively less 
serious than offline types of criminal behaviour (eg Black, Lumsden & Hadlington 2019; Holt & 
Bossler 2016).

Despite the advances in the field, the existing body of criminological literature had not directly 
examined comparative perceptions of cybercrime among different populations, police data 
applicable within an Australian context, or substantive, solution-oriented research that assists 
in the development of potential policy responses. The present study addressed these gaps 
by conducting a mixed-method and multi-stage investigation examining the perceptions of 
cybercrime among and between a more diverse sample of police officers, community members 
and cybersecurity experts.
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The results detailed and discussed in this report highlight the importance of education, training 
and practical exposure for equipping officers with the necessary confidence and capabilities to 
investigate cybercrime; the impact of life experiences on both police and community perceptions 
of cybercrime; and several perceptual discrepancies between these populations about cybercrime 
investigations. Our research suggests that these differences are indicative of an ongoing negotiation 
between police officers and community members about their respective roles and responsibilities 
in cybercrime investigations and prevention programs. Consequently, we have developed multiple 
evidence-based recommendations to assist government and law enforcement agencies.

Although the original research contributions of this report are significant, it is also important to 
reiterate the limited scope of the present findings. Identifying and acknowledging these limitations 
also provides guidance for further research to refine knowledge about cybercrime investigations. 
Firstly, the current research project focused on macro-level issues associated with the policing 
of cybercrime as a broad category of offences, rather than exploring more detailed insights into 
different investigative strategies associated with specific offences. The findings presented here 
should therefore be further developed in future studies that adopt a narrower scope. Secondly, it is 
also likely that the over-representation of cybercrime specialists within the police sample affected 
the observed patterns of responses. Although general duties officers still outnumbered specialists, 
the skewed character of the sample has probably led to an overestimation of measures of police 
knowledge of cybercrime, the seriousness of cybercrime and the patterns of attribution of moral 
responsibility. It is important to keep this in mind when interpreting the results. Thirdly, many 
of the statistically significant differences between sub-sample groups (ie police and community, 
gender, age) are generally weak, even where scale categories have been consolidated to increase 
the sensitivity of cross-tabulations. While the findings remain broadly consistent with comparable 
studies from the United States and United Kingdom (Bossler et al. 2019; Holt & Bossler 2012b), the 
scope of differences between these sub-sample groups is smaller. This suggests that there may be 
important socio-legal differences between these jurisdictions.

Overall, the present study has contributed novel insights into the perception of cybercrime 
within Australia among and between diverse populations of stakeholders. Based upon these new 
contributions to criminological knowledge, and acknowledging the methodological limitations of 
the present study, it is also clear that this report highlights several avenues for further research. 
Firstly, it is important to reiterate that the low response rate among police officers and the over-
representation of specialists within the data may affect the patterns of observed results; it is 
important to conduct follow-up surveys that systematically test the observed relationship between 
officers’ level of education, previous cybercrime-focused training and professional exposure to 
cybercrime investigations against their levels of self-confidence and investigative capabilities. 
For example, there are opportunities and potential value in exploring these relationships 
through a piloted case-control study testing some or all of the proposed initiatives included 
within the recommendations. Secondly, there are additional opportunities for examining the 
social negotiation between police officers and community members concerning their respective 
responsibilities in cybercrime investigation and prevention programs. For example, it would be 
useful to examine the extent to which public education campaigns reduce perceptual discrepancies 
between these population groups.
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Recommendations

The research detailed throughout this report has examined perceptions of cybercrime among 
police officers, community members and cybersecurity experts, using these insights to identify 
opportunities for improving public awareness and investigative capabilities. No single initiative 
or program is going to completely solve the challenges presented by cybercrime; however, 
there is a clear need to expand the investigative capabilities of Australia law enforcement 
agencies and to address the discrepancy between police and public perceptions. Indeed, 
these recommendations flow directly from the results of both the quantitative and qualitative 
analyses, which highlighted the discrepancy between police and community attitudes as 
an impediment to the investigation of cybercrime. The recommendations are pragmatic 
proposals that affect both sides of the policy equation: police investigative capabilities and 
community knowledge.

Recommendation 1: Integrate and expand cybercrime training for general duties officers

Australian law enforcement agencies should recognise and address the need for general duties 
police officers to be equipped as first responders to cybercrime incidents. General duties 
officers should be trained in the appropriate handling of devices, to ensure that the chain of 
custody is preserved, and given basic awareness about cryptographic technologies.

In the short term, general duties officers should receive additional training that expands the 
following skillsets (arising out of the present findings):

•	 understanding of the conceptual and practical overlap between online and offline criminal 
activity;

•	 understanding of the distinction between cyber-dependent and cyber-enabled criminal 
offences;

•	 understanding of cybercrime reporting procedures and capacity to advise victims correctly;

•	 understanding of their responsibilities (as first responders) to recognise and preserve digital 
evidence; and

•	 sensitivity to the serious and gendered nature of online harms.
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As a long-term policy initiative, Australian law enforcement agencies should develop and 
embed cybercrime modules within cadet training requirements. Such modules would go 
beyond existing training requirements in computer skills (such as the use of a police database) 
to familiarise cadets with the basics of digital forensics and their responsibilities as first 
responders in electronic evidence preservation. Revisions to academy curricula should be 
developed on the basis of the needs of specialist units and with input from external experts 
from industry and academia. To ensure that cadets receive practical instruction on how to 
receive, and respond to, instances of cybercrime, academy curricula should also introduce a 
rotation working with cybercrime specialist units.

Recommendation 2: Subsidise digital forensics training for cybercrime specialist officers

In recognition of the practical limitations associated with upskilling general duties officers, 
it is also imperative that governments redress the under-resourcing of existing cybercrime 
specialist units (apparent from both the quantitative and qualitative data).

Australian law enforcement agencies require more officers with specific knowledge of digital 
crime scene investigation procedures, electronic evidence management and digital forensic 
analysis while preserving the chain of custody. Additionally, the ‘problem of going dark’ 
highlights the need for specialist officers with an understanding of cryptography (ie the viability 
of cryptanalysis for accessing data at rest) and user reidentification (ie techniques used for 
traffic analysis of data in transit). These skillsets can be acquired by hiring officers with pre-
existing skills in computer science and cybersecurity or by subsidising digital forensics training 
for existing officers seeking to specialise. Such a funding arrangement would be consistent with 
the strategic and funding priorities of Australia’s Cyber Security Strategy (Department of Home 
Affairs 2020: 33).

Recommendation 3: Address cultural and operational impediments to cybercrime specialisation

Australian law enforcement agencies should also address workplace practices that act as a 
disincentive to specialisation in cybercrime investigations, as the qualitative data arising out 
of a focus group with cybercrime specialists and cybersecurity experts documented. This may 
require agencies to review promotion processes and to ensure that specialisation does not 
unfairly disadvantage career advancement. This will need to be part of a broader cultural 
change addressing any distinct and arbitrary impediments to career progression within specific 
agencies. For example, the importance of cybercrime as a strategic priority should be regularly 
and emphatically communicated to both general duties and specialist officers through police 
administration, command and line supervisors.

Additionally, police agencies should explore the potential benefits of expanding collaboration 
with technology companies and cybersecurity experts in the private sector. Indeed, our 
focus group data suggest that officers recognise the utility of building these public–private 
partnerships, to enable the expansion of internal cybercrime investigation skills. Any 
eventuating arrangements should be developed in accordance with the Australian Privacy 
Principles and with respect for the human rights implications of data-sharing arrangements.



Report to the Criminology Research Advisory Council
Criminology Research Grant

86

Recommendation 4: Develop short- and long-term cybersecurity education initiatives

To complement any expansion in the cybercrime investigatory capabilities of Australian law 
enforcement agencies, it is also important to reduce the discrepancy in expectations between 
police and the broader community. This should involve both a short-term public education 
campaign and a longer-term initiative to implement cybersecurity practices into secondary 
education curricula.

As a short-term policy initiative, the Australian Government should consider developing and 
disseminating a general audience public education campaign that seeks to address some of 
the discrepancies currently observed between police and members of the public. This could 
include information about the risks posed by cybercrime, how to report a cybercrime, the 
investigative capabilities and limits of law enforcement, the utility of pre-emptive cybersecurity 
practices, and messages that challenge victim-blaming narratives.

As a longer-term cybercrime prevention initiative, Australian governments should consider 
integrating standardised cybersecurity training into secondary education curricula. While such 
a program might advance the same key points as an education campaign, the effects would 
be bolstered through classroom instruction. Curricula should be developed with the input of 
cybersecurity experts from both technological and social science disciplines. Such a program 
could be piloted and refined in a limited number of school districts prior to a national rollout.
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