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Abstract | Advancements in information
technology are sources of both

opportunity and vulnerability for citizens.

Previous research indicates that there
are significant challenges for police in
investigating cybercrime, that
community expectations about police
responses are based largely on media
representations, and that victims
experience high levels of frustration
and stigmatisation.

This paper examines the views of the
Australian community and law
enforcement officers about the policing
of cybercrime. Results suggest that
police personnel are more likely to view
cybercrime as serious, and community
members are more likely to ascribe
blame to victims. Results also indicate
a discrepancy between police and
community members in their views of
the efficacy of police responses.

These discrepancies contribute to public
dissatisfaction. Therefore, the paper
covers some general strategies for short-
and long-term cybercrime prevention.
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Introduction

In response to the significant challenges presented by
cybercrime, the Australian Government launched the National
Plan to Combat Cybercrime (Attorney-General’s Department
(AGD) 2013) and Australia’s Cyber Security Strategy (Department
of Home Affairs 2020). The plan defines cybercrime as ‘crimes
directed at computers or other information communications
technologies (ICTs) (such as hacking and denial of service attacks),
and crimes where computers or ICTs are an integral part of an
offence (such as online fraud, identity theft and the distribution
of child exploitation material)’ (AGD 2013: 4). This definition of
cybercrime encompasses crimes that may only occur within an
online environment (such as hacking) and traditionally offline
crimes (such as fraud and identity theft) that have evolved along

with advancements in information technologies.
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Despite the importance of addressing cybercrime, there is currently no research examining
comparative community—police perceptions in an Australian context. This research addresses this gap
through a survey of community and police respondents in New South Wales and Queensland. This
paper examines the existing criminological literature, outlines the comparative research design and
discusses observable patterns within and between the sampled groups. Based upon differences in
these populations’ perceptions of cybercrime, the paper then canvasses some general strategies for
improving government and societal responses.

Australia’s cybercrime investigation capabilities

Cybercrime presents a distinct challenge for law enforcement because of its technical complexity
and cross-jurisdictional character (Holt 2018: 143—-144). These characteristics have implications for
community and police perceptions of cybercrime, including the likelihood that victims will report
incidents to law enforcement.

Currently, Australian federal and state police agencies refer victims of cybercrime to the Australian
Cyber Security Centre’s ReportCyber portal. An incident may then be referred back to state or
federal police for an official investigation (Australian Federal Police 2019; Queensland Police Service
(QPS) 2019: para 4). Previous Australian research suggests that general duties officers remain a
primary point of contact for victims of cybercrime and that victims are often dissatisfied when these
officers refer matters elsewhere (Cross 2020, 2018b: 5-7). This suggests that discrepancies between
community and police expectations about appropriate responses to cybercrime may contribute to
public dissatisfaction with law enforcement (Cross, Richards & Smith 2016; Jang, Joo & Zhao 2010).

Less is known about Australian law enforcement’s ability to investigate technologically sophisticated
cybercrimes, including those involving the use of cryptographic technologies such as public

key encryption, onion routing and cryptocurrencies. This problem of digital communications
‘going dark’ to police surveillance enables cybercriminals to mask their real-world identities and
locations (Weimann 2016). General duties officers broadly lack the skills necessary to investigate
offences involving such technology: careful electronic evidence management processes and the
use of cryptanalysis, reidentification and digital forensics to uncover and preserve the chain of
custody (Casey 2019: 654; Dodge & Burruss 2020: 339). The technical complexity involved is
often compounded by procedural difficulties with establishing cross-jurisdictional cooperation
for the investigation of cybercrimes (Willits & Nowacki 2016: 120). Evidently, there are significant
impediments to successful cybercrime investigations.
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Community perceptions of cybercrime investigations

The policing of cybercrime is often a collaborative process between law enforcement and members
of the community (Wall 2007: 183). The community’s level of knowledge and awareness of
cybercrime may affect their perceived risk of victimisation, knowledge about preserving evidence
for investigations and willingness to report incidents (Wall 2007). An established literature examines
community perceptions of cybercrime and associated investigations. Popular perceptions of
cybercrime and of the capabilities of police to investigate incidents are shaped by cultural portrayals
within media (Wall 2008a, 2008b). There is an erroneous perception, reflected in portrayals of
computer hackers in cyberpunk media like The Matrix, Die Hard or Blackhat, that cybercriminals
possess mastery over technology (Wall 2008a: 863—865). These texts shape security mindsets that
influence expectations of cybercrime investigations (Kremer 2014).

Social judgements about wrongdoing and past life experiences also influence community perceptions
about cybercrime. For example, research suggests that victims and witnesses of cybercrime are
motivated to report incidents by their internal sense of justice and an altruistic desire to protect
others from harm (Chang, Zhong & Grabosky 2018; Cross 2018c: 550; Huey, Nhan & Broll 2013:

86). Members of the public also differentiate between types of cybercrime according to their
perceived severity, considering some offences, such as digital piracy, less serious than others, such as
cyber-fraud (Holt & Bossler 2016). Past experiences of victimisation tend to correlate with heightened
perceptions of cybercrime risk and a greater likelihood of engaging in protective behaviours, such as
avoiding online banking (Randa 2013; Riek, Bohme & Moore 2016).

There is research suggesting that past interactions with law enforcement influence perceptions of
cybercrime investigations. Indeed, negative experiences when reporting online fraud or image-based
sexual abuse reduce self-reported levels of trust in the police (Cross, Richards & Smith 2016; Henry,
Flynn & Powell 2018: 569-74; Jang, Joo & Zhao 2010; Powell 2010). A police refusal to open an
investigation because of the cross-jurisdictional character of cybercrime may compound this distrust
(Cross 2019: 12). Finally, research suggests that community members may perceive the investigative
priorities of law enforcement as misguided when governments spend resources investigating digital
piracy rather than more serious offence categories (Holt, Brewer & Goldsmith 2019: 1, 147, 152).
Overall, the existing research indicates that discrepancies exist between community expectations
about the investigative capabilities of police and the corresponding experiences of victims.

Police perceptions of cybercrime investigations

There is a complementary collection of research examining police perceptions of cybercrime
investigations. However, this research has primarily examined perceptions within the United States,
United Kingdom and Canada, with comparatively little research focusing on Australian jurisdictions.
Studies suggest that exposure to cybercrime investigations during education, training and
employment correlates with higher levels of preparedness to conduct investigations (eg Bossler et al.
2019; Hadlington et al. 2018: 4-7). Similarly, macro-level studies of US law enforcement suggest that
larger agencies are better equipped to respond to cybercrime (eg Willits & Nowacki 2016), probably
because of their superior digital infrastructure, consistency in reporting practices, streamlined
information-sharing arrangements and higher levels of technical expertise among personnel

(Nouh et al. 2019: 8-9).
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Research also indicates that police and the community share similar views about cybercrime
severity. Police tend to prioritise their work according to judgements about the severity of different
cybercrimes, using the heuristics of ‘ideal victimisation’—where the perceived responsibility for
criminal behaviour is determined by the comparative blamelessness and weakness of a victim
(Christie 1986: 19; Cross 2018a). For example, observational research of police control rooms in the
UK suggests that the perceived ‘blamelessness’ of cyber-harassment victims influences decisions
about whether further investigation is warranted (Black, Lumsden & Hadlington 2019). Similarly,

UK police report frustrations with ‘unhelpful victims’ of cybercrime who fail to follow advice about
preventing victimisation, such as blocking an offender or avoiding social media (Millman, Winder &
Griffiths 2017: 93). Officers are more likely to support preventative measures that equip citizens with
the skills to reduce their risk of online victimisation (Broll & Huey 2015: 167; Hinduja & Schafer 2009).
In this sense, law enforcement officers view victims who do not engage in cybersecurity-protective
behaviours as more blameworthy.

Studies examining US populations suggest that local law enforcement officers are likely to place
investigative priority on one form of cybercrime—online child sexual exploitation (Hinduja 2004; Holt,
Bossler & Fitzgerald 2010). This probably reflects the seriousness of such offences, underpinned by
the blamelessness and comparative powerlessness of victims. In contrast, they view other types of
cybercrime as less severe. For example, Canadian police have been observed to exercise discretion
and avoid opening formal investigations where child exploitation material is produced by adolescents
engaging in ‘sexting’ behaviour (Dodge & Spencer 2018: 645). Here, the distinction between offender
and victim is blurred, and the behaviour is viewed as less inherently harmful. Similarly, research

in other jurisdictions suggests that police often do not view ‘cyberbullying’ as a form of criminal
behaviour and have a limited understanding of what constitutes image-based sexual abuse as a
criminal offence (Bond & Tyrell 2018: 11; Broll & Huey 2015: 163—65). Overall, research suggests that
law enforcement officers use similar criteria to the community in structuring their perceptions of
cybercrime and associated investigative capabilities.

The need for Australian-focused research

It is critical for Australian police to respond to cybercrime in a way that meets the expectations of the
community (Choo 2010: 68). However, it is also clear that perceptions of cybercrime investigations
are structured by complex factors. To date, there is limited research examining comparative
perceptions of cybercrime investigations by the Australian community and police agencies. Without
establishing these expectations, it is difficult to ascertain whether police are meeting them—and,

if not, where the gap lies for improvement (eg better education and community awareness or
improved police training practices). Without this knowledge, ‘misinformation cannot be countered,
misunderstandings are perpetuated and there is no firm platform to establish a responsive criminal
justice policy’ (Wall 2007: 185). Clearly, such major gaps in the research literature need to be
addressed in order to meaningfully progress community, police and policymaker understandings of

cybercrime investigations.
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Aim

The Australian Cyber Security Centre’s ReportCyber acts as a central reporting portal for cybercrime
victims, but previous research indicates that general duties officers remain the primary point of
contact for many victims making an initial complaint. This project provides the first Australian-focused

research into the understandings, attitudes and perceptions of both general duties police officers and
members of the general community about cybercrime in Australia.

To fulfil this aim, the paper addresses the following research question:
¢ To what extent, and in what ways, are the understandings, perceptions and response expectations

of the Australian general community similar to, or different from, those of general duties police?

It is important to note that the research presented throughout this paper was undertaken when
the Australian Cybercrime Online Reporting Network (ACORN), rather than ReportCyber, was
in operation.

Method

This paper uses data drawn from a subset of the overall population from surveys of both community
and police in New South Wales and Queensland. This sub-sample has been used to ensure that
sampled groups are sufficiently matched. It thus enables robust comparative analyses (see Gorard
2017: 101). For a complete explanation of the survey instruments, please see the full report (Cross et
al. 2021).

Definition of cybercrime

At the time of the research, ACORN (2014: para 1) defined cybercrime in the following terms:
[Clrimes which are:
— directed at computers or other devices (for example, hacking), and

— where computers or other devices are integral to the offence (for example, online fraud,
identity theft and the distribution of child exploitation material).

Common types of cybercrime include hacking, online scams and fraud, identity theft, attacks on
computer systems and illegal or prohibited online content.

This research project uses the term ‘cybercrime’ in a broader context. ACORN’s definition is restricted
to cyber-dependent crimes, which target or require the use of computers or digital technologies.
This project expands upon this definition to include cyber-enabled crimes, which merely involve
computers or digital technologies (McGuire & Dowling 2013). For example, computer hacking
offences are examples of cyber-dependent crimes, while cyber-enabled crimes include using the
internet to distribute intimate images without consent, sending threatening messages to another
person or engaging in stalking behaviours (Powell 2010; Powell & Henry 2018).
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Police survey

An online survey was developed for dissemination to Australian police agencies. This was primarily
based upon the survey instrument employed by Holt and colleagues (Bossler & Holt 2014, 2012;
Holt & Bossler 2012a, 2012b) to examine perceptions of cybercrime among law enforcement officers
based in the United States and United Kingdom.

Survey dissemination

This paper uses a sub-sample of data from Queensland and New South Wales police agencies.
The survey instrument was disseminated to all policing staff in the participating agencies with the
following invitation: ‘We are inviting all general duties officers at the rank of Constable, Senior
Constable, and Sergeant across the [police agency] as well as specialist staff (both sworn and
unsworn) in a position related to cybercrime’. Both agencies distributed the online survey link by
email, between November 2017 and June 2019. In the QPS, this was targeted at approximately
5,000 sworn general duties officers at the rank of Constable to Sergeant across the state and 540
sworn specialist investigators within State Crime Command. In New South Wales, the survey was
disseminated to (approximately) all 20,000 New South Wales Police Force (NSWPF) personnel
(NSWPF 2018: 79).

Survey instrument and items

The survey instrument was adapted from an instrument previously used to examine attitudes to
cybercrime among police officers based in the United States and United Kingdom (discussed above).
It was estimated that the survey would take between 20 and 30 minutes to complete. The survey
contained five distinct modules:

e technology use and general online experiences;
e perceptions of cybercrime;

e confidence in police responses;

e technology use and policing; and

e demographics.

Responses

The current analysis uses 422 responses from police respondents across both Queensland and
New South Wales. Of this sample, 76 percent were males (n=321), and 83 percent were cybercrime

specialists (n=349). The final sample reflects a response rate of three percent of all serving officers in
the QPS and two percent of officers in the NSWPF.
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Data analysis

We analysed the data using IBM SPSS V.26 and consolidated the raw data associated with the
dependent variables across modules two (perceptions of cybercrime) and three (confidence in
police response) into three-point scales, to increase the sensitivity of contingency tables to statistical
analysis. For example, items within the perceptions of cybercrime module were consolidated from a
five-point scale (‘strongly agree’ to ‘strongly disagree’) to a three-point scale (‘agree’ to ‘disagree’).

Community survey

We developed a national survey to examine attitudes and experiences of cybercrime within a general
(non-representative) sample of the Australian community. We designed the survey instrument and
specific items to complement those outlined above. This enabled the collection of comparative
survey data.

Participant recruitment

The research sample included Australian adults aged 18 to 69. Respondents were recruited through
a social research panel provider (Qualtrics Panels), which invited them to take part in the survey.
This was a non-probability sample with quota sampling across gender and age to approximate the
demographics representative of the Australian population (as per the Australian Bureau of Statistics
Census data). All respondents were informed that the purpose of the study was to examine attitudes
to and experiences of cybercrime and online harm.

Overall, Qualtrics Panels sent 5,736 invitations to prospective participants. After responses with
missing demographic datapoints were excluded, 2,037 completed surveys remained. This represented
a response rate of 36 percent, which is a good result for comparable social science survey research
(Crow et al. 2017: 597; Davis & Dossetor 2010: 2). The current paper uses a subset of respondents
who resided in Queensland or New South Wales, 754 respondents in all.

Survey instrument and items

We developed the survey instrument used within this stage of the research to obtain comparative
data about community attitudes to cybercrime. The survey was again adapted from the work of
Holt and colleague (discussed above). It was estimated that the survey would take between 20 and
30 minutes to complete. It contained six distinct modules:

e technology use and general online experiences;

e perceptions of cybercrime;

e cybercrime risk and resilience behaviours;

e cyber victimisation, reporting and experience of police response;

e overall confidence in police response to cybercrime; and

e demographics.
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Data analysis

We analysed the data using IBM SPSS V.26. That generated descriptive statistics about the
independent variables, including sociodemographic data (module six) and measures of technology
use and general online experiences (module one). We also generated and reported descriptive
statistics for the dependent measures across modules two to five (perceptions of cybercrime; risk
and resilience behaviours; cyber victimisation, reporting and experience of police responses; and
confidence in police response to cybercrime).

The police and community survey data were designed to be comparatively analysed across a number
of similar measures. As with the police survey, we consolidated the five-point scales into three-

point scales across modules two, three and four (as above). This enables chi-square analyses to
compare police and community response patterns. Specifically, police measures of crime seriousness
are compared with community measures of fear of crime. Perceptions of cybercrime, prevention
strategies and protective behaviours, and confidence in police responses are all comparatively
analysed in a similar way.

Results

The results of the data analysis are discussed across four observable trends in the data:

e seriousness of cybercrime;

e knowledge of cybercrime;

e distribution of responsibility; and

e confidence in police responses.

Results are presented in contingency tables including chi-square tests for independence between
sample groups. The analyses reveal that:

e Police are more likely to rank cybercrime as serious.

e There are different views about the impact of cybercrime on policing.

e The community ascribes greater responsibility to individuals for preventing cyber victimisation.

e The community has greater confidence in police to effectively respond to cybercrime.

No. 635 August 2021 o




Australian Institute of Criminology
Trends & issues in crime and criminal justice

Seriousness of cybercrime

The first set of comparative analyses show the extent to which police and community respondents
hold different views about the seriousness of cybercrime. Table 1 presents the results of
cross-tabulation and chi-square analyses comparing perceptions across three response levels
(agree, neutral, disagree).

Table 1: Seriousness of c rime among police (n=422) and community (n=754) respondents

Sample group Police (%) Community (%)

Survey item Agree Neutral Disagree Agree Neutral Disagree

Cybercrime is a serious problem

. . 2 7 10.1 . 12. 7.4
in society today*** 86 3 0 80.0 6

Most types of online incidents are 31.4 24.1 44.5 43.9 32.0 24.1
minor annoyances

Harassment online is less serious

than face-to-face harassment*** 211 8.9 700 211 17.5 614
Stealing $100 from a person’s

ban!< account electronically is 778 39 18.3 776 121 10.3
equivalent to someone

pickpocketing $100***

Cybercrime is not taken seriously 335 19.5 470 294 28.6 419
by law enforcement**

Most negative online experiences

do not require a police 47.0 29.6 23.4 37.1 37.4 25.5

response**

**indicates x? with p<0.01; ***indicates x* with p<0.001

The six items listed in Table 1 highlight statistically significant differences between police and
community response patterns concerning the seriousness of different criminal offences. Across all
categories, members of the community were more likely to provide ‘neutral’ responses to survey
items. Specifically, members of the community were more likely to remain neutral about whether
‘cybercrime is a serious problem in society today’ and whether ‘cybercrime is not taken seriously by
law enforcement’, with otherwise similar proportions of respondents agreeing or disagreeing with
the statements. This pattern is probably a function of respective levels of self-confidence to provide
meaningful responses to survey items.

Generally, police officers were more likely to assess cybercrimes as serious. For example, police
were more likely to disagree with the statements that ‘most types of online incidents are minor
annoyances’ or that ‘harassment online is less serious than face-to-face harassment’. More police
officers disagreed with the statement that ‘stealing $100 from a person’s bank account is equivalent
to someone pickpocketing $100’, but this difference was displayed in fewer ‘neutral’ responses.
Similarly, police officers were more likely to agree with the statement that ‘most negative online
experiences do not require a police response’, whereas community members were more likely

to offer a neutral response. Overall, these patterns indicate that the sampled groups assess the
seriousness of cybercrime differently, with police personnel more comfortable with providing
definitive responses to survey items.

No. 635 August 2021 0




Australian Institute of Criminology
Trends & issues in crime and criminal justice

Knowledge of cybercrime

The second set of analyses examined the comparative knowledge of cybercrime between the groups.
Table 2 presents the results of cross-tabulation and chi-square analyses comparing attitudes across
three response levels (agree, neutral, disagree).

Table 2: Knowledge of cybercrime among police (n1=422) and community (n=754) respondents

Sample group Police (%) Community (%)

Survey item Agree Neutral Disagree Agree Neutral Disagree

The public understand the risks of

being online*** 11.9 11.2 76.8 37.7 253 37.0

The local community does not
recognise the threat posed by 76.6 14.0 9.4 54.5 29.6 15.9
cybercrime***

The internet has dramatically

changed police work*** 92.4 6.2 1.4 75.2 18.7 6.1

The internet has caused more
problems for law enforcement 46.3 32.1 21.6 46.3 37.4 16.3
than it has helped*

Cybercrime occurs more
frequently in businesses rather 10.1 42.7 47.2 27.2 37.5 35.3
than among home users***

The majority of cybercrimes are
perpetrated by younger
individuals in their teens and
twenties***

11.0 41.3 47.7 34.2 35.0 30.8

Cybercriminals are often
individuals living in foreign
countries rather than here in
Australia

36.2 37.2 26.6 34.5 35.3 30.2

Cybercrime is mostly traditional

crimes using 8 computer*** 29.6 213 49.1 35.0 28.9 36.1

Crimes that used to be offline
now increasingly have online 81.4 17.0 1.6 72.4 23.9 3.7
elements***

Digital evidence can be a feature

. 77.3 17.4 5.3 71.5 22.7 5.8
of all types of crime
Most cybercrime incidents or
crimes should be responded to by 65.6 17.9 16.5 621 306 73

a specialised high-tech crime
unit***

*indicates x> with p<0.05; ***indicates x> with p<0.001
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The 11 items listed in Table 2 demonstrate greater variation in the response patterns of police and
community members on measures of knowledge. In particular, the groups have significantly different
response patterns on measures about public understanding of the risks of cybercrime. Police were
more likely to disagree with the statement that ‘the public understand the risks of being online’

and agree with the statement that ‘the local community does not recognise the threat posed by
cybercrime’. Additionally, there were observable differences between groups in responses to items
about how technology affects policing: police were more likely to agree with the statement that

‘the internet has dramatically changed police work’. Finally, police were more likely to disagree with,
rather than remaining neutral about, the statements that ‘the internet has caused more problems for
law enforcement than it has helped’ and ‘most cybercrime incidents or crimes should be responded
to by a specialised high-tech crime unit’.

There were significant differences between groups about the relationship between cybercrimes and
traditional crimes. Police were more likely to disagree with the statement that ‘cybercrime is mostly
traditional crimes using a computer’ and agree with the statement that ‘crimes that used to be
offline now increasingly have online elements’. This suggests that police appreciate the importance
of conceptually differentiating cybercrime from offline crimes, yet remain aware of how technology
is used to enable traditional forms of crime. It is also important to note that these patterns are
explained by fewer ‘agree’ or ‘disagree’ responses (respectively) for these survey items. However, it
is interesting to note that there were no significant differences concerning the statement that ‘digital
evidence can be a feature of all types of crime’.

Finally, perceptions of cybercriminals and their targets showed notable differences. Community
respondents were more likely to agree with the statements that ‘cybercrime occurs more frequently
in businesses rather than among home users’ and ‘the majority of cybercrimes are perpetrated by
younger individuals in their teens and twenties’. However, there were no differences between groups
in their perceptions of whether ‘cybercriminals are often individuals living in foreign countries rather
than here in Australia’. Interestingly, these survey items, measuring knowledge of the characteristics
of cybercrime offenders and victims, were the only items where police reported more ‘neutral’
responses than community members. Community members seem to be more confident in their
assessment of victim and offender profiles, while being more likely to believe that cybercriminals are
young people who target businesses rather than individuals.
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Distribution of responsibility

The third set of comparative analyses examined measures of responsibility for cybercrime offences.
Table 3 presents the results of cross-tabulation and chi-square analyses comparing such perceptions
across three response levels (agree, neutral, disagree).

Table 3: Distribution of responsibility among police (n=422) and community (n=754) respondents

Sample group Police (%) Community (%)

Survey item Agree Neutral Disagree Agree Neutral Disagree

Online bullying and harassment
can be avoided by victims
changing mobile phone numbers
or email addresses*

323 22.7 45.0 30.8 29.8 39.4

Online fraud victims lose money
because they do not pay attention 34.4 25.7 39.9 43.9 30.9 25.2
to what they read***

If a person sends a nude or sexual
image to someone else, then they
are at least partly responsible if
the image ends up online**

55.5 16.7 27.8 60.3 19.8 19.9

People should know better than
to take nude selfies in the first
place, even if they never send
them to anyone***

50.5 21.1 28.4 60.2 22.3 17.5

If a threat to rape a person is
made on Facebook, it probably
shouldn’t be taken too
seriously***

4.4 7.1 88.5 14.7 12.9 72.4

For safety reasons, victims of
domestic violence should stop
using social media, email and
online sites***

20.6 27.5 51.8 33.7 32.0 34.4

*indicates x? with p<0.05; **indicates X2 with p<0.01; ***indicates x with p<0.001

Note: Percentages may not total 100 due to rounding

The six items listed in Table 3 demonstrate that members of the community generally ascribed

more responsibility to victims of cybercrime. Overall, there was less variance between groups in

the number of respondents who provided ‘neutral’ responses to these survey items, except that
police were more likely to ‘disagree’ (rather than remaining ‘neutral’) with the sentiment that online
bullying could be prevented by victims. Otherwise, community members were more likely to agree
with each listed item, reflecting greater agreement with statements suggesting that online fraud
victims do not pay attention to what they read; that victims of image-based abuse should know
better than to send another person naked images; that rape threats on Facebook should not be taken
too seriously; and that victims of domestic violence should stop using social media.
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Confidence in police responses

The fourth and final set of comparative analyses examined measures of confidence in police to
investigate cybercrime. Table 4 presents the results of cross-tabulation and chi-square analyses
comparing such attitudes across three response levels (agree, neutral, disagree).

Table 4: Confidence in police responses among police (n1=422) and community (n=754)
respondents

Sample group Police (%) Community (%)

Survey item Agree Neutral Disagree Agree Neutral Disagree

How confident are you that the
current police response to
cybercrime in your state is
effective?***

12.1 34.8 53.1 313 39.1 29.6

How confident are you that police
in your state take cybercrime as
seriously as face-to-face
crimes?***

21.8 33.9 44.3 39.3 32.6 28.1

How confident are you that police
in your state are adequately
funded and resourced to address
cybercrimes?***

How confident are you that police
in your state are effective in
supporting victims of
cybercrime?***

How confident are you that police
in your state are effective in
detecting and charging
perpetrators***

***indicates x? with p<0.001

The five items listed in Table 4 demonstrate how police consistently reported lower confidence in
their capabilities to respond to cybercrime. Community members were significantly more likely to
report confidence ‘that the current police response to cybercrime is effective’ and ‘that police take
cybercrime as seriously as face-to-face crimes’. Across both groups, about one-third responded
‘neutral’ about their confidence in law enforcement. Community members were more likely to
express confidence or remain neutral on whether ‘police are adequately funded and resourced

to address cybercrimes’, ‘police are effective in supporting victims of cybercrime’ and ‘police are
effective in detecting and charging perpetrators’. Overall, these patterns reflect the greater optimism
of the community about law enforcement’s capability to effectively respond to cybercrime.
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Discussion and implications

The present research examined whether, and to what extent, there are significant differences in
perceptions by members of the community and police officers of cybercrime and the investigative
capabilities of law enforcement agencies. Reducing any such discrepancies is important in ensuring
that victims of cybercrime are willing to report incidents to law enforcement. This affects the quality
of both police services and administrative criminal justice data.

Previous research suggests a disconnect between police and community perceptions of cybercrime.
Consistent with the existing literature, the current research has observed several modest yet notable
discrepancies between police and community perceptions of cybercrime within an Australian
context. There were significant differences in respondents’ confidence in police responses to
cybercrime. Specifically, community respondents were more likely to express confidence in the
investigative capabilities of law enforcement. This is despite previous research suggesting that victims
of cybercrime are often dissatisfied with police responses (eg Cross, Richards & Smith 2016; Jang,
Joo & Zhao 2010) and that police often feel ill-equipped to respond to cybercrime (eg Hadlington et
al. 2018; Nouh et al. 2019). Relatedly, the data suggests that community members are more likely

to perceive their risk of cyber victimisation as low. This is interesting because most community
respondents indicated that they had experienced at least one incident of cyber victimisation,
although only a minority had reported the incident to the police (Cross et al. 2021).

The findings also highlight a tendency for police personnel to be more forthcoming with a view that
cybercrime is of comparable severity to offline types of crime. However, it is interesting to note that
community respondents were significantly more likely to provide ‘neutral’ responses on these specific
items. This pattern is probably a function of different levels of confidence in making judgements
about crime and policing matters. It suggests that discrepancies in public knowledge underpin much
of the observed variance in the perceived seriousness of cybercrime.

Similarly, at a base level, police hold significantly different views about whether community members
accurately understand the issue of cybercrime. Police respondents assessed the community’s
understanding of cybercrime as quite low, but community respondents reported greater self-
confidence in their ability to understand the risks associated with their use of technology. This

is particularly noteworthy because the established literature suggests that public perceptions of
cybercrime are highly mediated, structured by exposure to cybercrime representations in popular
culture (Kremer 2014; Wall 2008a, 2008b).

Community and police perceptions also differed on the ascription of moral responsibility for
cybercrime victimisation and prevention. Community respondents tended to be less sympathetic
to victims of cybercrime, blaming them for failing to take appropriate protective actions. Police
were less likely to blame victims of image-based sexual abuse for their victimisation where they had
voluntarily sent intimate images to the offending party. This pattern is interesting, because both
police and community members have been independently observed to ascribe moral responsibility
for cybercrime according to criteria of ‘ideal’ victimisation (eg Black, Lumsden & Hadlington 2019;
Holt & Bossler 2016).
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The difference in ascribing responsibility for victimisation is likely to relate to associated judgements
about the efficacy of cybercrime prevention. Specifically, community respondents expressed greater
confidence in the capacity of citizens to prevent cybercrime through protective behaviours. Police
were less likely to believe that victims of cyber-harassment could protect themselves by avoiding
social media or changing phone numbers. Overall, these results indicate that police officers tend

to be more understanding than the average Australian citizen, although they may still lack detailed
understanding of the lived experiences of actual cybercrime victims (eg Cross 2018b, 2018c; Powell &
Henry 2018).

Conclusion

The Australian Government recognises cybercrime as a strategic priority. The expanding role of
digital technologies in social, economic and political life has created new and exciting opportunities
for citizens, while also rendering them vulnerable to cybercrime. It is therefore important that
governments, law enforcement officers, citizens and other actors understand the nature of the
cybercrime problem and work collaboratively to develop innovative and effective solutions. To this
end, this paper has examined perceptions of cybercrime among members of the community and
police personnel with the aim of contributing to our understanding of cybercrime.

The research has contributed insights into comparative perception of cybercrime within Australia.

It has highlighted significant discrepancies between community members and police personnel in
perceptions of the community’s understanding of cybercrime, levels of confidence in police responses
to cybercrime and the utility of cybersecurity-protective behaviours to prevent cybercrime. These
discrepancies in expected police responses contribute to public dissatisfaction with law enforcement.
They have an impact on the willingness of victims to report incidents (eg Cross 2019) and are
detrimental to the reliability of administrative criminal justice data about cybercrime.

Although these findings are illuminating, it is important to reiterate the study’s limited scope, to
avoid over-generalisations. The focus on the broad category of cybercrime (rather than perceptions
about specific subtypes or offences) is useful for an initial comparative analysis, but further research
is indicated in order to unpack additional nuances. It would also be useful to investigate further the
prevalence of ‘neutral’ responses provided by community members. Similarly, there are outstanding
questions about whether the community or police personnel have unrealistic expectations about
responding to cybercrime. Such prescriptive judgements are beyond the scope of the present study
but offer avenues for further research.

Overall, there is a discrepancy between police personnel and community members’ responses about
the assessed seriousness of cybercrime, expected police responses to cybercrime and the ascription
of responsibility for cybercrime victimisation and prevention programs. Several strategic approaches
might improve societal responses to cybercrime in both the short term and the long term, including
public education campaigns targeting the discrepancies between police personnel and community
members and challenging victim-blaming narratives. Information about cybercrime risks, how

to report, investigative capabilities and limits of law enforcement and pre-emptive cybersecurity
practices would be useful. Such messages could be integrated into education curricula.
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