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Abstract | This study analysed chat logs
obtained for seven offenders who
committed 145 child sexual abuse (CSA)
live streaming offences against 74
victims. The study found that offenders
accessed victims online or by forming
relationships with Filipino locals during
trips to the Philippines, which would
then move online and lead to CSA live
streaming. A facilitator was involved in
approximately 35 percent of offences.
Facilitators were often female family
members of victims (eg mothers and
sisters). Some facilitators appeared to
have experienced child sexual abuse as
well.

Although some offenders intentionally
targeted children, it was also common
for offenders to receive unsolicited
offers of CSA live streaming from
facilitators and victims. This suggests
that some CSA live streaming offenders
are ‘opportunistic’, and may be
responsive to situational crime
prevention and primary prevention
measures such as messaging campaigns
and online warning messages posted on

specific sites where victims are targeted.

How do child sexual abuse
live streaming offenders
access victims?

Sarah Napier, Coen Teunissen and Hayley Boxall

Child sexual abuse (CSA) live streaming involves broadcasting
child sexual abuse over the internet to anywhere in the world
(ECPAT International 2017). While there is evidence that demand
for this type of abuse is high (Terre des Hommes 2014, 2013), it
is difficult to investigate (ECPAT International; Netclean 2019) and
prosecute (Dushi 2020). This is primarily because once the live
feed has been closed there is no evidence that the abuse took
place. According to International Justice Mission (2020), who
analysed 44 cases of online sexual exploitation of young adults
and children (including CSA live streaming) from Philippine law
enforcement, Australians were the third most common (18%,
n=7) nationality of ‘customers’.

Recent empirical research has analysed financial transactions
for CSA live streaming (Brown, Napier & Smith 2020; Cubitt,
Napier & Brown 2021) and analysed chat logs to investigate
the characteristics of CSA live streaming offenders and offences
(Napier, Teunissen & Boxall 2021). However, to date, very little
information and research exists about how offenders access
victims, and the nature of their contact with facilitators and

victims of CSA live streaming.
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Accessing victims

To the authors’ knowledge, only one empirical study has investigated how viewers of CSA live
streaming identify and access victims. Kuhlmann and Aurén (2015) conducted qualitative interviews
and focus groups with two CSA live streaming victims, representatives of the Philippine National
Police, civil society and mothers residing in a low-income area of Manila. Philippine National

Police members suggested that those who engage in ‘child sex tourism’ (contact offending) in the
Philippines may continue the abuse via live stream after they return home (Kuhlmann & Aurén 2015).
Participants in the focus groups suggested that online grooming of children in the Philippines can
also be a common method offenders use to access victims for CSA live streaming. They also reported
that ‘many sex tourists are now using grooming via social media to facilitate child sex upon arrival in
Cambodia’ (Kuhlmann & Aurén 2015: 34). The study suggested that foreign offenders target countries
like the Philippines, knowing that they will find children who are vulnerable to exploitation due to
poverty (see Napier, Teunissen & Boxall 2021).

However, participants in Kuhilmann and Aurén’s (2015) study also suggested that that, while some
CSA live streaming offenders are preferential (ie are sexually attracted to children and so target them
specifically), others may be opportunistic and only offend against children when the opportunity
presents itself. As noted by the authors:

While preferential abusers may very well groom adults simply to get to their children, it seems
likely that some look specifically for adult prostitution, but turn child abusers once presented
with the opportunity to have children put in front of the camera. (Kuhlmann & Aurén 2015: 37)

The views of Kuhlmann and Aurén (2015) are supported by a broader body of research which argues
that while individual factors play an important role in the perpetration of CSA, situational factors

or ‘opportunity’ are likely crucial in whether or not certain individuals choose to abuse or exploit a
child (Wortley & Smallbone 2006). For example, the internet has increased the availability of CSA
and child sexual abuse materials (CSAM) and decreased the cost and risks associated with it (Wortley
2012). The increase in availability of CSAM was demonstrated by a longitudinal analysis of data from
the National Center for Missing and Exploited Children (NCMEC; Bursztein et al. 2019), which found
that the volume of reports of CSAM grew a median of 51 percent per year during the period 1998 to
2017. In 2020, the NCMEC received over 21 million reports of CSAM from electronic service providers
(NCMEC 2021). This increased availability may result in increased opportunity for individuals to view
abusive material.
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Facilitators

Several reports released by non-government organisations have highlighted the important role of
facilitators in CSA live streaming. Also known as traffickers or operators, facilitators arrange the abuse
of children via live stream and often collect the payment from the offender (Brown 2016). Facilitators
force the child to engage in sexual acts alone or with others including children or adults (ECPAT
International 2017). Facilitators may even record the abuse inflicted on the child and distribute it
online (ECPAT International 2017).

International Justice Mission (2020) identified 141 facilitators across 71 cases involving online sexual
exploitation of young people in the Philippines. Most facilitators were female (66%) and their median
age was 27 years. Of the 217 victims where relevant information was available, abuse was mostly
facilitated by their biological parents (41%) or other relatives (42%). However, similar research that
examines CSA live streaming specifically is lacking.

Aim

This report is the second in a series (see Napier, Teunissen and Boxall 2021) that aims to improve
knowledge of the nature of CSA live streaming by analysing chat logs involving Australia-based
individuals investigated by the Australian Federal Police (AFP) for accessing CSA live streaming
produced in the Philippines. Previous studies have demonstrated that chat logs can be a useful
source of both qualitative and quantitative data about CSA-related offences, including live streaming
(Black et al. 2015; DeHart et al. 2017; Kloess, Hamilton-Giachritsis & Beech 2019; Kloess et al. 2017,
McManus et al. 2016; Napier, Teunissen & Boxall 2021; Williams, Elliott & Beech 2013). The present
study aimed to answer three research questions:

e What methods do CSA live streaming offenders use to access victims and facilitators?

e What are the characteristics of CSA live streaming facilitators and what is their connection to
victims?

e What is the nature of interactions between offenders and facilitators/victims of CSA live
streaming?

Methodology

Sample

The study was approved by the Human Research Ethics Committee of the Australian Institute of
Criminology (AIC) in 2020 as part of a larger series of work (see Napier, Teunissen & Boxall 2021). The
AFP provided the AIC with chat logs from seven cases involving Australia-based men who had been
investigated for attempting to request and watch the sexual abuse of children in the Philippines over
live stream between March 2012 and April 2019. The chat logs included in the study were limited to
those that the AFP had accessed as part of investigations into these individuals. Police briefs were
also provided to the AIC, which included additional information about the offending behaviour,
criminal offending histories and demographic characteristics of the individuals investigated.
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All offenders were charged, convicted or under investigation for CSA offences at the time of the study.
Two offenders had previous sexual offence convictions and were registered sex offenders at the

time of their arrest. It is unknown whether the remaining five offenders had previous sexual offence
histories. Although the final sample comprised only seven offenders, each offender was in contact
with multiple victims or facilitators (see Table 1) at any one point in time and committed multiple
offences. As such, throughout this report multiple units of analysis are used: offenders (n=7), offences
(n=145) and victims (n=74; see Table 1 for definitions of these terms). For more detail on how the
data were accessed, the characteristics of offenders, victims and offences included in the dataset, and
the inclusion criteria for the study, see Napier, Teunissen and Boxall (2021).

Table 1: Key definitions for the current study

Victim Child or young person (under the age of 18), usually located in the Philippines, who
was abused or referenced/involved in negotiations for CSA live streaming. This
would occur either as a result of the victim conversing directly with the offender or
being ‘offered’ to the offender by a facilitator.

Chat log Online discussions between an Australia-based offender and a facilitator and/or
victim, mostly located in the Philippines.

CSA live streaming An attempt by an offender, either successful or unsuccessful, to watch a child being

offence sexually abused via a live stream video platform.

Facilitator (also known A person in the Philippines who organises and coordinates the abuse of a child over

as a trafficker) live stream, and often collects the money from the Australia-based offender.
Offender Australia-based individual who views or attempts to view CSA live streaming.
Analysis

The chat logs were analysed in NVivo 10 with key quantitative data transferred to Stata MP14 for
analysis. Analysis was informed by grounded theory and protocols (Charmaz & Belgrave 2012; Glaser
1978). The data were manually examined and coded by the first two authors using open, selective
and theoretical processes (see Glaser 1978). Open coding involved reading fragments of the chat
logs and applying basic labels to sections of data. Selective coding involved a more detailed analysis
of subcategories and themes. Finally, the authors used theoretical coding to identify links and
relationships between codes to develop and link with theory (Thornberg & Charmaz 2013; Urquhart
2012). Previous literature on online grooming and anecdotal reports on CSA live streaming informed
the coding of grooming tactics and behaviours (DeHart et al. 2017; Kloess et al. 2017) and negotiation
with and characteristics of facilitators (Brown 2016; Kuhlmann & Aurén 2015). At each of the three
stages the coding was discussed and agreed on by all three authors.
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Results

Access to victims

Analysis of the chat logs identified a small number of primary mechanisms through which offenders
were able to access victims for CSA live streaming:

e offenders establishing relationships and contact with Filipino locals;

e offenders proactively contacting potential victims and facilitators through social media or dating
sites; and

e facilitators proactively contacting potential offenders through social media and dating sites.

Forming relationships with Filipino locals

In all six cases where this information was available, there was evidence that CSA live streaming
offences were facilitated through the offender forming relationships with adult Filipino locals. In four
cases, the offenders met women online, either via social media or on dating websites. Some of the
dating websites were specifically focused on Asian women (eg dateinasia.com). As shown in Case
study 1, sometimes the offenders would form intimate online relationships with the women and/

or pay them to engage in sexually explicit behaviour via webcam. This in turn led to the offender
requesting and/or being offered CSA live streaming of children related to or known to the women.

In two cases, the offenders made contact and formed relationships with local women and families
when they travelled to the Philippines for work or other reasons. It is unknown if these offenders
sexually abused children during these initial trips, but it appears that they maintained contact online
with the Filipino people once they returned to Australia. These offenders then requested and/or were
offered CSA live streaming involving children related to or known to their contacts.

Case study 1: Case 6

Offender e Male aged 62
e Separated, living with ex-wife and adult stepdaughter
e Employed in casual work that required regular domestic travel
Offending details e 5 offences
e 2 victims (both aged 12 years)
e 1 facilitator (approximate age range=35-45 years), mother or carer of victims
Summary of how The Australia-based offender engaged with a woman on Facebook Messenger,
offender first engaged  paying her for ‘sex chat’. He told police that the woman must have provided his
in CSA live streaming details to a facilitator who then added him on Skype. The adult female facilitator
then commenced conversations with the offender and initially provided ‘sex chat’
and nude live webcam shows of herself for several months before offering younger
females in webcam sex shows for money, which the offender accepted. The first
females were 18-19 years old, but then he moved on to two 12-year-old girls cared
for by the facilitator. During live stream shows he would expose himself over
webcam to the child victims (who he referred to as ‘youngs’), and request that the
victims perform specific sexual acts.

Source: AIC CSA live streaming project [computer file]
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Proactive contact through online platforms

Offenders accessing victims and facilitators could be as simple as the offender ‘spamming’ multiple
individuals and engaging with those who subsequently accepted the contact. However, while some
offences resulted from the offender contacting victims or facilitators themselves, others involved the
offender being contacted by facilitators or victims directly. Case study 2 is an example of an offender
who searched for and made direct contact with children online, but was also contacted by a facilitator
via the friend finding function on Facebook. Please note that these chat logs are presented verbatim,
and are often graphic in nature.

Case study 2: Case 2

Offender
e Male, aged 49

¢ Single and living with mother; no children

e Worked irregularly in a trade, and also with youth

Offending details

e 27 offences
e 22 victims (median age=12)

e 8 facilitators (median age=19)

Summary of how offender contacted victims and facilitators

The offender sometimes directly added victims on Facebook and began conversations with them which would
lead to CSA live streaming negotiations:

Victim: hello thnx for adding me..:)
How did you get my fb account?
Offender: | have no idea when | asked to add you
who are you ?
Victim: lol i see ur the one send me request i just confirm it
Offender: How old are you
Victim: iam13
Offender:  do you cam?
Victim: here in internet café the owner they not allowed to let young girl use cam
Offender:  but you have friends who have
how much to see you ?
Victim: i will ask first 1400pesos to see me...
Offender:  and what you do ?
Victim: u mean in the cam?

Offender:  yes

Victim: ill do naked [describes sex act with an eggplant]
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Case study 2: Case 2
Offender: )

whats your yahoo
Victim: [supplied]
Offender:  added you
why you need money?
Victim: ...i need to pay for my school tuition
Other times, facilitators would contact the offender using the friend finding function on Facebook:
Offender: Hi, who are you ?
Facilitator: im [name]
Offender:  where are you from ?
Facilitator:  cebu Philippines
Offender:  how did you find me?
Facilitator:  just saying find friends i click find friends then i add all
[A discussion about CSA follows, and the facilitator sends a photo of two children.]
Offender:  how old are your twins in the picture?
Facilitator:  ...already 11... are you willing to support them
Offender:  can | see them?
The discussion continues.
Offender: 3000 [Philippine pesos], | get your account, | buy your daughters, and see private ?
Facilitator:  yes but only for onetime private?
Offender: ok

The offender then paid using a remittance service.

Source: AIC CSA live streaming project [computer file]

As seen in Figure 1, whether the offender, victim or facilitator initiated the contact that resulted in

a live streaming offence differed across the cases included in the dataset, and across offences. For
example, in Case 1 the offender initiated contact with victims or facilitators in 79 out of 80 of his
offences. Conversely, in Case 7 the offender initiated contact in four of his offences, and the facilitator
initiated contact in eight of his offences. In all cases where this information was available, individual
offenders used multiple mechanisms to access CSA live streaming.
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Figure 1: Individual who initiated the contact for each CSA live streaming offence, by offender (n)

B Offender M Facilitator M Victim

11
10 69 8
0 — -——

Case 1 Case 2 Case 5 Case 6 Case 7

Note: Information was missing in 8 offences in Case 1, 1 offence in Case 2, all offences in Cases 3 and 4, and 1 offence in Case 6. In offences where the offender
initiated contact, he did so with either the victim or the facilitator

Source: AIC CSA live streaming project [computer file]

Facilitator involvement in CSA live streaming offences

Of the 145 CSA live streaming offences included in the dataset, facilitators were involved in
approximately a third (35%, n=51; Figure 2). Across the 51 offences, 20 unique facilitators were
identified, and offenders used between one and eight unique facilitators (Table 2). Some facilitators
provided CSA live streaming multiple times for the same Australia-based offender. Of the 51 CSA live
streaming offences where a facilitator was involved, the number of offences ranged between one and
14 per facilitator (median=1). Where this information was available, all facilitators were located in
the Philippines.

Table 2: Number of unique facilitators used by each offender (n)
Case Unique facilitators the offender was in contact with

Case 1l
Case 2
Case 3
Case 4
Case 5
Case 6
Case 7

A P P W PR © N

Source: AIC CSA live streaming project [computer file]
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When data were analysed by victim rather than by offence, around half of the 74 CSA live streaming
victims included in the dataset (51%, n=38) had a facilitator arrange their abuse via live stream
(Figure 2). The remaining victims (49%, n=36) communicated directly with Australia-based offenders.

Figure 2: Number of offences and victims where a facilitator was involved (n)

M No facilitator M Facilitator involved

100

90

80

70

60

50

40

30

20

10

Offences Victims
Source: AIC CSA live streaming project [computer file]

Characteristics of facilitators

At least 15 of the 20 facilitators included in the dataset were female (information was missing

for five facilitators). The exact or approximate age of 12 out of the 20 facilitators was known,
ranging between 16 and 35 years (median=20 years). The age of one facilitator was provided as an
approximate range (25—45 years), and the age of the remaining seven facilitators was unknown.

The relationship between the facilitator and victim was available for 27 out of 38 victims where a
facilitator was involved (Table 3). In the majority of these cases (89%, n=24), the facilitator was a
relative of the victim, most commonly their mother (n=13; one was described as mother or carer),
followed by their sister (n=8), a cousin (n=2) or an aunt (n=1). Three victims were not related to their
facilitators and the relationship was unknown for 11 victims. In summary, facilitators in the sample
tended to be young females who were related to the victims.
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Table 3: Relationship of facilitator to victim

Facilitator

Family member 24 89
Mother 13 48
Sister 8 30
Cousin 2

Aunt 1 4
Non-family member 3 11
Total 27 100

Note: Limited to victims who had facilitators involved in their abuse. Excludes 11 victims where the relationship was unknown

Source: AIC CSA live streaming project [computer file]

Although information on most offences was limited, in eight offences where a facilitator was
involved, the female facilitator ‘joined in’ with the CSA live stream session, either abusing the child
or exposing/touching herself. There was also little information available about the backgrounds of
facilitators. However, on three known occasions the facilitator also exploited themselves sexually via
webcam without the involvement of children, indicating that they were involved in online sex work.

In three offences the facilitators were themselves only 16 and 17 years and were also categorised as
victims. This is due to these facilitators also being involved in CSA live streaming shows themselves
as well as facilitating the offender’s access to other victims. For example, one facilitator who was 17
years old offered the offender her 12-year-old cousin for a CSA live stream session. This suggests that
some facilitators of CSA live streaming had themselves been sexually exploited as children before
becoming facilitators as they approached or reached adulthood.

Nature of interactions between offenders and facilitators/victims
Grooming

In many CSA live streaming offences the offenders would groom the victims and/or facilitators online.
Many of these tactics and behaviours were consistent with those identified in the broader CSA
literature on the online solicitation of children, such as compliments and romantic language (DeHart
et al. 2017; Kloess et al. 2017). It was also common for offenders to ask victims personal questions
including about breast size, pubic hair and if they were virgins. In Case 5, using the contacts he made
during visits to the Philippines, the offender would target girls on social media and offer to provide
academic tutoring services. Notably, this offender had previously been a school teacher, which may
have increased the perceived legitimacy of these offers.

In comparison, while some offenders used the grooming tactics identified above, others instead
took advantage of the financial vulnerability of facilitators and victims, using money to manipulate
and gain control over them. Offering or paying money was the most common form of manipulation
used. For example, some offenders would persistently remind victims or facilitators that they ‘owed’
the offender many ‘shows’ in return for the money the offender had provided. One offender used
dehumanising language when negotiating with facilitators or victims—for example: ‘Sex slave,
nothing is off limits, can do anything to you...l think | should test your slave obedience’ (Case 2; see

also Case study 2).
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Negotiation

All seven offenders in the sample were involved in negotiating or bargaining with facilitators and/
or victims. These negotiations revolved around the forms of CSA that offenders were requesting (eg
the extremity), the age of victims they were requesting to view, and the prices that they would pay.
Offenders would often request to see specific types of sexual abuse via live streaming. In Case 2,
the facilitator asked the offender for 3,000 Philippine pesos (A$81) to purchase a new computer. In
exchange for this, the offender requested that a specific sexual act be performed on the child.

Other times, negotiations were based around the specific ages of the victims that offenders were
either requesting or being offered for the abuse. In Case 7, for example, a facilitator told the offender
that there were seven different girls available, aged between seven and 16 years. The offender
replied: ‘can i see there faces..?? 12 and above’. The offender in Case 4 requested specific ages and
specific acts of abuse, asking to see graphic sexual abuse of an eight-year-old girl in exchange for 600
Philippine pesos (A$16). It was also common for offenders to bargain on prices with the facilitator,
even when the price difference was as little as 100 Philippine pesos (about A$3), as shown in the
following example:

Facilitator: You want young?
Offender 6: Just one
Any new girls
Facilitator: No just [previous CSA live streaming victim]
Offender 6: Ok
Facilitator: Shes here now
How much?
Offender 6: 1200
Facilitator: 1,300
Offender 6: 1200
Facilitator: Ok babe...ready?

Discussion

This study analysed chat logs from seven offenders who committed 145 CSA live streaming offences
against 74 victims. Overall, each of the offenders in the sample had contact with at least one
facilitator during the period for which they were observed. Four of the offenders had contact with
more than one facilitator.
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In offences where facilitators were involved (35%), they tended to be young women who were family
members of the victim—mothers, sisters, cousins or aunts. Some facilitators were actively involved

in abusing children during sessions. Local Filipino participants in Kuhlmann and Aurén’s (2015) study
reported that some people in the Philippines may exploit children within their families for a number
of reasons. This includes poverty, a lack of meaningful and well-paid employment opportunities, a
lack of knowledge about the harms associated with online child exploitation, and cultural myths that
marrying a Westerner will result in financial stability (Kuhlmann & Aurén 2015). CSA live streaming,
as with other forms of child exploitation, is a complex problem that has no borders. At the very

least, findings from the present study emphasise a need to educate poverty-stricken families in the
Philippines regarding the harms to children caused by CSA live streaming. These harms are likely to be
similar to those of child sexual abuse and CSAM production, which include lasting psychological harm,
self-blame, fear and suicidal ideation (Cantdn-Cortés, Cortés & Cantdn 2020; Salter et al. 2021).

Considering that three facilitators in the present study were child victims themselves, future research
is needed to investigate the factors that may drive some victims to become facilitators. These may
relate to poverty, access to children, demand, knowledge of how to set up ‘shows’ and desensitisation
due to their own abuse. This could identify important intervention points for preventing future CSA
live streaming by victims who are rescued from exploitation situations.

However, it is important to note that, in two-thirds of offences in the present study, offenders
communicated directly with victims. Some offenders used grooming tactics and behaviours that have
been identified in other research—for example, providing compliments, using romantic language and
asking inappropriate or personal questions (DeHart et al. 2017; Kloess et al. 2017). However, many
offenders did not need to use grooming tactics to engage in CSA live streaming, as they received
unsolicited offers from facilitators and victims through online platforms (see, for example, Case study
1). As such, it is important to acknowledge the complexity of this crime type, and that facilitators

and even victims may be motivated to offer family members or even themselves for exploitation due
to their own poverty. Offenders often took advantage of the financial vulnerability of victims and
facilitators; money was used to gain power over them and coerce them to engage in sexually explicit
acts for the offender’s gratification. One offender in the study used dehumanising language regarding
victims (eg ‘l buy your daughters’) and bargained with facilitators over price differences as small

as AS3. This behaviour may stem from their need to control or humiliate children, and potentially
women, although this paper did not examine the latter aspect.

Two main pathways to victims

Consistent with the findings from Kuhlmann and Aurén’s (2015) research, this study identified two
key pathways through which Australia-based offenders accessed CSA live streaming. In the first
scenario, offenders began by targeting women or teenagers online, including through online dating
sites or their social media accounts (Figure 3). After forming relationships with these individuals
(often in return for money), the offenders would ask for or be offered online access to younger
children. This would lead to receiving images and videos of the children (some sexual, others non-

sexual) and ultimately CSA live streaming.
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Figure 3: Pathway 1—Targeting victims online (Cases 1, 3, 6 and 7)

Contacts women in the Philippines on Asian dating websites and/or social media

Forms an intimate relationship Starts contacting older Contacted by a facilitator
with a woman for money adolescents through and/or adolescent who
or pays for adult webcam social media offers them access to

sex shows (eg 16—17 years old) CSA live streaming

Offender pays the woman Pays older adolescents for
for CSAM of her children, CSAM of themselves
or children in her care and/or younger children
they have contact with

Pays for a CSA live streaming Pays older adolescents
session with children money to view younger
the woman has access to children in a CSA
live streaming session

Note: This information was missing for Case 4

Source: AIC CSA live streaming project [computer file]

In the second scenario, offenders would first travel to the Philippines for work or other reasons and
befriend local families (Figure 4). They would keep in contact with these families online and upon
their return to Australia offer them money for CSAM and CSA live streaming of their children or
children they had access to. Alternatively, the offenders would receive unsolicited offers of CSAM and
CSA live streaming from the families they met.

Figure 4: Pathway 2—Targeting families during trips to the Philippines (Cases 2 and 5)

Travels to the Philippines for work or other reasons

Befriends local families in the Philippines and/or forms intimate relationships with local women

Maintains contact with Through initial contacts made
families/women using online in person, establishes additional
platforms once in Australia contacts through social media

Requests or is offered Requests or is offered
CSA live streaming by CSA live streaming
local families/women by additional contacts

Source: AIC CSA live streaming project [computer file]

Note: This information was missing for Case 4
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In both pathways, there was evidence that some offences may have been opportunistic in nature,
rather than driven only by a preference for children. In some situations, offenders initially paid adult
females to engage in sexually explicit acts over webcam, and then moved on to CSA live streaming
when it was offered to them by the women. In other situations, they were contacted directly by
facilitators and offered access to CSA live streaming without ever requesting it.

Smallbone and Cale (2016) note that sexual offending occurs when individual factors interact with
situational factors (opportunity). Therefore, individuals who are susceptible to CSA live streaming
offences and initially seek out women may be prevented from offending through situational crime
prevention measures (see Wortley 2012; Wortley & Smallbone 2006) such as increasing the effort
associated with offending or increasing the risk of detection. For example, in some offences,
facilitators used the ‘find a friend’ function in Facebook to identify Australia-based offenders to
approach. The ability of offenders and facilitators to identify each other through existing online social
networks could be disrupted by updating this feature to prevent this from occurring. For example,
Facebook (now known as Meta) could restrict users outside the Philippines from finding people who
live in the Philippines, or limit the number of people users can contact at once. Future research could
investigate whether offenders also communicate with other like-minded offenders through social
media to locate facilitators.

Other situational crime prevention measures that could be implemented to prevent CSA live
streaming include the use of ‘pop-up’ warning messages (Prichard et al. 2021) that appear on
specific social media and dating sites where exploitation may be likely to occur. In addition, primary
prevention measures such as advertising campaigns (eg Stop it Now! nd) could target social media
platforms to deter offending and refer individuals to treatment before CSA live stream offending
begins or escalates. The findings from this study also support the argument that mainstream social
media companies and dating sites should increase their focus on preventing child exploitation from
taking place on their platforms.

Critically, most of the offenders in the sample accessed CSA live streaming through multiple
mechanisms, either simultaneously or at different points in time. This demonstrates the versatility
of offenders and the various opportunities for exploitation that exist in online platforms. This means
that no single strategy is likely to be effective in preventing CSA live streaming; instead, multifaceted
approaches are required.

Limitations

We acknowledge the external validity of overall conclusions derived from a sample of seven offenders
may be limited, and that the sample was not representative of all CSA live streaming offenders.
Additionally, the chat logs analysed for this study were limited to those provided by the AFP, and the
offenders may have engaged in additional online chats with individuals that were not analysed. It
must also be considered that there have been substantial changes to platforms used by the offenders
in this study. Some platforms are no longer operating (eg Yahoo! Messenger) and others now
incorporate end-to-end encryption (eg Skype).
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However, these chat logs included a wealth of detailed information on 145 offences, providing insight
into the nature of CSA live stream offending. These offenders were not aware that their chats would
be observed and were uninhibited in discussing and requesting abusive acts. Thus, the data were
likely not impacted by factors such as social desirability bias which may hamper other forms of data
collection with offenders (McGrath, Cann & Konopasky 1998; Tan & Grace 2008). Further, previous
research has shown that small sample sizes can provide rich qualitative data (Halsey & Deegan 2012;
Kloess et al. 2017). The exploratory and novel nature of the current study provides an extremely
valuable foundation for further research to inform policy and practice, given the lack of empirical
research into the nature of CSA live streaming.
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