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Abstract | This study analyses data from
a survey of Australian adult computer
users conducted in June 2021 to
examine the influence of online routine
activities and life stressors on the
likelihood of profit-motivated
cybercrime victimisation.

Compared with non-victims, victims
spent more time online, more
frequently engaged in recreational
online activities and were more likely
to employ higher-risk online practices.
Small-to-medium enterprise owners
working from home were more likely
to be victims. Respondents who had
experienced recent increases in
financial stress and gambling and
negative impacts on interpersonal
relationships during the COVID-19
pandemic were also more likely to
be a victim of cybercrime.

Being accessible online and a lack of
personal and physical guardianship are
associated with an increased risk of
being a victim, but other factors may
influence the susceptibility of computer
users to cybercrime victimisation. This
has important implications for
cybercrime responses.
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Cyber-enabled and cyber-dependent crimes pose a growing
threat to the safety of individuals and businesses online. In the
2021-22 financial year the Australian Cyber Security Centre
(ACSC 2022) received over 76,000 reports of cybercrime, an
increase of nearly 13 percent from the previous financial year.
The COVID-19 pandemic was associated with increases in reports
of phishing and identity theft (ACCC 2021), ransomware (ACSC
2021), certain forms of hacking (Buil-Gil et al. 2021), and many
types of cyber-enabled fraud (Buil-Gil, Zeng & Kemp 2021). The
growing threat posed by cybercrime has recently led to significant
government investment in enhanced cybersecurity capabilities
and in law enforcement.
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At the same time, there is an important human factor in cybercrime victimisation, with some
computer users more vulnerable to becoming a victim than others. Routine activity theory (Cohen &
Felson 1979) describes how daily activities bring about three situational criteria necessary for a crime
to occur: a suitable target, a motivated offender and the absence of capable guardianship. In the
case of cybercrime, targets can include personal information or financial assets, while guardians may
include computer users, antivirus software, identity authentication, or third parties such as network
administrators and financial institutions (Leukfeldt & Yar 2016; Reyns 2018; Williams 2016).

While routine activity theory has its limitations—such as its inability to explain why certain individuals
are motivated to offend, and challenges associated with translating key concepts to the online
environment—it has been shown to be a useful lens through which to understand cybercrime
victimisation (Reyns 2018). For example, research has consistently shown the importance of the
visibility of potential targets—by virtue of the amount and type of online activity—in determining
the risk of victimisation for different types of cybercrime (Leukfeldt & Yar 2016). Online forum:s,
pornography websites, online gambling, dating websites, online gaming and online purchases are

all associated with fraud and scam victimisation (Gainsbury, Browne & Rockloff 2018; van Wilsem
2013; Whitty 2019). Identity theft victimisation has been linked to online shopping, banking,

emailing or instant messaging and downloading behaviours (Reyns 2013; Williams 2016). Malware
and ransomware victimisation have also been linked to the frequency of internet use, number of
internet devices, and online activities such as illegal downloading, using dating websites and blogging
(Bergmann et al. 2018; Bossler & Holt 2010; Holt et al. 2020).

While there are risks associated with online routine activities, these risks are not evenly distributed
among all computer users. Some individuals may be more vulnerable to victimisation than others.
Some studies have linked cybercrime risk to low self-control (Holt et al. 2020; van Wilsem 2013;
Whitty 2019), emotional instability, higher openness to experience and lower conscientiousness

(van de Weijer & Leukfeldt 2017). Yet these factors may be difficult to modify, as research shows that
personality and self-control are relatively fixed risk factors for most people, at least in the short term
(Cobb-Clark, Kong & Schildberg-Horisch 2021; Roberts 2009). Prior research has also produced mixed
results as to the importance of these individual factors (Bossler & Holt 2010; Ngo & Paternoster 2011).

Recent life stressors may also increase vulnerability to cybercrime victimisation but have received
less empirical attention. Online fraud victimisation has been linked with negative life events such

as divorce, the death of a family member or close friend, injury or iliness in one’s family and job
loss (Anderson 2013; Emami, Smith & Jorna 2019; Ross & Smith 2011). These types of events can
lead to social isolation, loneliness and reduced psychological wellbeing, which can further increase
vulnerability to financial exploitation and scams (James, Boyle & Bennett 2014). Socially isolated
individuals may be unable to seek advice about scams from friends and family or be more open to
engaging with strangers to fulfil social needs (Lee & Soberon-Ferrer 1997). Additionally, individuals
who are stressed tend to make poorer decisions (Wemm & Wulfert 2017), with research showing
that decision-making is negatively affected by sad emotional states (Baumeister et al. 2005; Lerner,
Li & Weber 2012). None of this is intended to blame victims; rather, motivated offenders exploit the
susceptibility of victims through manipulation, persuasion and coercion, making it hard to distinguish
legitimate from illegitimate exchanges or determine whether a scenario is likely to be harmful
(Carter 2023; Cross 2015).
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The importance of understanding the intersection between online routine activities and the
vulnerabilities of potential targets was particularly evident during the COVID-19 pandemic. The
pandemic and associated containment measures brought about significant, abrupt changes in online
activities. Many employees transitioned to working from home (WFH; Baxter & Warren 2021),
including many small business operators, using their home internet connections and personal devices
to undertake work tasks (Nabe 2021). This increased the accessibility of targets while simultaneously
lowering capable guardianship. At the same time, there was significant concern during the COVID-19
pandemic about profit-motivated offenders exploiting the fear and anxiety that make individuals
susceptible to scams, as evidenced by the large volumes of malicious emails and text messages with
pandemic-related themes (ACSC 2021).

In this study, we explored how the significant changes in the online routine activities of computer
users during the pandemic, coupled with the effects of the psychological, social and economic stress
of the pandemic, influenced the risk of cybercrime victimisation. In doing so, we provide important
insights into the human factor in profit-motivated cybercrime victimisation and identify several
implications for prevention.

Method

This study used data collected as part of the Australian Institute of Criminology’s pilot Australian
Cybercrime Survey to examine the relationship between past-year profit-motivated cybercrime
victimisation, the routine activities of computer users and presence of life stressors. The pilot

survey asked 15,000 members of the public in June 2021 about a range of experiences related to
cybercrime victimisation, reporting behaviour, risk factors for victimisation, and harms resulting
from victimisation, as well as sociodemographic information. While this was a cross-sectional survey,
we capitalised on the fact that the survey covered the first year of the pandemic and captured
information about changes to respondents’ online routine activities and individual circumstances.

Non-proportional quota-based sampling was used to ensure the sample was representative of the
spread of the Australian population. Invitations to the survey were sent to 171,537 individuals who
were members of a panel managed by the data collection agency Online Research Unit, with a total
completion rate of nine percent (which is consistent with online panels generally; see Pennay et al.
2018). Post-stratification weights based on jurisdiction, age and sex were applied to male and female
respondents using Australian Bureau of Statistics demographic data as of December 2020 (ABS 2021).
Despite processes that excluded poor-quality responses from the total sample, six respondents were
removed from the sample for providing illogical responses which implied they were answering the
questions randomly, resulting in a final survey sample of 14,994 respondents. For further details

on the sampling and weighting of the data used in this study, see the method section of Voce and
Morgan (2021).

Changes to working arrangements during the pandemic, including WFH and work-related hours spent
on the internet, represented a major shift in the routine activities of computer users. To explore how
this may have influenced cybercrime risk, we limited the sample to respondents who were employed
at the time of the survey (n=9,827). We then excluded respondents with missing data for any of the
main variables of interest, resulting in a final sample of 8,914 respondents included in the study.
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Data on risky online activities, the impacts of the pandemic and victimisation accounted for the
largest proportion of missing data. We did not use missing data imputation because there is a strong
possibility that missing data was correlated with the likelihood of the response to sensitive questions
(eg victims being more likely to refuse to answer questions about their victimisation, or people who
engaged in risky online behaviour being unwilling to admit that). We note the risk of bias and do not
assume results from the regression model would apply equally to excluded respondents.

Dependent variables

The dependent variables in this study were whether, in the 12 months prior to the survey, the
respondent was a victim of the following broad crime types, typically motivated by financial gain:

e identity theft, compromise or misuse (hereafter referred to as identity crime and misuse);

e malware; or

e fraud and scams.

We adopted a bottom-up approach that sought to capture a wide range of cybercrime modus
operandi. For each broad crime type, individuals were presented with a list of incidents or symptoms
associated with being a victim, and were categorised as a victim if they had experienced at least one
incident or symptom related to that type of cybercrime. For identity crime and misuse, the victim had

to suspect these issues were the result of a privacy breach or information compromise. For malware,
victims had to believe the issues were not just the result of genuine device malfunction or aging.

Independent variables

We included several main variables of interest in our analysis. The first set related to the social,
economic and psychological stress associated with the pandemic. Respondents were asked whether
the COVID-19 pandemic had impacted them in the following ways at any point since early 2020, even
if their current situation had improved:

e they had experienced an increase in financial stress;

e they had become more socially isolated;

e they had increased the amount of time or money they gambled;

e their relationships with family and friends had been negatively impacted;
e they had experienced mental or emotional distress;

e their overall physical health and wellbeing had deteriorated; and

e they had increased their consumption of alcohol or other drugs.

Responses to these questions were based on a five-point Likert scale (strongly disagree to strongly
agree). For the purpose of analysis, these variables were all recoded as binary variables (0=no, 1=yes).
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We also included several variables that related to the routine online activities of computer users.
These included measures relating to the accessibility of computer users as potential targets, based on
the extent and type of internet use:

e the average number of hours on a normal business day spent using the internet for work-related
purposes (continuous variable);

e the average number of hours per day spent using the internet for personal use
(continuous variable);

e the frequency with which they engaged in certain online activities in the previous 12 months,
including using online blogs, forums and interest groups; purchasing items from online
marketplaces or online stores; being active on romance or dating websites or apps; participating in
online gaming or esports; and accessing sexually explicit adult websites or subscribing to sexually
explicit interactive adult platforms (five-point scale ranging from daily to never, recoded to O=less
than weekly, 1=daily or weekly basis).

We included two measures of guardianship. The first related to personal guardianship—namely,
whether the respondent had engaged in any risky online behaviours in the previous 12 months,
based on their responses to questions about whether they had opened emails from unknown people
or organisations, shared passwords with someone they knew, and used freely available wi-fi in public
locations to conduct financial transactions (0=no, 1=yes).

The second was a measure of physical guardianship. We measured whether respondents were WFH
at any point because of pandemic-related social distancing measures (0=no, 1=yes). Home internet
connections may be less secure than those of workplaces, devices may no longer be protected by
corporate security controls or may not get the updates and patching they need, and sensitive work
information may be stored on or shared over unsecure personal devices.

Finally, we included a variable to identify small-to-medium enterprise (SME) owners and employees,
and several socio-demographic variables including gender, age and relationship status, as these have
been identified as correlates of cybercrime victimisation (Jorna & Hutchings 2013).

Analytic strategy

Following similar studies of cybercrime victimisation (Mikkola et al. 2020; Ngo & Paternoster 2011;
Reyns 2013), we used logistic regression to measure the relationships between main variables of
interest and the likelihood of past-year victimisation while controlling for other factors. The analysis
was undertaken using weighted data. Model fit was assessed using a modified version of the
Hosmer—Lemeshow goodness-of-fit test, which estimates the F-adjusted mean residual test following
the estimation of logistic regression models using survey commands in Stata (Archer & Lemeshow

2006). Because there is evidence this test is susceptible to bias in large samples (Nattino, Pennell &
Lemeshow 2020), further link tests were conducted to assess the goodness-of-fit. This test is used to
detect specification errors and assumes that in a properly specified model it would not be possible
to identify additional significant independent variables (Pregibon 1979). A weighted area under the
receiver operating characteristic curve (AUROC) was also calculated for logistic regression models
using Somers’ D (Newson 2006).
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For identity crime and misuse, initial model fit diagnostics indicated the model was not properly
specified. An interaction between the variables WFH and SME ownership/employment was included
and further tests revealed the revised model was a good fit for the data. The same interaction effect
included in the other models and was also statistically significant.

Limitations

Online panels allow for rapid collection of data from large samples, which is particularly useful
where the main population of interest is computer users. However, while the sample is large and
representative of the spread of the Australian population, we are cautious not to generalise the
results to the wider population, or assume the results are representative of non-respondents.

As this study uses cross-sectional data, the temporal order and causal relationships between the
independent variables and outcomes of interest cannot be established. For instance, in the case of an
association between psychosocial life stressors and cybercrime victimisation, these stressors may be
both a risk factor for and consequence of being a victim. We attempted to overcome this by asking
specifically about the effects of the COVID-19 pandemic. Similarly, it was not possible to compare
respondents’ online behaviour before and after the pandemic. While there is clear evidence that
people’s online behaviour changed during the pandemic, we can only highlight those behaviours that
were associated with an increased risk of victimisation.

Results

Sample characteristics

In the past year, 28 percent (n=2,479) of the study sample had been a victim of identity crime and
misuse, 22 percent (n=1,965) had been a malware victim, and 10 percent (n=912) had been a fraud
or scam victim. Many victims of profit-motivated cybercrime had experienced more than one form

of cybercrime in the previous 12 months. Thirty-five percent of victims said they experienced two or
more forms of profit-motivated cybercrime (n=1,262) with 13 percent experiencing all three forms of
cybercrime victimisation (n=483). This is not surprising, given that they are frequently interrelated (eg
offenders may use an identity theft victim’s personal information to carry out fraud or scams).

Sample characteristics for respondents included in the current study are presented in Table 1
(n=8,914). Fifty-three percent of the sample were male, 36 percent were aged 18 to 34 years, and

22 percent owned an SME. Pandemic-related stressors were common among respondents, including
increases in social isolation (49%), mental or emotional distress (42%), deterioration in physical health
and wellbeing (34%), increases in financial stress (33%), negative impacts on personal relationships
(27%), and increases in alcohol and/or drug use (24%) and gambling (12%). Fifty-eight percent of
respondents were WFH at some point in the previous year as a result of COVID-19 related social

distancing measures.
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In terms of the online behaviour of respondents, 28 percent frequently used online blogs, forums or
interest groups; 38 percent frequently purchased items from online marketplaces or online stores;
11 percent were frequently active on romance and dating websites or apps; 17 percent frequently
participated in online gaming or esports; and 22 percent frequently accessed sexually explicit adult
websites or subscribed to sexually explicit interactive adult platforms. Twenty-eight percent of
respondents had engaged in at least one risky online behaviour in the previous 12 months.
Table 1: Sample characteristics (n=8,914)
S Male 4,703 52.8
Female 4,211 47.2
In a current relationship 5,842 65.5
18-34 years 3,184 35.7
Age 35-64 years 5,186 58.2
65+ years 544 6.1
SME owner 1,924 21.6
S:"S”EACE" operates ¢y ik employee 2,597 29.1
Not an SME owner nor employee 4,394 49.3
Mean work hours using internet (SD) 4.68 (3.37)
Mean personal hours using internet (SD) 3.74 (2.93)
Risky online practices in past year 2,454 27.5
Online blogs, forums, interest groups 2,527 28.4
Online activitigs Purchasing from online marketplaces/stores 3,355 37.6
\l:vr;ii?;a(l;ir}eiz”y or Romance/dating websites or apps 971 10.9
frequently) Online gaming/esports 1,550 17.4
Sexually explicit adult websites or platforms 1,926 21.6
Increase in financial stress 2,913 32.7
More socially isolated 4,342 48.7
Negative impacts Increased time and/or money gambling 1,089 12.2
of pandemic Negative impact on relationships with family and friends 2,368 26.6
experienced Mental or emotional distress 3,780 42.4
Physical health and wellbeing deteriorated 3,057 34.3
Increased consumption of alcohol or other drugs 2,170 24.3
WFH due to pandemic 5,183 58.1
Note: From the sample presented in Table 1, 272 respondents were excluded from the identity crime and misuse model, 423 respondents were excluded from
the malware attacks model, and 196 respondents were excluded from the fraud/scams model due to data missing on the outcome variable. These respondents
are included in the denominator for the prevalence rates reported in text. SME=small to medium enterprise
Source: AIC pilot Australian Cybercrime Survey, 2021
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Multivariable analysis

Results from the three multivariate logistic regression models—for identity crime and misuse
(model 1), malware attacks (model 2) and fraud and scams (model 3)—are presented in Table 2. We
summarise the results for the main variables of interest below.

Respondents who reported engaging in risky online practices were more likely to have been a

victim of identity crime and misuse (adjusted odds ratio (AOR)=1.54), malware (AOR=1.61) and

fraud (AOR=1.53) than those who had not engaged in these behaviours in the last year (reference
category). The number of hours respondents spent online in their personal time was a statistically
significant predictor of fraud victimisation (AOR=1.05), as was the number of hours spent online for
work (AOR=1.05). For every hour of personal time spent online, the odds that a respondent would fall
victim to fraud increased by five percent.

Respondents who frequently used online blogs, forums and interest groups were significantly more
likely to experience identity crime and misuse (AOR=1.24) but not malware or fraud. Frequently
purchasing items from online marketplaces or online stores was also a significant predictor of identity
crime and misuse (AOR=1.32), malware (AOR=1.32) and fraud (AOR=1.57). Frequently being active
on romance and dating websites or apps was also a significant predictor of identity crime and misuse
(AOR=1.46), malware (AOR=1.46) and fraud (AOR=2.21). Frequently participating in online gaming

or esports was a significant predictor of malware (AOR=1.34) and fraud (AOR=1.52) but not identity
crime and misuse. Similarly, frequently accessing sexually explicit adult websites or subscribing to
sexually explicit interactive adult platforms was a significant predictor of malware (AOR=1.25) and
fraud (AOR=1.50) but not identity crime and misuse.

Social, psychological and economic stressors were associated with all three types of victimisation.
Respondents who spent an increased amount of time or money gambling were significantly

more likely to experience identity crime and misuse (AOR=1.24), malware (AOR=1.59) and fraud
(AOR=2.16). Respondents who experienced increased financial stress were more likely to have
experienced identity crime and misuse (AOR=1.13), malware (AOR=1.32) and fraud victimisation
(AOR=1.59). Respondents who experienced negative impacts on their relationships with family
and friends were also significantly more likely to experience identity crime and misuse (AOR=1.16),
malware (AOR=1.29) and fraud (AOR=1.46). Respondents who had increased their consumption

of alcohol or other drugs were significantly more likely to experience identity crime and misuse
(AOR=1.28) and malware (AOR=1.25) but not fraud. Deteriorating physical health and wellbeing was
also associated with malware victimisation (AOR=1.22).
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Table 2: Logistic regression model predicting profit-motivated cybercrime victimisation in the
12 months prior to the survey

Model 1: Identity

crime and misuse Model 2: Malware Model 3: Fraud or
(n=8,644) attacks (n=8,491) scams (n=8,719)

Variable AOR 95% CI AOR 95% Cl AOR 95% Cl
Male (vs female) 1.00 0.90,1.12 0.94 0.83,1.06 1.08  0.90,1.29
UGS EERIREI (VB e L) 1.09 0.98,1.22 1.17*  1.03,1.33 113  0.95,1.35
current relationship)
Age (vs 18-34  35-64 years 0.81%* 0.72,0.91 0.67*** 059,077 0.67*** 0.56,0.81
years old) 65+ years 1.10 0.88,1.39 0.87 0.67,1.13 0.90 0.59,1.37
Owns or SME owner 121 0.97,1.53 1.75%** 1.37,2.24 1.52*  1.10,2.11
operates an
SME (vs [ 1.04 1.2 1.32* 1.07, 1.64 1.2
neither) SME employee .0 0.86, 1.26 3 .07,1.6 0.89 0.65,1.23
LSBT 1.01 0.99,1.03 1.01 099,1.02 1.05%* 1.02,1.08
(continuous variable)
Fjseiel] el st Iisiiss 1.01  0.99,1.03 1.02 099,1.04 1.05%* 1.02,1.08

(continuous variable)

Risky online practicesin pastyear | ¢ juus 135 177 161%%* 142 1.82 1.53%** 1.29, 1.80

(vs no)
Online blogs,
forums, interest 1.24**  1.10, 1.40 1.07 0.93,1.23 1.10 0.92,1.32
groups
Purchasing
fromkonll'"e 1.32%%% 119,148 1.32%** 117,149 157%** 132, 1.86
Online activities Marketplaces/
undertaken stores
daily or weekly  Romance/
(vs less dating websites 1.46***  1.22,1.74 1.46*** 1.21,1.76 2.21*** 1.76,2.77
frequently) or apps

Online gaming/

1.11 0.96,1.28 1.34***  1.15,1.57 1.52***  1.25,1.86
esports

Sexually explicit
adult websites 1.12 0.97,1.29 1.25*%*% 1.07,1.45 1.50*** 1.22,1.83
or platforms
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Table 2: Logistic regression model predicting profit-motivated cybercrime victimisation in the
12 months prior to the survey (continued)

Model 1: Identity
crime and misuse
(n=8,644)

Model 2: Malware Model 3: Fraud or
attacks (n=8,491) scams (n=8,719)

Increase in

. . 1.13* 1.01,1.28  1.32*** 1.15,1.50 1.59*** 1.32,1.92
financial stress

More socially

. 1.09 0.97,1.23 1.14 0.99,1.30 0.86 0.71, 1.05
isolated
Increased time
and/or money 1.24** 1.06,1.46  1.59*** 134,1.89 2.16*** 1.76,2.67
gambling
Negative
Experienced Impact on
P . relationships 1.16* 1.02,1.31 1.29***  1.13,1.49 1.46***  1.20,1.76
negative ) .
. with family and
impacts of .
. friends
pandemic
(vs did not) Mental or
emotional 1.05 0.92,1.20 1.08 0.93,1.24 0.92 0.75,1.12
distress
Physical health
and wellbeing 1.12 0.99,1.27 1.22**  1.06, 1.40 1.09 0.89,1.34
deteriorated
Increased
consumption of - yguxx 113 146  125%*  1.09, 1.44 119 0.99, 1.44
alcohol or other
drugs
WFH due to pandemic (vs no) 1.36*** 1.15,1.60 0.90 0.74,1.10 0.63**  0.47,0.85
WEH and SME 133* 101,174  1.44* 107,194 228*** 152 343
owner
Interaction® T o G
an | 0.97 0.76,1.24 1.25 0.95,1.66 1.92**  1.26,2.92
employee
0.12 0.07 0.02
* % k ’ * % % ’ * % % ,
Constant 0.15 018 0.09 012 0.02 0.03

***statistically significant at p<0.001, **statistically significant at p<0.01, *statistically significant at p<0.05

a: Compared with respondents who did not own or operate an SME and were not WFH

Note: AOR=adjusted odds ratio, Cl=confidence interval, SME=small to medium enterprise, WFH=working from home
Identity crime and misuse: Hosmer—Lemeshow x*(9)=1.34, p=0.21; AUROC=0.791; F(24, 14970)=26.99, p<0.001
Malware: Hosmer—Lemeshow x%(9)=1.04, p=0.41; AUROC=0.807; F(24, 14970)=39.26, p<0.001

Fraud and scams: Hosmer—Lemeshow x%(9)=0.425, p=0.92; AUROC=0.816; F(24, 14970)=39.52, p<0.001

Source: AIC pilot Australian Cybercrime Survey, 2021
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WFH in response to COVID-19 social distancing measures was associated with a higher likelihood
of identity crime and misuse victimisation (AOR=1.36) and a lower likelihood of fraud victimisation
(AOR=0.63). There was a significant interaction between owning an SME and WFH during the
pandemic for identity crime and misuse (AOR=1.33), malware (AOR=1.44) and fraud victimisation
(AOR=2.28). To demonstrate this relationship between SME ownership and WFH during the
pandemic, Figures 1 to 3 display the average predictive margins, adjusted for covariates using
marginal standardisation (Muller & MacLehose 2014), which represents the average predicted
probability of each type of victimisation. The predicted probability of identity theft was 1.4 times
higher for SME owners who were WFH than for those who were not (39% vs 27%; Figure 1). The
predicted probability of malware attacks was 1.2 times higher (33% vs 28%; Figure 2), and the
predicted probability of fraud and scams was 1.3 times higher (17% vs 13%; Figure 3). For fraud and
scams, the risk of victimisation for respondents who did not own or operate an SME was higher
among those who did not work from home (9.7%) than those who did work from home (6.8%).

Figure 1: Predicted probability of identity crime and misuse by SME status and WFH due to

COVID-19 social distancing measures (%)

B Worked from home M Did not work from home
50

40 39.0

30 29.3 29.1

20

10

SME-owner SME-employee Non-SME

Note: Predictive margins based on the logistic regression model reported in Table 2 (Model 1). SME=small to medium enterprise, WFH=working from home

Source: AlC pilot Australian Cybercrime Survey, 2021




Figure 2: Predicted probability of malware attacks by SME status and WFH due to COVID-19 social

distancing measures (%)

50

40

30

20

10

Note: Predictive margins based on the logistic regression model reported in Table 2 (Model 2). SME=small to medium enterprise, WFH=working from home

Source: AIC pilot Australian Cybercrime Survey, 2021

Figure 3: Predicted probability of fraud and scams by SME status and WFH due to COVID-19 social

distancing measures (%)

50

40

30

20

Note: Predictive margins based on the logistic regression model reported in Table 2 (Model 3). SME=small to medium enterprise, WFH=working from home

Source: AIC pilot Australian Cybercrime Survey, 2021
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M Worked from home M Did not work from home
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B Worked from home M Did not work from home
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Discussion

This study explored how the online routine activities of computer users, coupled with the effects of
the psychological, social and economic stress of the pandemic—which we collectively described as
the human factor in cybercrime—influenced the risk of profit-motivated cybercrime victimisation
among a large sample of Australian adults. We capitalised on the fact that our survey covered

the first year of the pandemic and captured self-reported changes in online routine activities and
individual circumstances.

Victimisation was linked to the amount of recreational time individuals spent online and the specific
online activities that they engaged in, both of which increase their accessibility or exposure to
motivated offenders as a suitable target (Leukfeldt & Yar 2016; Reyns 2018). Purchasing items from
online marketplaces or online stores and being active on romance or dating platforms exposes

users to profit-motivated offenders. These activities involve communicating with strangers on the
internet, and registration processes require users to enter financial information, which can be
targeted. Alternatively, the source of risk might not be the platforms themselves but the opportunity
they create for malicious actors to exploit them. Offenders may lure victims off legitimate platforms
onto platforms with lower levels of monitoring (and therefore guardianship) to ask for personal
information or money or to send malicious links. Malicious actors may also trick online shoppers by
sending scam text messages pretending to be from couriers and post office companies. These scams
proliferated during the COVID-19 pandemic. Other online activities were also related to increased
risk of victimisation, reflecting the diverse methods profit-motivated cybercrime offenders use to
target victims.

Risky online behaviour was associated with all three forms of victimisation, emphasising the
importance of personal guardianship in preventing cybercrime (Williams 2016). This finding highlights
the need for public messaging about the threat of cybercrime, the value of data and privacy, and
what constitutes risky online behaviour. Given users of certain platforms were at elevated risk of
victimisation, educating users of these platforms who also engage in other risky online behaviours
may be an effective means of reducing cybercrime victimisation.

It was anticipated that WFH due to COVID-19 social distancing measures would increase

vulnerability to cybercrime by reducing the guardianship afforded by secure workplace settings and
networks. Whether WFH was a risk factor for victimisation depended on the respondent’s working
arrangements. SME owners who worked from home were at significantly increased risk of all three
types of cybercrime victimisation. Unlike large companies and government departments, SME owners
may lack the resources to employ cybersecurity personnel and implement strong cybersecurity
measures at home. SME owners may also lack the necessary knowledge when assessing risks and
vulnerabilities. This research highlights the need to better support small business.
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While online routine activities were important, profit-motivated cybercrime victimisation was

also associated with psychosocial, economic and health-related stressors. Respondents who

reported pandemic-related increases in financial stress, gambling and relationship difficulties were
significantly more at risk of all three types of cybercrime than those who did not report these

types of pandemic-related impacts. This is consistent with previous research linking stressful life
events to fraud victimisation (Anderson 2013; Ross & Smith 2011). Financial pressures, exacerbated
by frequent gambling or substance use, may increase a person’s vulnerability to exploitation by
offenders promising quick and easy money (Levi & Smith 2021). The link between low self-control and
cybercrime victimisation may also explain the link between increased gambling and substance use
and victimisation, especially for cyber-enabled crimes (Reyns et al. 2019; van Wilsem 2013). While we
cannot establish the temporal order of these stressors and victimisation from a cross-sectional survey,
we asked respondents whether they experienced these stressors because of the pandemic, giving us
some confidence that they were not the effects of being a cybercrime victim. We therefore conclude
that the risk of cybercrime victimisation is explained by both the online activities of individuals and
the life circumstances that may make them vulnerable to manipulation, coercion and exploitation.

While awareness campaigns that promote personal or physical guardianship of personal and financial
information are important, this study echoes others that have pointed to the fact that the risk of
victimisation will not be eliminated solely by encouraging people to use appropriate safeguards
when online (Carter 2023). The findings from this study may help inform targeted prevention
strategies focused on those most vulnerable to victimisation, or awareness campaigns based on the
understanding that certain stressors may affect people’s decision-making when online. These findings
may also guide the development of interventions that simultaneously aim to promote safe online
practices and address broader vulnerabilities of potential victims experiencing life stressors. For
example, victim support services could assess victim needs and offer referrals to different sources of
help to reduce the likelihood of repeat victimisation. Finally, these findings may assist in planning and
resourcing for support services and cybercrime prevention efforts, noting that many of the stressors
amplified during the pandemic—such as financial stress—are by no means unique to that period.
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